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Introduction
SA3 would like to thank RAN2 for the LS on algorithm input and output. SA3 has reviewed the information provided in the reply-LS and would like to provide a response to the questions raised by RAN2.
Discussion
RAN2 informed SA3 in their reply-LS:

3.a) Activation of security
Section 7.2.4 of this TS includes the following statement:
a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

RAN2 would like to inform SA3 that the RAN2 assumption is that both integrity protection and ciphering are configured with one RRC message. This RRC messages to activate security (command and response) are integrity protected, while ciphering is started only after completion of the procedure. I.e. the response to the message used to activate security is not ciphered, while the subsequent messages used to establish radio bearers are both integrity protected and ciphered. RAN2 would like to verify if this approach is agreeable to SA3.

SA3 would like confirm that this approach is ok. SA3 assumes that there is no confidential information in the SMC response message from UE to the eNB.
RAN2 further asked in their reply-LS about KeNB generation:
3.b) KeNB generation

RAN2 has the following understanding about the generation of the KeNB:

· Upon transition from RRC_IDLE to RRC_CONNECTED the MME provides the KeNB to the eNB. RAN2 assumes that in this case the C-RNTI is not used to generate this initial KeNB but that other input parameters may need to be exchanged e.g. an RRC connection counter

· When a handover is performed the C-RNTI is used for the generation of the KeNB for the target eNB

RAN2 would appreciate further clarification on the generation of the KeNB and the (complete set of) input parameters used in the different scenarios.

SA3 would like to point out that C-RNTI binding happens in the eNB always, when UE context is received. Thus, the C-RNTI is always bound to the KeNB to make the key handling similar and unified. This aligns handovers and state transitions in eNB from the key handling point of view (see S3-070960, “KeNB handling during intra- and inter-eNB handovers”).
SA3 would like to note that section 7.2.7 in TS 33.abc v0.2.0 includes description on key handling during eNB handovers and that section 7.2.3 should refer to that section. The sequence and example key derivation functions with input parameters for the AS level key handling during all types of handover is as follows:

1. Source eNB greates KeNB* from KeNB and provides it to target eNB

KeNB* = KDF(KeNB)

2. Target eNB uses C-RNTI and KeNB* to derive new KeNB

KeNB = KDF(KeNB* || C-RNTI)

3. Target eNB uses the new KeNB to derive RRC and UP keys in the same way as on IDLE to ACTIVE state transitions. These keys are KRRCenc for RRC ciphering, KRRCint for RRC integrity protection, and KUPenc for user plane ciphering.
KRRCenc = KDF(KeNB || <RRC ciphering algorithm identifier> || “RRC ciphering”)

KRRCInt = KDF(KeNB || <RRC integrity algorithm identifier> || “RRC integrity”)

KUPenc = KDF(KeNB || <UP ciphering algorithm identifier> || “UP ciphering”)

UE will do the same steps. Here the “||” denotes concatenation and KDF as a one way hash function producing the required number of bits for the keys (e.g. 256 bits or 128 bits).

SA3 would like to note that the Key Derivation Function (KDF) is not yet specified.
Conclusion
We propose to use this contribution as basis for the reply-LS to RAN2.
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