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Introduction
There are some stage 2 level open issues regarding the algorithms handling in eUTRAN that should be resolved:
Network internal interfaces (S1 and x2):

1. Should MME send a priority ordered list of allowed AS algorithms to the eNB? Proposal: YES

2. Should source eNB transfer the priority ordered list of allowed AS algorithms to the target eNB? Proposal: YES
3. Should eNB send its ciphering and integrity protection capabilities to MMEs it has S1 connection with for example within the S1 connection setup procedure? Proposal: YES
4. Should target MME be able to update the priority list of allowed AS level algorithms set for the target eNB during S1 handovers? Proposal: YES
UE interfaces with the network:

5. Should AS level SMC include UE security capabilities? Proposal: NO

6. Should MME send the priority ordered list of allowed AS algorithms to the UE in a NAS message to prevent bidding down attacks on AS level during mobility? Proposal: YES
7. Can the selected AS and NAS level algorithms be different for the UE at a given point in time? Proposal: YES
General:

8. Authorization of NULL ciphering algorithm usage separately for the user plane and control plane? Proposal: YES
9. We also propose to make it explicit in the TS 33.abc that UE security capabilities are sent along within the “UE capabilities” to avoid misunderstandings in RAN2. See the corresponding pCR at the end of this document.

Discussion

Network internal interfaces (S1 and x2):

1. Should MME send a priority ordered list of allowed AS algorithms to the eNB? Proposal: YES

SA3 has agreed that MME controls all the algorithms selection during Attach, Service Request, and TA Update (see the SMCs described in TR 33.821 where eNB provides security capabilities to the MME). By letting the MME to provide a priority ordered list of allowed AS algorithms to the eNBs, the MME can control the AS level algorithm selection also for the EMM-CONNECTED mode UEs. The ordered list must not depend on the capabilities received from the UE. UTRAN works also in this way. See TS 33.102, section 6.4.5:

“5. The VLR/SGSN initiates integrity and ciphering by sending the RANAP message Security Mode Command to SRNC. This message contains an ordered list of allowed UIAs in order of preference, and the IK to be used. If ciphering shall be started, it contains the ordered list of allowed UEAs in order of preference, and the CK to be used. --”

2. Should source eNB transfer the priority ordered list of allowed AS algorithms to the target eNB? Proposal: YES
Also the source eNB can provide the priority ordered list of allowed AS algorithms to the target eNB during handovers. Target eNB then selects one from the allowed list (x2 and s1 handovers) and informs source eNB about the selection. Source eNB informs the UE in the HO Command. If the algorithms do not change in eNB handover for EMM-CONNECTED mode UEs, it is not necessary to include them in the HO Command (see also TR 33.821 section 7.4.13.4.3 “Security mode command and algorithms selection on handover”).

In addition to this the eNBs can be configured with a set of allowed algorithms (e.g. so that weak or broken algorithms can be removed network wide) for all UEs. This would prevent the source eNB trying to launch a bidding down attack with modified “allowed AS algorithms” including a weak or broken algorithm first in the priority list. So, eNB would have three lists:

1. One which is configured e.g. by network management, is more static and longer term and contains all the AS level algorithms that can be allowed to be used in the eNB

2. Second one is the priority ordered list of allowed AS level algorithms originated from the MME. This list may be UE specific and may further restrict the set of allowed AS algorithms.

3. Third one is the list of UE capabilities including supported ciphering and integrity algorithms. As the 2nd list is UE specific already, this may not be needed.
eNB then selects algorithms in priority order based on these lists. All the lists must have at least one common entry for AS level ciphering and integrity protection.

This also unifies the algorithms selection in the eNB during handovers with the S1 level procedure when UE moves to the active state. In both cases the eNB uses the priority ordered list of allowed AS algorithms, its own local configuration, and possibly also the UE capabilities to do the algorithm selection.

3. Should eNB send its ciphering and integrity protection capabilities to MMEs it has S1 connection with within a S1 procedure? Proposal: YES
MME needs to have information about the common set of eNB’s security capabilities to create list of allowed AS level algorithms. To create the list MME network management can be used or alternatively the eNBs report to the MME their list of supported algorithms and MME creates a common set based on all the eNBs it is serving.

This may provide an advantage during transition periods (e.g. when removing weak algorithms from the supported set) when all the eNBs under the MME may not have been updated. Thus, there are two possibilities: 

A) eNB sends its ciphering and integrity algorithm capabilities to the MME, e.g. during the S1 connection setup. MME creates a common priority ordered list of allowed AS level algorithms.
B) the allowed AS level algorithms is configured into the MME by network management

4. Should target MME be able to update the allowed AS level algorithms set during S1 handovers? Proposal: YES
RAN2 has agreed that x2 and S1 handovers are similar (see latest TS 36.300). This implies that the key management and algorithms selection are similar during x2 and s1 handovers. Letting MME select algorithms based on eNB capabilities sent over the S1 connection and use this same selection with x2 and S1 handovers does not work as the UE may move under different eNB having different set of supported algorithms and controlled by different MME.

To fix this at least in the S1 handover case MME should be allowed to update the allowed AS level algorithms as the eNBs under the control of the target MME may have different capabilities than the eNBs under the control of the source MME. This means that the MME must be able to update the allowed AS level algorithms list coming from the source eNB similar to x2 handover. For example the MME can drop the list of allowed AS level algorithms from the source eNB and add its own list to the message for the target eNB.

UE interfaces with the network:
5. Should AS level SMC include UE security capabilities? Proposal: NO
Since the UE capabilities are replayed back to the UE within the NAS procedure, there is no need to replay them in the AS level SMC procedure unless UE must be able to verify that the same UE capabilities are used in the eNB than in the MME (e.g. MME does not change them when sending to the serving eNB or they are not changed while on transfer within the S1 interface). 

During eNB handovers, the HO Command may include target eNB algorithms and UE can not be sure if target eNB has the same understanding of UE security capabilities than source eNB or the serving MME. See also question 6.

6. Should MME send “allowed AS algorithms” to the UE in a NAS message to prevent bidding down attacks on AS level during mobility? Proposal: YES
If MME also provides the “allowed AS algorithms” to the UE via secure NAS signalling, then UE can protect against bidding down attacks during EMM-CONNECTED mode mobility by checking that the target eNB algorithms are included in the “allowed AS algorithm” set. MME can update the “allowed AS algorithms”, for example within the TAU procedure. 
For the case when allowed AS algorithms set may change during inter-MME handovers (see question number 2 above), AS level algorithms must be selected before the actual TAU procedure takes place. In this case the allowed AS level algorithms set in the UE may contradict with the target eNB algorithm selection as the target eNB can have an updated set from target MME and the UE still has the set from the source MME. However, UE could wait the TAU procedure before concluding that the target eNB algorithms are not in the allowed AS level algorithms set.
NOTE: Since MME controls algorithm selection it is not very useful to provide “allowed NAS algorithms” for the UE similarly to “allowed AS algorithms”. Target MME can always update the allowed algorithms set. However, in case the allowed algorithm set in UE needs to be updated under the same MME, NAS signalling is required (e.g. within TAU procedure or idle to active state transition).
7. Can the selected AS and NAS level algorithms be different for the UE at a given point in time? Proposal: YES
For EMM-CONNECTED or EMM-IDLE mode mobility target eNB and target MME may select different algorithms than the source node. Thus, it seems possible that selected AS and NAS level algorithms can be different as eNB algorithms can be changed during inter-eNB handovers and NAS algorithms can be changed when MME changes.

General:

8. Authorization of NULL ciphering algorithm usage separately for the user and control plane? Proposal: YES
NULL ciphering algorithm is allowed only in case the priority ordered list of allowed AS level algorithms includes the NULL ciphering algorithm identifier. NULL integrity protection algorithm is not allowed in any case. The NULL ciphering algorithm must be separately indicated for the user plane and control plane in the allowed AS algorithms set.

Proposal

We propose to document these issues into the TS 33.abc with the attached pCR.
pCR to TS 33.abc

================ 1st change ================

7.2.4
Security mode command procedure and algorithm negotiation
Editor’s Note: cf. TR 33.821, sections 7.3, 7.4.5 and 7.4.13

Requirements for algorithm selection
a) An active UE and a serving network shall agree upon algorithms for

· RRC encryption, RRC integrity protection (to be used between UE and eNB)

· UP encryption (to be used between UE and eNB)

· NAS encryption and NAS integrity protection (to be used between UE and MME)

b) The serving network shall select the algorithms to use dependent on

· the security capabilities of the ME,

· the security capabilities of the currently serving network entity

· restrictions set by the home network of the subscriber (ffs, cf TR 23.008)

· SN-wide policies on allowed security algorithms
NOTE: It is ffs whether the above bullet is needed.

Security capabilities shall include the supported encryption and integrity algorithms.

c) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated ("bidding down protection of networks choice").

d) The AS and NAS level security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the ME’s security capabilities can be detected by the ME.
e) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.
a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering is activated at the same time as RRC ciphering.

f) eNB selects the AS level algorithms based on 

a. Its local allowed and supported ciphering and integrity protection algorithm configuration. This configuration is done by network management and can be used for example to disable broken algorithms. eNB shall not select algorithms outside of this list.
b. A priority ordered list of allowed AS level ciphering and integrity protection algorithms per UE. The list is received from the MME within a S1 level procedure or from the source eNB via x2 or S1 interface during EMM-CONNECTED mode handovers. The list may contain only one ciphering and one integrity algorithm, in which case the MME provides no algorithms selection flexibility for the eNB. This priority ordered list of allowed AS level algorithms shall have at least one common entry for both ciphering and integrity protection algorithms with the eNB local configuration (see a)
c. The UE capabilities including supported ciphering and integrity algorithms. UE capabilities are included in the UE context provided from the MME to the serving eNB (S1 interface) and transferred from source eNB to the target eNB during eNB handovers (both x2 and S1 interface handover cases). If the UE capabilities do not contain at least one common ciphering and integrity algorithm entry with the eNB local configuration (see a) and MME provided allowed AS level algorithm lists (see b) then the SMC procedure fails.
g) MME includes list of allowed AS algorithms for the UE in an integrity protected NAS level message for the UE during attach and service request procedures, or TAU procedure.

a. With the allowed AS algorithms list the UE can verify that the selected AS algorithms belong to the allowed set provided by MME. This does not preclude sending AS level SMC before NAS level SMC.
Editor’s Note: It is FFS whether UE sends a NAS level message to MME when AS level algorithms are not from the allowed AS level algorithms list.
b. NULL ciphering algorithm for the user plane and RRC is identified separately in the allowed AS algorithms list.

c. Selected AS and NAS algorithms can be different at a given point of time
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