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Introduction

TS 33.102 defines functionality for reporting authentication failures back to the Home network.

Following is an extract of TS 33.102 section 6.3.6

"6.3.6
Reporting authentication failures from the SGSN/VLR to the HLR

The purpose of this procedure is to provide a mechanism for reporting authentication failures from the serving environment back to the home environment.

The procedure is shown in Figure 13.
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Figure 13: Reporting authentication failure from VLR/SGSN to HLR

The procedure is invoked by the serving network VLR/SGSN when the authentication procedure fails. The authentication failure report shall contain:

1.
Subscriber identity;

2.
Failure cause code. The possible failure causes are either that the network signature was wrong or that the user response was wrong;

3.
Access type. This indicates the type of access that initiated the authentication procedure;

4.
Authentication re-attempt. This indicates whether the failure was produced in a normal authentication attempt or it was due to an authentication reattempt (there was a previous unsuccessful authentication). Details are provided in subclause 6.3.6.1;

5.
VLR/SGSN address;

6.
RAND. This number uniquely identifies the specific AV that failed authentication.
The HE may decide to cancel the location of the user after receiving an authentication failure report and may store the received data so that further processing to detect possible fraud situations could be performed."

Discussion

1) There seems to be little home operator benefit for this feature: 

Technically the network "under attack" is the visited network. There is little the home network can do to prevent this type of 'attack'. If the amount of illegal authentication attempts becomes unacceptable, tracking down of the bad guys will need to be done in the visited network. All necessary information (IMSI, LAC, etc.) is available in the visited country/network. It may of course be useful to inform the home network when his IMSI range is abused in an attack, but we do not immediately see why it would be useful that the home network is informed in real time about every single authentication failure.

2) The mechanism to report the failures back to the home network creates additional network signaling with marginal benefit.

3) The proposed actions if executed (see italic text below) as described by TS 33.102 section 6.3.6 for the home network may lead to a possible DoS-attack on the subscriber. 

"The HE may decide to cancel the location of the user after receiving an authentication failure report and may store the received data so that further processing to detect possible fraud situations could be performed"

It is proposed to leave out this non-essential functionality (i.e. with little benefit) in order to simplify the EPC signaling design (S6a- protocol) 

Conclusion

We propose to add the above analysis to TR 33.821 and approve the proposal not to include Authentication Failure Reporting with the EPS. Consequentially the empty clause in TS 33.abc on AFR should also be removed.
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