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1. Introduction
In last meeting, the Huawei’s contribution S3-070682 about “User Identity protection in SAE/LTE” was submitted and discussed. In that contribution the solution named” Enhanced Pseudonyms Based Approach” was proposed to prevent active IMSI catching attack. Some possible problem like Pseudonyms synchronization was brought out. This contribution is to analyze whether some possible problems exist, if exist, how to solve these problem.

2. Enhanced Pseudonyms Based Approach
As described in S3-070682, Pseudonyms is produced by HSS and sent to UE along with GUTI (Globally Unique Temporary UE Identity) in encrypted NAS message after a successful AKA. The new Pseudonyms can be sent in Authentication Data response message from HSS to MME (See figure 1), or in user subscriber data insert message after AKA is successful (see figure 2). 
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                          Figure1: Alternative 1
1. The MS includes GUTI (assumed it has) in the Initial NAS message (Location update request, service request, Routing area update request, attach request, paging response etc.).
2. The current MME will requires UE sent Pseudonyms/permanent identity if GUTI can not be recognized by network. 
3.  If UE has Pseudonym, it will send the Pseudonym to network. Otherwise, permanent identity IMSI is sent and only sent when no Pseudonym is available.  

Notes: UE shall never send its permanent identity (IMSI), as long as UE can find its Pseudonym. 
4. MME includes identity of UE (IMSI or Pseudonym (assumed Pes1)) in the Authentication data request message during AKA procedure.

5. HSS send Authentication data response message. If a Pseudonym Pes1 is sent in step 4, HSS shall delete Pseudonym (Pes0) older than UE current Pseudonym Pes1. A new one Pes2 is produced and sent to MME at the same time.

6~7 MME activate NAS security protection after a successful AKA.
8. MME sends the new Pseudonym of UE (Pes2) along with GUTI to UE after security Mode activation.

Notes: It needs to be pointed out is that: if NAS encryption is closed by operator, the Pseudonym function can also been disabled by the operator. That is, no Pseudonym is sent to UE in this step.
9 UE store the new Pseudonyms (Pes2) along with GUTI and delete current one (Pes1) if it has received a new Pseudonyms name.
From above, it can be seen that the IMSI is only sent by UE when there is no Pseudonym stored in UE. That is, the active attack to IMSI can only succeed when Pseudonym is lost by UE. And even that happens, the attacker can only trace UE during one session, since a new Pseudonym will be allocated to UE by network at begin of this session. So Enhanced Pseudonyms can work well to avoid active IMSI attacker.  
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Figure2:  Alternative 2
As showed in figure 2, the only different between alternative 2 and alternative 1 is that:

In alternative 1, the new Pseudonym (Pes2) is sent to MME in Authentication Data Response message before AKA is successful. While in alternative 2, the new Pseudonym (Pes2) is sent to MME in User Subscriber Data insert message after a successful AKA. And MME shall trigger HSS to insert User Subscriber Data by message like Update location message even when User Subscriber Data has been not deleted from the MME. This seems to add “unnecessary interaction” between MME and HSS. However this “unnecessary interaction” only happens when MM context (including GUTI) deleted from MME, but User Subscriber Data has been not deleted from the MME. So this “unnecessary interaction” seems not a unacceptable burden. 
3. Analyze the feasibility
When discuss feasibility, the following factor needs to be considered:

---Whether does USIM have to be updated to support this new function?
Pseudonyms is not sent to UE in the AUTN during AKA procedure, but sent along with GUTI after NAS Security is initiated(i.e., it may be sent in service accept, or attach accept message).So USIM does not have to updated.

---Whether the solution can cause deadlock problem when the pseudonym stored in UE is out of synchronous with that in HSS?

There is mainly the following possibility consideration related to the deadlock problem:

1) A new Pseudonym is allocated by HSS and sent to MME. However this new Pseudonym is not sent to UE successfully. 
In this case, UE can still use the old Pseudonym since HSS does not deleted this old Pseudonym until it finds that the new Pseudonym has been used by UE.

2) Whether could an attacker send a fake message to cheat HSS into deleting Pseudonym stored, which could make pseudonym stored in HSS out of synchronous with that in UE?

It needs to be pointed out is that an attacker can get UE current Pseudonym (assumed Pse1 which is current stored in UE) by sending a fake identity request message. But it only can make HSS delete the Pseudonym Pse0 which is older that Pse1.
So, to achieve such attack, the attacker shall be able to eavesdrop the new Pseudonym (assumes Pes2) of UE firstly from attach/TAU accepted message, and also make the new Pseudonym not arrive at UE at the same time. Then it sends the new Pseudonym of UE (Pes2) to network to make HSS delete UE current Pseudonym (Pes1).
In case that NAS encryption is not closed, new Pseudonym is sent to UE in an encrypted NAS message, so it is difficult for attacker to eavesdrop the real new Pseudonym from the message.
In case that NAS encryption is not open, there is no necessary to provide a particularly protection to IMSI. So MME can disable Pseudonym mechanism and not send Pseudonym to UE. 
What’s more, HSS did not delete any Pseudonym until MME send location update request message to HSS after a successful AKA in alternative 2.  

3) Is there any possibility that pseudonym is lost by network, which will make pseudonym stored in UE out of synchronous with that in HSS?
Since pseudonym is allocated and stored in HSS along with user data, it can be assumed that there is some mechanism to prevent user date lost from HSS, or recover the user data when it happens. Otherwise, all the user data besides pseudonym will be lost, which is an intolerance error.  
So it can assumed that it shall never happen that the pseudonym lost by HSS, which is different with the error that pseudonym lost by AAA server in the I-WLAN case. In I-WLAN, pseudonym is allocated and stored in AAA server, which may have no mechanism to recover the user data when error happens.

4. Conclusion 
As discussed in last meeting, the enhanced Pseudonyms Based Approach can well solve the active IMSI attack problem without synchronization problem. From section 2, it can be conclude that it is a very simple solution since there is neither affection to the current USIM, nor addition procedure needed within this new solution. It can avoid all the problems within the current mechanisms recorded in 33.821(see contribution S3-070682).  
Alternative1 seems simpler than alternative 2, since it does not require additional interaction between MME and HSS in case that only MM context is deleted and User Subscriber Data is not deleted from MME.
5. Proposal

Base on analysis in section 3 and section 4, the enhanced Pseudonyms Based Approach seems to be an accepted solution to solve the IMSI active attack. We hope SA3 accept it and recorded section 2 and section 4 in TR 33.821.
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