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1 Introduction
In last SA3#49 meeting, contributions S3-070684(idle mode mobility within EUTRAN) and S3-070685(idle mode mobility from UTRAN to EUTRAN) are discussed. The main concern is whether the UE’s security capabilities should be carried in the TAU request message. The conclusion is “There was some discussion on how to handle a case of handover. It was decided that there is need for more rationale on why this procedure is necessary, and the contribution must re-submitted revised.”
This contribution will make further clarifications on this issue.
2 Discussion
2.1 UE’s security capabilities
2.1.1  Idle mode mobility from UTRAN/GERAN to EUTRAN
It is stated in 23.060 sections 6.14.2
“MS Network Capability” that:
“……To avoid interoperability problems when roaming between A/Gb mode and Iu mode, the MS network capability shall be included in the routeing area update request sent by the MS. At inter-SGSN RA update, the network shall use this MS Network Capability and ignore the same IE received in MM Context from the old SGSN.
      Similarly, the new MME shall also use the UE’s EPC/EUTRAN security capabilities in the TAU request for security negotiation when idle mode mobility from UTRAN/GERAN to EUTRAN. 

Moreover, SA2 has agreed that the UE shall send its network capabilities (including EPC/EUTRAN security capabilities) in the TAU request when idle mode mobility from UTRAN/GERAN to EUTRAN. e.g.

1) 23.401 v1.4.1 section 5.3.3.2  (idle mode mobility from Rel-8 UTRAN to EUTRAN ), and

2) 23.401 v1.4.1 section 5.3.3.5  (idle mode mobility from Rel-8 GERAN to EUTRAN ), and

3) 23.401 v1.4.1 annex D.3.2.1  (idle mode mobility from Pre-Rel-8 UTRAN to EUTRAN ), and

4) 23.401 v1.4.1 annex D.3.6  (idle mode mobility from Pre-Rel-8 GERAN to EUTRAN )

So the new MME shall use the UE’s EPC/EUTRAN security capabilities in the TAU request for security negotiation.
Conclusion: 
1) The new MME shall use the UE’s EPC/EUTRAN security capabilities in the TAU request  instead of  the context response message from old SGSN, for security negotiation when idle mode mobility from UTRAN/GERAN to EUTRAN.

2) To prevent possible bidding down attack, the MME shall include the UE’s EUTRAN/EPC security capabilities in the TAU accept message to the UE.
2.1.2  Idle mode mobility within EUTRAN
Similarly, it is proposed that the above conclusion in section 2.1.1 shall also be applied during idle mode mobility within EUTRAN, which can:

1. Affect NAS protocol (UE---MME) only. 
Otherwise it will have to additionally affect GTP-C protocol (SGSN/MME--MME).

2. Keep the uniform and simple behaviour for MME
Otherwise, it will make the target MME implement much complex, e.g. the target MME will have to extract the UE security capabilities from different messages (TAU request or context response message) for security negotiation in different idle mobility scenarios.
2.2 NAS keys
In TR 33.821 section 7.4.11.3, the current used NAS keys (KNASenc, KNASint) are conveyed from the old MME to the new MME in the context response message, so that the new MME can directly reuse these keys without needing deduce them again if the new MME supports the same NAS algorithms as the old MME.
However, if the new MME doesn’t support the same NAS algorithms as the old MME, these NAS keys will not be useful and the new MME will have to deduce them anyway even if the old MME sends them to the new MME. In this case this will not only introduce unnecessary extra parameters in the context response message, but also make the handling of the MME complex without reducing the process time.
Moreover, TAU procedure may also happen when a UE moves from UTRAN/GERAN to EUTRAN. In this case the new MME will also have to deduce these NAS keys anyway. 
Since the process of deducing keys will not take too much time, so it is proposed that these NAS keys (KNASenc, KNASint) are removed from the context response message, to make the new MME perform in a simple and uniform behaviour, and to reduce the amount of data needed to be stored and transferred between network entities.
3 Proposal
It is proposed that SA3 discuss and agree the corresponding P-CR contributions S3-070944 and S3-070945. 
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