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1 Introduction

All EPS keys to protect UP, NAS and AS are derived from the key KASME. KASME is considered as a master key. New values of EPS keys could be updated by reusing the existing master key KASME without new AKA procedure. KASME is a sensitive data. 

2 Storage of KASME in the UICC
The storage of KASME in the UICC provides a higher level of security for EPS key hierarchy, as described in section 7.4.7.4 of SA3 TR 33.821. If an attacker wants to discover a set of EPS keys from a device not hosting the UICC, then the attacker needs to establish a connection with the ME for each new value of KNASenc or  KNASint or KeNB. when KASME is stored in the UICC. The storage of KASME in the UICC makes attacks more difficult to retrieve EPS key hierarchy.

The storage of KASME in the UICC guaranties the presence of the UICC in the User Equipment when new values of KNASenc or  KNASint or KeNB are required. If the key KASME is stored in the ME then there is no guaranty that the UICC is present, the operator should run a new complete AKA authentication to check the presence of the UICC in the User Equipment . By storing KASME in the UICC the operator would know that there is a UICC in the User Equipment when a new set of EPS keys is derived. 

Moreover, the lifetime of KASME could be longer since there would be no need to delete KASME in the UICC when the ME is power down or when the UICC is removed. The storage of KASME in the UICC could decrease the consumption of authentication vectors.

3 Impacts due to KASME stored in the UICC
The storage of KASME in the UICC implies some changes. 

Impacts on the UICC

The storage of KASME in the UICC shall not apply for UTRAN access network; the solution for UICC-based EPS key hierarchy should be dedicated to E-UTRAN. The USIM shall be able to distinguish authentication requests for UTRAN from authentication requests for E-UTRAN access network.  Only EPS-aware USIM would be able to perform the procedure to compute, store KASME and derive KNASenc, KNASint, KeNB keys. 

A new security context of the AUTHENTICATE command, “EPS Security context”, should be defined for the UMTS AKA authentication in E-UTRAN.

The AMF field would be used to distinguish authentication for E-UTRAN (EPS Security context) from authentication for UTRAN (3G security context).  In case of AMF field indicating AKA for EPS (separation bit of AMF is set to 1) the ME would send AUTHENTICATE command with “EPS Security Context” and the required authentication data to perform EPS AKA. The Serving Network Identity is part of the  input data of AUTHENTICATE command with “EPS security context”. 

The “EPS security context” of the AUTHENTICATE command should have two modes :

· “EPS authentication” mode to perform the authentication, compute KASME and send SRES to the ME. CK, IK are no longer sent to the ME. The USIM stores KASME and also associated KSIASME.
· “EPS key derivation” mode to derive KNASenc, KNASint, KeNB on demand of the ME. The input data of this mode contains the parameters required to derive KNASenc, KNASint, KeNB  keys.

The term “EPS-aware USIM” is used to refer to new USIM application in the USIM implementing the AUTHENTICATE command with “EPS Security context”.

The support of EPS-aware USIM in the UICC is optional. 

The creation of “EPS Security Context” for the AUTHENTICATE command impacts the UICC-ME interface.

Remark

An operator could decide to issue new UICCs in order to improve security by means of UICC-based EPS key hierarchy and 256-bit entropy-based EPS AKA. The new UICCs would have new USIM application containing both AUTHENTICATE command with “EPS security context” and 256-UMTS AKA algorithm. 

Impacts on the ME

The ME should support the “EPS security context” for the AUTHENTICATE command.

When the EPS-aware ME receives authentication data from the network with Network Type equal to “E-UTRAN” then the ME should send to the UICC an AUTHENTICATE command with “EPS Security context - EPS authentication mode”. Then the ME would receive RES from the UICC.

In order to retrieve KNASenc, KNASint, KeNB the ME should send AUTHENTICATE command with retrieve “EPS Security context - EPS key derivation mode”.

The support in the ME of AUTHENTICATE command with “EPS Security context” should be mandated. This would allow the home operator to issue when he wants new UICCs with EPS-aware USIM, independently of the type of EPS-aware ME.  

Impacts on the network

There is no impact on the network. The AMF field in AUTN already provides indication on the type of authentication by means of the selection bit. 

4 Conclusion
The storage of KASME in the UICC could provide a higher security level for EPS security. It also avoids the execution of AKA procedures performed  to check the presence of the UICC in the User Equipment and it coulc decrease the number of authentication vectors since KASME lifetime could be longer. 

The solution consists in the creation of a new security context for the AUTHENTICATE command: the EPS Security context. 

We kindly ask SA3 to agree on the  following statements

· It shall be possible to store KASME in the UICC

· The support of EPS-aware USIM for EPS AKA is optional

· E-UTRAN-aware ME shall support the AUTHENTICATE command with “EPS Security context”.

We kindly ask SA3 to agree the following pseudo-CR to TS 33.abc v0.2.0 on SAE/LTE security architecture.  

5 Pseudo-CR to TS 33.abc on SAE/LTE security architecture

*** START CHANGE ***

6.2
EPS key hierarchy

Editor’s Note: cf. TR 33.821, section 7.4.7
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Figure Y: Key hierarchy in E-UTRAN 

Key requirements on EPC and E-UTRAN:

a) The EPC and E-UTRAN shall allow for keys of length 128.

b) The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.

c) As part of the initial attach request from the UE, it shall be possible to signal ME security capabilities to the MME, i.e. the ME supported EPS key derivation algorithms.

The Key hierarchy includes following keys; KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
KeNB is a key derived by UE and MME from KASME or by UE and target eNB from KeNB* during eNB handover. KeNB shall only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic or to derive a transition key KeNB* during an eNB handover.   
Keys for NAS traffic: 

· KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.

· KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME,,as well as an identifier for the encryption algorithm. 

Keys for UP traffic: 

· KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

Keys for RRC traffic: 

· KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

· KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm.

6.3
EPS key identification

The EPS ASME key identifier (KSIASME) is a number which is associated with the KASME derived during authentication. The key set identifier is allocated by the network and sent with the authentication request message to the mobile station where it is stored together with the KASME.  KSIASME in EPS corresponds to KSI in UMTS and CKSN in GSM.

The purpose of the KSIASME is to make it possible for the network to identify the KASME which is stored in the mobile station without invoking the authentication procedure. This is used to allow re-use of the KASME during subsequent connection set-ups.

KSIASME and KSI have the same format. KSIASME is three bits. Seven values are used to identify the key set. A value of '111' is used by the mobile station to indicate that a valid KASME is not available for use. At deletion of the KASME, the KSIASME is set to '111'. The value '111' in the other direction from network to mobile station is reserved.

Editor’s Note: It is FFS whether another KSI is needed for NAS keys due to the key refresh procedures.

6.4
EPS key properties

Editor's Note: This refers to the keys from section 6.2, cf. TR 33.821, section 7.4.7.3.3, 7.4.8.
6.4.1
Storage of KASME in the UE

It shall be possible to store KASME in the UICC. 
To store KASME in the UICC , the USIM shall support a AUTHENTICATE command with “EPS security context”. The “EPS Security context” allows the USIM 
· To derive and store KASME when performing E-UTRAN authentication on request of the ME. 
CK and IK are not sent to the ME
· To derive and send KeNB, KNASint,  KNASenc keys on request of the ME
A USIM supporting AUTHENTICATE command with “EPS security context” is called EPS-aware USIM. 

The AUTHENTICATE command with “EPS security context” shall not apply to UTRAN.
The AMF field of AUTN will be used to distinguish authentication for E-UTRAN from authentication for UTRAN. 

The support of EPS-aware USIM for EPS AKA is optional. 

E-UTRAN-aware ME shall support AUTHENTICATE command with “EPS security context”. 
If KASME is stored in the ME, it should be deleted when the ME is powered down or when the UICC is removed.

KASME shall never leave the EPC.
*** END CHANGE ***
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