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1 Introduction

During SA3#49 discussions related to key length in EPS, SA3 agreed that “the selected solution is to proceed with 128 bit keys, ensuring that migration to 256 keys is feasible in the future."  The migration path to 256-bit keys should be provided for SA3 ad-hoc meeting in December. 
A migration strategy to enable the support of 256-bit keys in EPS is described in contribution S3a070922. 

This contribution describes the migration strategy regarding EPS AKA. 

2 EPS AKA
The availability of 256-bit keys with entropy of 256 bits in EPS implies changes to EPS AKA, i.e. UMTS AKA. 
The support of 256-UMTS AKA in EPS is optional. 

The 256-UMTS AKA would have the following features concerning long terms keys shared between UE and HSS:

Key K: 

The key K used in new version of UMTS AKA should be 256 bits to enable the availability of keys with 256-bit entropy for EPS security. 

The design of UMTS AKA algorithm should be modified in order to enable the use of key K of 256 bits, this new version of UMTS AKA is referred as 256-UMTS AKA in this contribution. 

Changes to MILENAGE algorithm are under the scope of ETSI SAGE group. A request to ETSI SAGE should be sent in order to ask them to modify MILENAGE design. 

CK and IK

To have 256-bit keys for EPS, the key KASME should be 256 bits. KASME is derived from the 256-bit key Ks, Ks results from the concatenation of CK and IK. 

With key K of 256 bits and changes to MILENAGE design, it should be possible to have Ks (CK, IK) with entropy of 256 bits. Consequently, KASME could have 256-bit entropy with keys CK and IK which are still 128 bits. 

Alternative: it could be possible to ask for new design of MILENAGE allowing to have CK and IK keys with length of 256 bits. But this alternative would require heavy changes to MILENAGE design and would have strong impacts on the UICC-ME interface. New length of CK and IK would modify the AUTHENTICATE command (output data of the AUTHENTICATE command in the 3G security context would be changed, computation of GBA bootstrapped key Ks in the GBA Bootstrap security context would be also modified). This alternative is considered as not relevant for 256-EPS AKA migration path.

Proposal

We propose to have a new version of UMTS AKA algorithm with:

· K length is 256 bits 

· CK and IK are 128-bit keys and the entropy of pair (CK, IK) is 256 bits

We propose that SA3 asks ETSI SAGE for new version of MILENAGE. 

3 User Equipment

Changes to UMTS AKA algorithm (e.g. MILENAGE algorithm) have impacts on the User Equipment. 
Impacts on the UICC

The impacts on the UICC are the following:

· New version of UMTS AKA algorithm 

The USIM should have a new version of UMTS AKA algorithm, e.g. new version of MILENAGE. 

New UICC, with 256-MILENAGE algorithm-based USIM, should be issued when the operators would like to have support for 256-bit keys with entropy of 256 bits in EPS. 

· Storage of the key K

Key K should be 256 bits instead of 128 bits. This change is minor for the USIM. 

· AUTHENTICATE command

There is no impact on the input and output data of the AUTHENTICATE command. CK and IK length remains the same. 

In case that SA3 would agree to define a new security context for the AUTHENTICATE command in order to provide higher level of security by computing and storing KASME in the UICC (confer Gemalto contribution S3a070739) then the use of 256-UMTS AKA algorithm would not change the input and output data of the AUTHENTICATE command with this new security context (“EPS Security context”).

There would be changes to 3GPP TS 33.102 and TS 31.102 specifications in order to describe the procedure of the AUTHENTICATE command in case of 256-UMTS AKA algorithm to deal with key K of 256 bits. Those changes are not significant.

· UICC-ME interface

There is no impact on the UICC-ME interface since the input and output data of the AUTHENTICATE command are not modified by 256-UMTS AKA. 

There is no issue of backward compatibility with Rel-99 USIMs since the input and output data of the AUTHENTICATE command are the same for UMTS AKA and 256-UMTS AKA.

The support of 256-UMTS AKA algorithm is optional. The decision to issue new UICCs containing USIM with 256-UMTS AKA algorithm will depend on the home operator who issues the UICCs.
Impacts on the ME

There is no impact on the ME due to the new version of UMTS AKA to support 256-bit keys in EPS. 

The impacts of the support for 256-bit keys to protect UP, NAS and AS are described in S3a070922.

4 Impacts on the network
The AuC should contain the 256-UMTS AKA algorithm to perform user authentication with 256-UMTS AKA-based USIMs present on the field. 

The use of USIM with 256-UMTS AKA will be possible in UTRAN networks since the length of CK and IK remains equal to 128 bits. New algorithm for 256-UMTS AKA with new length of key K (256 bits) impacts the USIM and the AuC only. There is no issue of interworking between E-UTRAN and UTRAN. 

Other impacts in the network related to KASME and keys used for UP, NAS and AS protection, are described in  S3a070922.

5 Summary of changes in the UE due to 256-UMTS AKA algorithm
	
	Impacts on the UE 

	256-UMTS AKA algorithm
	Change: new version of UMTS AKA algorithm in the USIM and in the AuC 

	Storage of key K 
	Change: storage of 256 bits  instead of 128 bits for key K in the USIM and in the AuC

	Length of CK and IK
	No change for CK and IK length

	AUTHENTICATE command
	No change for output and input data of AUTHENTICATE command

The description of the AUTHENTICATE procedure should be modified in TS 33.102 and TS 31.102 in order to take into account key K of 256 bits.

	UICC-ME interface
	No change 

	ME 
	No change due to 256-UMTS AKA algorithm 


6 Conclusion 

We kindly ask SA3 

· To review the analysis 

· To agree on the definition of new version of UMTS AKA. 

256-UMTS AKA should allow:

· K length is 256 bits 

· CK and IK are 128-bit keys and the entropy of pair (CK, IK) is 256 bits

· To ask ETSI SAGE for new version of MILENAGE 

· To agree pseudo-CR to TS 33.abc v0.2.0 proposed in following section

7 Proposal for Pseudo CR to TS 33.abc v0.2.0 on SAE/LTE security architecture

*** START CHANGE ***

6.1
Authentication and key agreement 

6.1.1
AKA procedure

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN. 

The requirements on EPS AKA are:

a) EPS AKA shall be based on USIM and (possible) extensions to UMTS AKA. In particular, a Rel-99 USIM shall be sufficient for access to E-UTRAN.

b) Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted.

c) EPS AKA shall produce keys forming a basis for user plane and control plane protection (ciphering, integrity) of NAS and AS.

NOTE: Key derivation requirements of AS and NAS keys can be found in clause 7.2.1

As EPS AKA is based on UMTS AKA (see TS 33.102), it is based on following long term keys shared between UE and HSS:

· K  is the permanent key stored on the USIM and in the Authentication Centre AuC

· CK, IK is the pair of keys derived in the AuC and on the USIM during an AKA run. CK, IK shall be handled differently depending on whether they are used in an EPS context or a legacy context, as described in section 6.1.2

d) EPS AKA shall be able to support 256-bit key K and provide 128-bit keys CK and IK with entropy of 256 bits for pair (CK,IK). The support of 256-EPS AKA is optional. To perform 256-UMTS AKA, the USIM and the AuC shall contain 256-bit key K and the 256-UMTS AKA algorithm.
As a result of the authentication and key agreement, an intermediate key KASME shall be generated which is shared between UE and ASME. How this is done is described in clause 6.1.2

*** END CHANGE ***













