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This document describes the key change-on-the-fly use cases with the goal to decide whether it is necessary or desired to be able to update AS keys independently from NAS keys. The conclusion is that the support of local AS only key change may be useful to prevent the AS COUNT wrap-around case and to avoid involving the MME.

1. 
Overview of Events triggering the need for key change in active mode without users mobility

From S3-070475 (LS from SA3#47 to RAN2/3):

(1) If the sequence numbers for the UP or RRC ciphering/integrity protection are about to wrap around, it shall be possible to change the respective keys.

(2) If a UE has been in LTE_ACTIVE for a long period of time, it shall be possible to update the keys for UP and RRC ciphering/integrity protection, even though the sequence numbers are not close to wrapping.

(3) The operator shall be able to restrict the lifetime of KASME (independently of the key usage in LTE).

(4) If the UE has performed an inter-RAT handover from UTRAN/GERAN to LTE, it shall be possible to update all keys within seconds."

For each of these cases (and some additional ones) we analyse whether it shall be possible to update the AS keys individually from the rest of the key hierarchy and whether the AS key change requires MME involvement or not. 

2 
Analysis of key update triggers

2.1 Serving network operator restricts the KASME lifetime.

This corresponds with case three from S3-070475.

The goal of the KASME lifetime
 restriction is to limit the effects of a KASME breach at the UE. This timer covers the IDLE as well as the ACTIVE periods. Periodic Tracking area updates will increment the NAS COUNT, so the NAS COUNT being at maximum value will trigger as well a fresh AKA run, possibly before KASME lifetime timer expiration. NAS COUNT length will determine which of the events takes place first. 
On KASME lifetime timer expiration the whole key hierarchy SHALL be updated.

If other 'possibly frequent events' like service requests would trigger an AKA in the MME then the expiration of the KASME life time will not be a frequent event.

It may be possible that case 2.6 (see below, “eNB sequence number wrap around”) never occurs dependent on the settings of the 2.1 timer i.e. if set to a 'low' value and dependent on the length of AS COUNT.

The usefulness of a separate KASME lifetime timer will depend on the NAS COUNT length.

The assumptions made above is that in EMM-DEREGISTERED the NAS security context (including KASME and NAS COUNT) is not available and that the KASME lifetime timer is started after taking a fresh key set into use. If the MME (and the UE) would keep the NAS security context in EMM-DEREGISTERD than the timer also need to cover this period.

2.2 Serving network operator restricts the ECM-CONNECTED lifetime.

This corresponds with case two from S3-070475.

This ECM-CONNECTED timer would collect the sum of the periods that any eNB is in the possession of a key KeNB during the lifetime of the same KASME. The recorded connected time needs to be exchanged between MME's.

It may be possible that 2.6 (see below, “eNB sequence number wrap around”) never occurs dependent on the settings of the 2.2 timer i.e. if set to a 'low' value and dependent on the length of HFN+SQN of AS.

It has no sense to set the ECM-CONNECTED timer is larger than the KASME lifetime timer.

Letting an eNB supervise the time of having the possession of a key, is not seen as a valuable alternative.

Therefore, for this use case the whole key hierarchy shall be updated if the ECM-CONNECTED time reaches a pre-determined value.

The added value of this timer seems dependent on the actual use of the eNB. Every time a UE goes from ECM-IDLE to ECM-CONNECTED, a fresh KeNB is generated (on the basis of a new NAS COUNT). In this case the KASME lifetime (or NAS COUNT) + the AS SQNs to restrict the lifetime of each individual KeNB should be sufficient. For cases where the UE says long in ECM-CONNECTED the timer could have more value.
2.3 NAS COUNT reaches maximum

This relates to previous section.

If the NAS COUNT reaches a maximum value, then before wrap-around the MME needs to trigger an AKA run to refresh KASME and subsequently the NAS keys. For this use case the whole key hierarchy SHALL be updated.

2.4 After Inter-RAT handover from UTRAN/GERAN to LTE

This corresponds with case four from S3-070475.

In order to protect EPS from a breach of the UTRAN/GERAN keys that were used for deriving EPS keys after the handover, the whole key hierarchy based on KASME shall be updated based on a new AKA run. The procedure is then as follows after the handover from the legacy 3GPP system.

1) Run AKA in the background in LTE

2) Take the new KASME into use resulting in new KeNB and NAS-keys.
First the new keys SHALL be established in the eNB and in the UE. Secondly, the new keys shall be taken into use.

2.5 Intra LTE Inter-operator Handover

This event may trigger the need for AKA determined by the target MME, and thus a key change-on-the-fly due to following reasons:

a) the recorded KASME lifetime timer by the source MME transferred to the target MME is higher than the maximum value set by the target MME.

b) the recorded ECM-CONNECTED timer by the source MME and transferred to the target MME is higher than the maximum value set by the target MME.

c) the current NAS COUNT set by the source MME and transferred to the target MME is higher than the maximum value set by the target MME to trigger an AKA.

For this use case the whole key hierarchy shall be updated.

2.6 KeNB sequence numbers are about to wrap around.

This corresponds with case one from S3-070475.

This case would only happen if the UE stays long in active mode on the same eNB therefore this should not happen frequently, thus mainly for stationary
 usage of the E-UTRAN.

This seems to be the only case where an independent AS key change (i.e. eNB and all derived keys) could have some advantages. The security difference between the case of involving the MME or not, is that for the first case the new eNB-keys will be cryptographically independent from the previous eNB-keys while when not involving the MME then the old and new key will not have that property. But as the eNB is the same, this does not make a big difference provided that the hash-function for key chaining and the KDF are not weak. Therefore we should rather look at potential complexity, error cases, and advantages of AS independent key change compared to  the support of combined AS + NAS key change coordinated by the MME.

Before analysing the different possibilities we note that in practice it may be possible that 2.6 never occurs dependent on the timer settings of use cases 2.1. and 2.2 (and on AS COUNT length).

The first question that arises is whether the UE or the eNB should trigger that a wrap-around is approaching. According to TS 36.300 the handover decision is performed by the eNB, therefore it seems logical also to allocate the responsibility to supervise the AS COUNT value to the eNB and trigger an approaching wrap-around (this would enable the use of handover procedure i.e. intra-cell HO to fit in as a solution to support the AS key change).

For an AS key change without corresponding NAS key change the MME does not need to be involved and hence there is no need for S1 messages or NAS messages for informing the MME (which means that some messages in the preparation phase could be saved). It may be possible that at the same time an MME-timer (See 2.1 and 2.2) would expire, and hence this could trigger NAS + AS change as well. This case seems similar from eNB viewpoint to the case that the UE is performing an intra-MME handover at the moment that the MME wants to activate AS-keys based on a new KASME.
In case of realizing an AS + NAS combined key
 change then the eNB needs to send an S1-message to the MME in order to trigger an AKA-run for a specific UE, such that new keys can be taken into account. AS activation time is supplied to the eNB and UE (cfr R3-072410: LS on active mode key change RAN#58).

5 
Summary: 

Following cases should be supported in active mode without mobility
A) NAS+AS key change for key-change-on the fly based on a fresh AKA triggered by MME and resulting in a new KSI_ASME. NAS level SMC is sent to UE to activate the new NAS keys and possibly new NAS algorithms. S1 level message from MME to eNB provides fresh KeNB. The eNB does AS level key-change-on-the-fly based on the fresh KeNB (e.g. KSI_ASME indication for the UE). No AS algorithm change is possible.
B) AS key change triggered by eNB based on an existing AS security association, independently of the NAS key change (i.e. intra-cell handover). Note that it is NOT necessary to support algorithm change in this case as the eNB does not change.

C) NAS keys can be changed independently from the AS keys i.e. when MME algorithms change would be required during an active session triggered by MME in connection with an inter-MME handover. 

NOTE: This is not considered to be a key-change-on-the-fly case from AS viewpoint, but has been added here to show the modularity of AS and NAS Key changes
Care must be taken so that both eNB and UE know when a fresh KeNB from an AKA run is taken into use or whether an existing AS security context is used (the old KeNB) as a basis for the new RRC/UP keys. NAS signalling could ensure that for the NAS+AS key change on fresh AKA, the UE is informed of the new KSI_ASME. S1 signalling ensures that the UE knows the new KSI_ASME along with the new KeNB. NAS level SMC signalling ensures that the eNB knows the new KeNB (i.e. S1 message is exchanged before NAS SMC is sent)
6. 
Conclusions

It seems to be a non-security decision whether a NAS+AS or AS-only key change shall be performed in case of approaching AS COUNT wrap-around. Both solutions seem to be secure from KeNB keying point of view. 

The AS-only key change has the advantage that an authentication run is not needed. More importantly MME involvement can be avoided. 

We propose to send the summary and conclusions to RAN2 with the request to realize an AS-only key change triggered by the eNB, in addition to a NAS+AS key change. The latter is to be seen as the execution of two independent mechanism i.e. NAS key change followed by AS key change both triggered by the MME.
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� KASME may be time-restricted in addition to the restriction by the maximum NAS COUNT value


� E.g..for Home eNB usecases.


� Alternatively it is also possible to generate a new KeNB in the MME based on NAS-COUNT but this requires S1 signaling. This provides (as well as a new Kasme) independent cryptographic eNB keys. It could save the need for an authentication run, which as well is a property of the independent AS-key change before AS COUNT-rollover.
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