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1. Introduction

It has been agreed to support 256-bit keys in EPS, provided that a suitable migration path from 128-bit algorithms to 256-bit algorithms is provided. It has been also agreed that use of current USIMs shall be possible and tacitly it has also been assumed that no changes to the AKA procedure should be introduced. Hence RAND can only be assumed to be 128-bits in size. This contribution analyses potential threats from these parameter choices, the potential threat being that “full” 256-bit security is not achieved due to the restricted length of RAND.
2. Analysis
Three possible weaknesses have been identified with having 128-bit RANDs, but as the analysis below will show, these cannot be seen as severe enough to justify not providing 256-bit keys in EPS. 
It is throughout assumed that the USIM key, K, is 256 bits and that it is required that the AKA-resulting key, Kasme shall have a strength equivalent to 256-bits. It is also assumed that key derivation algorithms in the UICC and the ME are secure, without any exploitable weaknesses. 
We shall consider as “attack” or “weakness” some attack/compromise which occurs adversely/by accident with time/success ratio lower than 2^256.
2.1 Key Space Limitation
When RAND is 128-bits, there will only be 2^128 possible Kasme:s generated for any specific subscriber. But under the above assumption, although this set is sparse among all 256-bit keys, this set should have no exploitable structure if the key derivation function is (as assumed) secure (pseudo-random). That is, an attacker will still have to perform a workload of 256-bits to find out the set of possible Kasme’s. Therefore, this property is not considered as a serious problem.
2.2 Off-line Attacks
Here, we investigate whether an off-line pre-computation attack might be possible if RAND is shorter than 256 bits. The possibility of such attacks are generally dependent on the number of keys in use (i.e. the number of subscribers of the system), but let us first leave this issue aside and look only at the theoretical possibilities.

In this scenario, the attacker (in advance) generates a table of T random, independent (K, RAND) pairs. The attacker also computes the corresponding (RES, Kasme) and sorts/indexes the table by (RAND || RES)-values. This has complexity O(T * log T). This phase can be done once and for all in advance. 
Later, in the “attack phase”, the attacker observes M runs of AKA (for randomly chosen subscribers) and records the (RAND, RES)-values. The attacker also records some small amount of ciphertext/MAC values from each “session” (see below). Each observed run of AKA is performed based on some (for the attacker “implict”, yet unknown) key K’.
For each (RAND, RES) obtained in the attack phase, the attacker searches for a corresponding (RAND, RES)-value in the table. If a match is found, with some probability it has been derived from the same K as that in the table. 
The attacker has T (RAND, K)-values in the table and M observed “implicit” (RAND, K’)-values. If M*T > 2^(256+128) = 2^384, with high probability there is a (perfect) match. Choosing T = M = 2^(384/2) = 2^192 is an “optimum”. 

In the attack phase, for each of the M values, the attacker performs a search in the table, having complexity O(log T). But even if (RAND, RES) matches, it could be a “false” match as, depending on the size of RES, denoted k, the key K may not be uniquely determined.

We expect that each (RAND, RES)-pair occurs T/2^(128+k) times in the table. Hence, the table is expected to hold equally many K-values, out of which we expect one key to be correct (for the above choice of T and M). For each candidate K-value in the table, the attacker can determine if it is correct or not by using the corresponding derived Kasme to check if ciphertext/MAC values agree or not. This overhead for each candidate is negligible compared to the other computations. (We assume that it is quite likely that there are sufficiently many “known-in-advance” signalling messages whose MAC tags can be pre-generated, given the key.)
Thus, the complexity (neglecting small overhead for each false candidate) is


O(T + T * log T + M * log T + T/2^(128+k)). 

For the choice of parameters above, the dominating terms are T * log T and M * log T, which are each about 2^200. 

This attack is thus non-trivial (better then 2^256), but still seems infeasible/unattractive due to:

· The system would need to have on the order of M subscribers for the attack to be possible. With parameters as above, in a system with, say, less then 2^64 subscribers it is unlikely that the pre-generated table includes even a single valid subscriber key. Therefore the attack is purely hypothetical.

· The required storage (proportional to 2^192).

· The fact that only a “random” subscriber can be attacked.

· The fact that the attacker would seem to have “global access” to AKA runs in order to argue that the subscriber-keys, K, are random and independent.

The main point above is that it is not possible to target a single user, so the incentive to perform the attack seems very small. 
2.3 Key Collisions
The probability that any two RANDs (including the first two) collide is 2^(-128). The expected number of collisions after 2^t runs of AKA is about 2^(2t-128). If/when a collision occurs, the following can/will happen:

· An attacker who was present at the first use of the RAND can predict RES. However, he will not know the keys and can thus still not hijack the connection.

· Since Kasme will be the same, so will all other keys (assuming the cell ID etc are the same for UP). If the same ciphering algorithms are used, a “two-time-pad” will occur, revealing the XOR of the plaintexts to a passive eavesdropper. 

Note that the attacker cannot force RANDs to be the same due to the network authentication based on AUTN. Thus, this security issue is purely “accidental” and outside the control of any attacker. It is questionable if this can even be considered as an attack.
4. Conclusions and Proposal

The only relevant security threat identified due to 128-bit RANDs is that of accidental collision, in turn leading to two-time pad. Since this threat is not forcible by an attacker, it is concluded that the length of the RAND does not impact the usefulness of 256-bit keys in EPS.

It is proposed that the relevant parts of the analysis in Sections 1, 2, 3, and 4 are incorporated in TR 33.821 for tracking purposes.
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