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1 Introduction
In LS S2-073917 (S3-070786) SA2 asked SA3 to provide information on security point of view on whether it is a valid scenario that a subscriber (USIM) of a pre-REL8 operator is allowed to attach to an E-UTRAN network without impacting his home network? 
SA3 replied in LS S3-070835 that
SA3 understands that interworking with a Pre-Rel-8 HLR/HSS is also an important requirement which currently is conflicting with the solution to the SA3 requirement. Considering the importance of the security requirement, SA3 would like to take some time in order to try to find solutions such that both requirements can be realized, or that impacts on Pre-Rel-8 HLR/HSS would be very limited (e.g. setting of the AMF). In particular SA3 plans to discuss this issue in the SA3 ad hoc in December.
SA1 indicated in their response LS S1-071887 the following: 
From SA1’s perspective it is a valid scenario that a subscriber (USIM) of a pre-REL8 operator is allowed to attach to an E-UTRAN network without impacting his home network. However, we prefer to have little impact on the pre-REL8 HLR when the SAE interworking function is performed.
SA1 also kindly recommends CT WG4 to take the response from SA2 and SA3 into account when doing the standardization work of SAE interworking function and that SA1 believes that the interworking function should not compromise E-UTRAN security.
This contribution proposes a solution which does not compromise the E-UTRAN security solution and at the same time means a small impact to pre-REL8 HLR.
2 Discussion

The figure below shows the situation (figure taken from LS S3-070786 / S2-023917). 
We believe that Pre-Rel-8 HLR can be updated with limited impacts to support the security features introduced for EPS in Rel-8. Also, an interworking function between S6a and Gr is needed. 
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Figure 1: Interworking between EPS and Pre-Rel-8 HLR
Impacts to pre-Rel-8 HLR/HSS
The Pre-Rel-8 HLR/HSS needs to be updated to set the Selection bit (AMF bit) when calculating the AV and to calculate the Kasme using the PLMN information received from the MME as one input in the Kasme calculation. 

Impacts to Gr (MAP)
It seems that the information elements in Authentication Data Request transferred over S6a for security purposes (IMSI, SN identity, Network Type) can be mapped to corresponding Gr/MAP information elements (Requesting PLMN-ID, Requesting node type). It is possible that a new value for Requesting node type (MME) needs to be defined but this should not have impact to the Gr/MAP itself.
It also seems that the new AV (including Kasme instead of CK and IK) can be carried in Authentication Data Response message without modifications to MAP.
Impacts to IWF

The task left for IWF is to translate between the information elements between protocols over S6a and Gr/MAP.
4 Conclusion
It is proposed that Pre-Rel-8 HLR is updated to support the security features introduced for EPS in Rel-8. 
If the pre-Rel8 HLR is upgraded to provide the K_ASME derivation (including PLMN-ID), then it can be used to authenticate the subscribers in E-UTRAN. Also a simple a simple interworking function between S6a and Gr is needed.
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