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It has been discussed in SA3 whether IKEv1 or IKEv2 should be used to establish keys for transport network security in EPS. This contribution sheds some light on the differences between these two protocols.
1. Short introduction to IKE

IKE (here used to denote both IKEv1 and IKEv2) is a key management protocol, which establishes an IKE Security Association (IKE-SA, or phase 1 SA) between two endpoints. Using this IKE-SA, IKE can be used to establish so called child SAs (or phase 2 SAs), which are used to protect the actual IP traffic between the nodes.
2. Comparison and Analysis
IKEv2 was developed because IKEv1 have drawbacks. The table below shows differences between the two protocols. It is obvious that this is not a comparison between two fairly competing proposals, but rather a list of some important improvements that IKEv2 provides to IKEv1. Basically the only thing that speaks for IKEv1 is that it is present in TS 33.210 as is shown in the first row.
	Property
	IKEv1
	IKEv2
	Comment

	Used in TS 33.210
	Yes
	No
	

	Round trips to establish IKE-SA
	6
	4
	IKEv2 can establish a child SA during this exchange as well.

	Round trips to establish child SA
	3
	2
	

	SA selectors
	Limited choice
	Better
	IKEv2 has better specification and flexibility for choosing traffic selectors.

	SA management
	Open only
	Open/close
	IKEv1 does not specify how to close SAs, whereas IKEv2 does.

	Handling of QoS
	Limited
	Better
	IKEv2 allows creation of different SAs between the same endpoints, which can be used for different QoS classes.

	Flexibility of SA handling
	Less
	Better
	For example, the SA lifetimes (in IKEv1, lifetimes are negotiated at the beginning while in IKEv2, each party can choose its own SA lifetime independently of the other party).

	Authentication flexibility
	Less
	Better
	IKEv2 allows for EAP. If IPsec is also re-used for O&M protection, connections to different existing O&M systems can use the credentials they already support.

	Support for multi homing
	No
	Yes
	SCTP, which support multi homing, is used on S1 and X2 interfaces. This cannot be utilized in combination with IKEv1.

	NAT traversal
	No
	Built in support
	

	Protocol complexity
	Large
	Less
	IKEv1 has (righteously) been accused of being a complex protocol. IKEv2 has less types of phases and less messages in each phase.

	Ease of implementation
	Complex
	Less complex
	Due to the simpler protocol structure of IKEv2, it is easier to implement, which leads to a smaller probability of errors and less cost.


It is clear that IKEv2 is far better than IKEv1 on all accounts. What is further clear is that these features are useful for EPS.
The number of roundtrips to establish SA:s between nodes is far less for IKEv2, which reduces the time to set up security at installation and re-boots of eNBs.

IKEv1 can only establish SA:s, whereas IKEv2 gives the possibility to establish, close and manage their life-times individually. Further, IKEv2 have more flexible ways of dealing with SA selectors, which makes management and policy specifications easier. For nodes that are multi homed, IKEv2 allows selectors to work also in this case, which is of interest since SCTP is used on S1 and X2. 

Since IKEv2 provides built in support for NAT traversal, more flexibility is added in deployment and network design.

IKEv2 allows authentication using EAP, which gives more room in the design of protection to home base stations, which may not use the same type of credentials as regular eNBs (considering that the trust model for home base stations is very different).

IPv6 enabled nodes must support IPsec according to RFC 4301, in which IKEv2 is specified as the default key management protocol.

A non-specification issue, but very important from implementation and deployment point of view, is that IKEv2 is a much simpler protocol than IKEv1. This leads to cheaper implementations with less probability for implementation errors and interop-problems.

On the theoretical side, IKEv2 is built on the SIGMA approach to Diffie-Hellman key agreement, which has a proof of security.

3. Conclusion and proposal

There is no doubt that IKEv2 is preferable to IKEv1 when compared. It is therefore proposed that IKEv2 shall be used as key management protocol for NDS/IP in EPS, and that this is recorded in the meeting report and in the appendix of TR 33.821 covering the issue.
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