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1 Introduction

At the SA3#49 it was agreed that EPS should support 256 bit keys even if only 128 bit algorithms are specified for R8. This contribution describes a simple and efficient way to implement such support and provides a migration strategy.
2 The key hierarchy and key distribution/derivations
Figure 1 depicts a principal view of the EPS key hierarchy and key distribution/derivations according to current working assumptions.  The basic assumptions behind this proposal is that 

1) Algorithms like e.g. AES that can be used with keys of different length, will be assigned one unique key identifier per defined key length.

2) Key derivations will be performed with HMAC-SHA-256 as is currently specified for the key derivation function in GBA. 
3) All intermediary keys in the key hierarchy will always be 256 bits, which implies that all network interfaces (S1-MME, S3, S6, S10 and X2) always will carry 256 bit keys.

4) Key sizes for algorithms can be 128 or 256 bits. For 128 bit algorithms a 256 bits base key will first be derived and then truncated to 128 bits. Note that since algorithm specific keys have been agreed, truncation is acceptable as cryptanalysis of the 128-bit version of a certain algorithm would not compromise the 256-bit version of the same algorithm. (It is assumed that these algorithms will have different “identifiers” and thus different keys.)
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Figure 1. Proposed key distribution and key derivation scheme for EPS (in particular E-UTRAN) network nodes.
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Figure 2.   Proposed key derivation scheme for EPS (in particular E-UTRAN) inthe ME.
In Figures 1 and 2, the input to the K_ASME derivation (called Ks) will be CK/IK in case the USIM is Rel8 or earlier. If, in the future, new USIMs with e.g. 256 bit K are rolled out, the only requirement is that they provide the K_ASME derivation with a corresponding 256 bit input. It is FFS whether this derivation takes two 128-bit strings as Ks input or if it accepts one 256-bit string as Ks input. 
The main difference between the above proposed scheme and a scheme only handling 128 bit keys is that the key size on the S1-MME and the X2 interfaces will be 256 bits instead of 128 bits, a difference of 16 bytes. On the S1-MME interface this length difference is certainly of no importance taking into account the limited amount of traffic that will be related to the distribution K_eNB. On the X2 interface, sending an additional 16 bytes in the handover signalling might be noticeable but also here the extra 16 bytes will not have any significant negative effect. There is also a slight increase in required storage capacity in the eNB’s as K_eNB will be larger. However, storage a few more tenth of bytes has no real performance impact or impact on storage capacity. 
On the S3 interface (between SGSN and MME), there is no effect of using a 256-bit K_ASME in the actual messages sent. The only difference is that conversion functions (in the MME) from CK/IK to K_ASME (and the other way around) need to take into account that K_ASME is 256 bits long. This is not a performance bottle neck, though.

On the S10 interface (between two MMEs), it is also necessary to send the 256-bit K_ASME. Compared to the corresponding interface in UMTS (SGSN to SGSN), this is no difference in size of keying material being transported, since there 128-bit CK and 128-bit IK is transported.

The S6a interface is not impacted at all (as already noted by SA3), since the 256-bit K_ASME can be transported in two halves, e.g., the LSBs in the CK-field and the MSBs in the IK-field.

Furthermore, as noted above the key derivations can be assumed to be performed with HMAC-SHA-256, independent of the required size of the final keys for the algorithms. It can be noted that HMAC-SHA-256 is used on a per packet basis, as a message authentication code in, e.g., IPsec, so performance of this function is not an issue. Thus, the nodes must always have the capability to handle 256 bit intermediary keys.
The increase in key size will not have any negative impact in the UE’s as all processing is internal to the UE and the UICC to UE interface already carry 256 bit of key information.

3 Migration aspects

To introduce algorithms using longer keys in the future will only require definition of new algorithm identifiers. All mechanisms concerning algorithm selection etc should be as defined for Rel8. It should of course be evaluated how many algorithm identifiers we need for LTE.  In UMTS the system allows use of up to 16 different integrity and confidentiality algorithms.
4 Conclusions
The proposal for how to handle the support of 256 bit algorithm keys described above is simple and efficient and has no real negative impact on signalling efficiency or storage requirements. In particular, the net effect is that S1-MME, X2 and S10 interfaces requires message formats to hold 256-bit keys. Furthermore, the complexity of the protocols used on these interfaces will not become more complex by having to signal different key sizes. It is proposed that he above scheme is adopted by SA3 and that the pCR in the Annex implementing this proposal in TS 33.abc is approved. 

Annex A

pCR

*** BEGIN CHANGES ***

6.2
EPS key hierarchy

Editor’s Note: cf. TR 33.821, section 7.4.7

[image: image3]
Figure Y: Key hierarchy in E-UTRAN 

Key requirements on EPC and E-UTRAN:

a) The EPC and E-UTRAN shall allow for keys of length 128 and 256.

b) The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.

c) As part of the initial attach request from the UE, it shall be possible to signal ME security capabilities to the MME, i.e. the ME supported EPS key derivation algorithms.

The Key hierarchy includes following keys; KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
KeNB is a key derived by UE and MME from KASME or by UE and target eNB from KeNB* during eNB handover. KeNB shall only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic or to derive a transition key KeNB* during an eNB handover.   
Keys for NAS traffic: 

· KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.
· KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME,,as well as an identifier for the encryption algorithm. 

Keys for UP traffic: 

· KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

Keys for RRC traffic: 

· KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.
KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm.
Figure Za shows the dependencies between the different keys, and how they are derived from the network nodes point of view. Figure Zb shows the corresponding relations and derivations as performed in the ME. 
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Figure Za: Key distribution and key derivation scheme for EPS (in particular E-UTRAN) for network nodes.
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Figure Zb: Key derivation scheme for EPS (in particular E-UTRAN) for the ME.

As the figures show, the length of KASME and KeNB is 256 bits, and 256-bit NAS, UP and RRC keys are always derived from KASME and KeNB respectively. In case the encryption or integrity algorithm used to protect NAS, UP or RRC requires a 128-bit key as input, the key is truncated and the 128 least significant bits are used.

The function f is HMAC-SHA-256, as specified in TS 33.220, Annex B. 

Editor’s Note: The details on how to structure the input to f according to TS 33.220 is FFS.

The function t takes as input a 256-bit string, and returns the 128 least significant bits of that string as output.

The input Ks, in the derivation of the KASME, is for a Rel8 or earlier USIMs, the concatenation of CK and IK.
*** END OF CHANGES ***
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