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1. Overall Description:

SA3 thanks RAN2 for their LS R2-074549 on security discussions in RAN2.

RAN2 asked for confirmation of the assumptions made by RAN2 and also for answers to some questions. 

2. Verification of assumptions
Regarding the assumptions in the CR in R2-074528, SA3 notes the following:

In clause 14.3.3, Intra E-UTRAN Mobility it is stated in the last bullet that it is FFS whether the HFN will be reset for bearers with retransmissions in the target. SA3 notes that if the HFN is kept, the wrap-around point for COUNT (which is the concatenation of HFN and SN) will no longer be all zero. This must be properly handled to avoid that COUNT repeats using the same K_eNB.

Apart from this SA3 finds the assumptions to be in line with SA3's.
3. Answers to posed questions

The questions asked by RAN2 are answered below.
1) RAN2 would like to verify the requirement for key change during active state or if it can wait until completion of the voice call.  RAN2 also wondered if other Core Network based solutions for inter-system change has been considered by SA3.  Please refer to R2-074328.
If a call has been set-up in UTRAN or GERAN, it means that the user accepts the security level these RANs provide. Because of this, it can be assumed that the user finds it acceptable to continue use keys converted from UTRAN/GERAN also in E-UTRAN for the duration of the call. However, if a new UP connection is established during the call, the user should be provided with the stronger security level provided by E-UTRAN. In essence, this may be left to the operator's policy if a re-authentication when (or even if) a re-authentication and re-keying shall take place. SA3's requirement that it shall be possible to perform an AKA and a re-keying of all E-UTRAN keys within 30 seconds from an inter-RAT handover to E-UTRAN remains.

The proposed solution in Section 2 of R2-074328 seem to be based on the assumption that the UE has simultaneous E-UTRAN and UTRAN/GERAN coverage, and in this case performs authentication in both domains. If a handover to E-UTRAN then occurs the already existing E-UTRAN context is used. First, this does not work in all cases, so a solution for the cases (as is also noted in R2-074328) where it does not work must still be designed. Secondly, it increases the load on the HSS, in that two AVs will be used every time instead of one. Thirdly, it increases the amount of signalling (two AKA runs instead of one) for each authentication. Therefore, SA3 does not see such solutions as beneficial compared to the more simple approach of performing a re-authentication shortly after an inter-RAT handover.
SA3 notes that re-keying on-the-fly is still required for the case where COUNT is about to wrap around. Further, the minutes from RAN2#59bis shows that RAN2 will use intra-cell handover as the mechanism for re-keying on-the-fly. SA3 assumes that this mechanism will not cause any service disruption, since it should be equally fast as a regular handover.

2) RAN2 noted that there is no need for FRESH as an input for the Integrity protection algorithm and hence removed it as an IE for security configuration.  RAN2 would like to confirm if this is aligned with SA3 decisions
SA3 concluded during SA3#49 that a FRESH input as used by UTRAN will not be necessary for E-UTRAN due to the fact that the K_eNB will be different, and sequence numbers for UP and RRC are reset each time the UE goes to RRC_CONNECTED state.

3) RAN2 also assumes that during HO procedure, there is no requirement for the target eNB to integrity protect the HO command (perhaps also including a change of security algorithms) from the target eNB.  RAN2 would like to point out that it would be very difficult to support such a requirement by the E-UTRAN security architecture.  Note that the HO command will still be integrity protected by the source eNB using its security configuration.
Since the HO command would be integrity protected from the source eNB to the UE and between the eNBs on the X2 interface, the only location an attacker could mount an attack would be in the source eNB. Since the source eNB has full information of all AS key material the UE has before the HO, it could anyway forge any message it would like, and there is no key material that could be used by the target eNB to integrity protect the HO command that is not also known by the source eNB. 

Therefore, SA3 do not believe that it would be necessary to integrity protect the HO command from the target eNB. However, SA3 is looking into other simple mechanisms to prevent a malicious source eNB from tricking the UE into using an algorithm that would not be optimal after handing over to the target eNB.
4) RAN2 would like some clarifications from SA3 on the lifetime of K_ASME.  Is it only dependent on the duration in terms of time?  Or does E-UTRAN need to keep track of the volume of data sent using a K_ASME?
The lifetime of the K_ASME is effectively only dependent on wall-clock time, since it is not used directly to key the integrity and ciphering algorithms. Because of this (and that the key derivation functions that will be used in EPS are assumed to provide sufficient separation) E-UTRAN does not need to keep track of the amount of traffic protected by keys derived from a certain K_ASME.

In terms of lifetimes, E-UTRAN only needs to ensure that the K_eNB-UP-enc, K_eNB-RRC-enc and K_eNB-RRC-int are not used with the same COUNT twice (assuming all the other input parameters are the same to the algorithm).

5) RAN2 would like to ask if from SA3 point of view, whether there is any difference between intra-eNB HO and inter-eNB HO.  RAN2 would prefer not to have any difference between the two on security aspects such as key generation i.e. every HO leads to new keys regardless of whether it is an inter or intra-eNB HO.
SA3 also believes that it would be beneficial if intra-eNB handover provided refresh of the K_eNB (and hence implicitly refresh of K_eNB-UP-enc, K_eNB-RRC-enc and K_eNB-RRC-int), as this procedure could then also be used to refresh the AS keys when, e.g., the COUNTs are close to wrapping. 
6) RAN2 also agreed that normal security procedures using “dummy security” will be applied even for emergency calls where UICC based security is not possible (for e.g., UICCless UE or UE is not allowed access in the cell).  “Dummy Security” can take the form of “dummy” algorithm and/or “dummy/pre-defined” keys.  RAN2 would like to ask SA3 how the “dummy security” should be configured.
From a security point of view either choice would be acceptable. However, from a robustness point of view it seems more suitable to use a "dummy algorithm" (this is commonly referred to as a NULL-algorithm) that copies its input unmodified to its output. The reasons for this would be:
· If a pre-defined key is used, there is a risk that a terminal with an incorrectly implemented algorithm will not be able to make emergency calls.

· During debugging/upgrading of nodes, it is sometimes necessary to reduce the workload of the node, where disabling of ciphering is one method. Using a NULL algorithm would give uniform handling of "dummy security".

· In case there has been a phase out of the specified algorithms in the future, and new ones have been introduced, the network would not likely accept the old ones to be used. This means that a legacy UE would not be able to make emergency calls.

Although the third reason may not be very strong, the first and second one could potentially be a problem from day one.

7) RAN2 has now agreed on a solution for the NAS Service request scenario.  The S-TMSI will be included in the RRC CONNECTION REQUEST while the NAS Service Request (size limited to 32 bits) without the S-TMSI will be included in a subsequent RRC message.  The eNB will then send both the S-TMSI and the NAS Service Request to the MME.   The S-TMSI may then be carried as a part of a re-constructed NAS-Service request by the eNB or as a separate IE in the S1-AP Direct Transfer message along with the NAS Service Request message.  RAN2 would like to ask SA3 if the NAS Integrity Protection checksum for the NAS Service Request should be calculated only on the NAS message part sent by the UE or should the S-TMSI also be included in the MAC-I calculation.
In case the S-TMSI is not covered by the MAC-I computation, an attacker may modify the S-TMSI. This would have the effect that MME would look up the NAS security context based on the modified S-TMSI. Two things can happen; either the S-TMSI belongs to another UE, and in this case the MAC-I on the NAS message will not verify, since the key will be incorrect, or there is no such S-TMSI known to the MME. In both cases the MME may conclude that the NAS Service Request is not valid, and the UE shall not be granted service.
If on the other hand the S-TMSI is covered by the MAC-I and an attacker modified it, the MME would not be able to verify the MAC-I, and the UE shall not be granted service.

Because the outcome is the same if the S-TMSI is covered or not, it is only complexity of implementation that should decide if the S-TMSI shall be covered. It would be SA3's assumption that it would be simpler to not include the S-TMSI in the MAC-I computation, as this would be more similar to the handling of other NAS messages, but the decision on how this shall be implemented can probably best be judged by CT1.

8) RAN2 also noted the following sentence in the SA3 TS “If ciphering and or integrity fails continuously, UE has to restart radio level attachment procedure”. RAN2 would like to ask what SA3 meant by “fails continuously”.
If a large amount of MAC-I:s fail to verify, this is an indication of that crypto-sync has been lost. When it comes to ciphering it is more difficult to decide if it fails continuously. The reason for this is that it is not possible to guarantee that the deciphered message is not what the sender really ciphered. However, it may be possible to resort to heuristics and try to draw conclusions based on the structure of the deciphered message. 

In short, "failing continuously" means that a sufficiently large amount of MAC-I:s has failed in a row, or a sufficiently large amount of deciphered packets are judged as garbage. Here, the term "sufficiently large" is left up to RAN2 to define as it is not a security issue, but rather a robustness issue.
4.  Actions to RAN2
SA3 kindly asks RAN2 to take the answers to the above questions into account in their future work.
5. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #50
25-29 February 2008
Asia
TSG-SA WG3 Meeting #51
14-18 April 2008

TBD
