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Introduction

In last meeting in Munich, the following two decisions were reached.

· In case there is an algorithm change at inter-MME handover, new NAS keys are derived from the K_ASME (using the new algo-ID as input to the KDF).
· Since the NAS sequence numbers do not repeat, it does not matter if the UE moves back and forth between the two MMEs (and consequently “re-derives” the same NAS keys).

In this contribution, we will show that the above weren’t sufficient for NAS keys derivation. Furthermore, we give a new input for deriving NAS keys and a optional method to update NAS keys.
Discussion
After AKA run, K_ASME was derived, then the NAS keys were derived from the K_ASME, if NAS keys won’t be updated before AKA run the next time, then the security of NAS layer isn’t sufficient. The reason is that NAS keys will exist for a long time, review the agreed decision in 33.821 and 23.401, they may be saved in the UICC before the UE is powered off and be used after the UE was powered on the next time, they may be used for many EMM-IDLE - EMM-CONNECTED - EMM-IDLE procedures, they may be used for many handover procedures, etc. Although a replay attack can’t be successful because the NAS sequence numbers do not repeat, an attacker can launch a violence attack to the user from a compromised eNB. 
If the algorithm won’t be changed at inter-MME handover, using the new algo-ID as input to the KDF can’t derive new NAS keys. So a violence attack exists too.
New input for deriving NAS keys
It may be a good choice to use uplink COUNT_nas as an input for deriving NAS keys. 
A methods to update NAS keys 

UE calculate KSI_nas and transfer it to MME, MME update K_nas_int and K_nas_enc according to KSI_nas;
1) EMM-DETACHED TO EMM-CONNECTED
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2) EMM-IDLE TO EMM-CONNECTED
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3) Idle mode mobility

[image: image3.emf]UE eNB new MME

1. TAU request 

(KSInas)

tracking area update

old MME

2. TAU request(KSInas)

3. Context request

4. Context response

HSS

5. AKA

....

....

6. TAU accept

7. TAU complete

Update Knasby KSInas


4) EMM-CONNECTED
NAS keys needn’t be updated in a session.
.

Proposal
In this contribution, we provided a method to update NAS keys , we kindly propose use them as the candidate method and add them to 33.821.
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