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Introduction
The algorithm identifiers used to identify the Encryption algorithms and Integrity algorithms in R6 and R7 are as the following:
For R6 the values of UEAs and UIAs are (described in 25.331)

UMTS Encryption Algorithms:

"00002" 
:
UEA0, no encryption.

"00012"
:
UEA1, Kasumi. 
UMTS Integrity Algorithms
"00012"
:
UIA1, Kasumi. 

For R7 the values of UEAs and UIAs are (described in 33.102)

UMTS Encryption Algorithms

"00002" 
:
UEA0, no encryption.

"00012"
:
UEA1, Kasumi. 

"00102"
:
UEA2, SNOW 3G.

UMTS Integrity Algorithms

"00012"
:
UIA1, Kasumi. 

"00102"
:
UIA2, SNOW 3G.

Use of algorithm IDs in EPS: 
1. Identify the algorithms, e.g. when UE performs HO between 2 eNBs or between 2 MMEs, or UE perform TAU between 2 MMEs, if old algorithm can be supported, then the same algorithm may be chosen.

2. As an input parameter to NAS keys if NAS algorithms change. 
But for AS keys, it will change anyway when HO, so maybe algorithm ID is no need as input parameter of new AS keys derivation.

Although the algorithms have not been defined yet, the identifiers are needed in some message and needed as input parameter to the key derivations. 

Since the algorithms will be based on SNOW 3G and AES, 4 bits (same as for UMTS) should be enough for algorithm identifiers. We are trying to give the following values for the EPS algorithm identifiers:
Proposed Change
********************Change1 Begins********************************
5.1.3
User data and signalling data confidentiality 

Ciphering shall be provided to RRC-signalling to prevent UE tracking based on cell level measurement reports, handover message mapping, or cell level identity chaining when ciphering key is available. 
The NAS signalling shall be confidentiality protected.

User plane confidentiality protection shall be done at PDCP layer.

NOTE: The MAC layer does not provide confidentiality protection
5.1.3.1 Algorithm Identifier Values

Each EPS AS Encryption Algorithm (EAEA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
“00012” ENEA1 SNOW 3G

“00102” ENEA2 AES

The remaining values are not defined.

UEs and eNBs shall implement EAEA1 and EAEA2.

Editor’s Note: The modes of operation of Snow 3G and AES need FFS

Each EPS NAS Encryption Algorithm (ENEA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
“00012” ENEA1 SNOW 3G

“00102” ENEA2 AES
The remaining values are not defined.

UEs and MMEs shall implement ENEA1 and ENEA2.

Editor’s Note: The modes of operation of Snow 3G and AES need FFS

Each EPS UP Encryption Algorithm (EUEA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
“00002” EUEA0 no encryption

“00012” EUEA1 SNOW 3G

“00102” EUEA2 AES

The remaining values are not defined.

UEs and eNBs shall implement EUEA0, EUEA 1 and EUEA 2.

Editor’s Note: The modes of operation of Snow 3G and AES need FFS

********************Change1 Ends********************************
********************Change2 Begins********************************
5.1.4
User data and signalling data integrity

Integrity protection shall be provided to RRC-signalling.

Integrity protection shall be provided to NAS signalling.

User plane packets between the eNB and the UE shall not be integrity protected.

NOTE: The MAC layer does not provide integrity protection.

5.1.4.1 Algorithm Identifier Values
Each EPS AS Integrity Algorithm (EAIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
“00012” EAIA1 SNOW 3G

“00102” EAIA2 AES
The remaining values are not defined.

UEs and eNBs shall implement EAIA1 and EAIA2.

Editor’s Note: The modes of operation of Snow 3G and AES need FFS

Each EPS NAS Integrity Algorithm (ENIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
EPS NAS integrity algorithm

“00012” ENIA1 SNOW 3G

“00102” ENIA2 AES

The remaining values are not defined.

UEs and MMEs shall implement ENIA1 and ENIA2.

Editor’s Note: The modes of operation of Snow 3G and AES need FFS

********************Change2 Ends********************************





























































































