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It was decided at SA3#49 that a document describing the agreements regarding refresh of K_eNB and related issues that were listed in the slide-set S3-070905 in a more elaborate form would be useful. This contribution provides that text.
1. Terminology

To avoid confusion, different types of key derivations should be named consistently from now on. The following terminology is proposed (this was not agreed in SA3#49, but we strongly believe that it would be good to have a defined terminology for all the different types of key derivations that are discussed):

K_eNB:

· Derivation of a new K_eNB from the same K_ASME and including a freshness parameter is referred to as a refresh of K_eNB.

· Derivation of a new K_eNB from a new K_ASME (i.e., after an AKA has taken place) is referred to as a re-keying of K_eNB.

· Derivation of a new K_eNB from another K_eNB (i.e., at cell handover), is referred to as a chaining of K_eNB.

NAS keys:
· Derivation of new NAS keys from the same K_ASME and including a freshness parameter (it has not been agreed that this is really necessary) is referred to as refresh of NAS keys.

· Derivation of new NAS keys from a new K_ASME is referred to as a re-keying of NAS keys. 
· Derivation of new NAS keys from the same K_ASME but including new algorithms (and no freshness parameter) is referred to as re-derivation of NAS keys.
The new naming convention of core network mobility management states adopted by SA2 in TS 23.401 (v1.3.0) is also adopted in this contribution. The corresponding names are:
· EMM-CONNECTED  (formerly known as LTE_ACTIVE)
· EMM-IDLE  (formerly known as LTE_IDLE)
· EMM-DETACHED (formerly known as LTE_DETACHED)

Note that these are different from the RRC states defined in the RAN2 TS 36.300, despite their similarity in naming.

2. K_eNB refresh at state transitions
Two state transitions were identified as requiring refresh of K_eNB (deriving it from K_ASME using a (public) refresh parameter), namely EMM-DETACHED to EMM-CONNECTED and EMM-IDLE to EMM-CONNECTED. 
2.1 EMM-DETACHED to EMM-CONNECTED
When the UE goes from EMM-DETACHED to EMM-CONNECTED, there are two cases to consider, either a complete NAS security context exists, or it does not.

If there is a NAS security context, the UE transmits a NAS Attach Request message. This message is integrity protected, and similarly to the EMM-IDLE to EMM-CONNECTED case, the NAS SQN of the Attach Request message is used to derive the K_eNB. Also here, it is the assumption (which needs to be verified with other groups) that there can only be one Attach Request message outstanding at any time. The RAN groups should be informed that this assumption has to be made to ensure that the UE and the MME use the same input for K_eNB refresh. Note that the same procedure for refresh of K_eNB can be used, regardless of if the UE is connecting to the same MME to which it was connected previously or to a different MME. Also note that in case UE connects to a different MME and this MME supports different NAS algorithms, the NAS keys have to be re-derived with the new algorithms as input. In addition, there is a need for the MME to send a NAS SMC to the UE to indicate the change of NAS algorithms and to take the re-derived NAS keys into use.
In the case that there is an AKA run (either because there is no NAS security context, or the network decides to run an AKA after the Attach Request but before the corresponding radio bearer establishment), the NAS (uplink and downlink) SQN:s are reset, and the start value of the uplink NAS SQN is used as input to the K_eNB derivation. Note that using the default value of the uplink NAS SQN in this case cannot lead to the same combination of K_ASME and NAS SQN being used twice. This is due to the fact that the first integrity protected NAS message UE sends to MME after AKA is the NAS SMC complete message. This message will include the default value of the NAS SQN that is used as input to the K_eNB derivation and the K_ASME is fresh. Following the AKA, a NAS SMC needs to be sent from the MME to the UE. 

2.2 EMM-IDLE to EMM-CONNECTED
A prerequisite for this K_eNB refresh procedure is that there exists a NAS security context which in particular contains replay protected uplink and downlink NAS SQN numbers. The K_eNB refresh procedure makes sure that the MME and the UE uses the same NAS SQN as freshness parameter in the K_eNB derivation.

The SQN of the NAS Service Request message sent from the UE to the MME is used as freshness parameter in the K_eNB derivation. The NAS Service Request is integrity protected. The current understanding is that there can be only one outstanding NAS Service Request message corresponding to the radio bearer establishment, so that both the UE and MME will know which NAS SQN to use (this needs to be confirmed by other groups). If this turns out to not be true, the MME needs to inform the UE about the NAS SQN of the NAS Service Request it used to derive the K_eNB. This information would be provided by the MME to the eNB on S1, and the eNB in turn informs the UE about it during the radio bearer establishment procedure.
3. Key re-derivations at MME relocation and eNB handover

3.1 Inter-eNB handover with MME relocation

At an inter-eNB hand over with MME relocation, the K_eNB is chained in the same way as if it was a regular intra MME eNB hand over. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from K_ASME using the NAS algorithm identities as input to the NAS key derivation functions. All inputs, in particular the K_ASME, will be the same in the re-derivation except for the NAS algorithm identity. It is essential that the NAS SQN is not reset unless the K_ASME changes. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since K_ASME only changes when a new AKA is run, it is a requirement that the NAS SQN is only reset when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC must be sent from the MME to the UE.
3.2 IDLE mode mobility with MME relocation

As can be seen from clause 5.3.3.1 of TS 23.401 (v1.3.0), the TAU procedure does not establish any radio bearers (nor any RRC state in the eNB). Because of this, there is no need to derive any K_eNB. When the UE transitions to EMM-CONNECTED, a K_eNB will be established, but that is via a different procedure.

In the case an AKA is run as part of the TAU procedure, the uplink and downlink NAS SQN:s are reset, and the starting value of the uplink NAS SQN is used as input the K_eNB derivations (at some later point). For the same reason as mentioned in Section 2.1, this will not cause the same K_eNB to be derived twice, since the K_ASME is different. After the AKA is run, a NAS SMC must be sent from the MME to the UE.
In the case an AKA is not run as part of the TAU procedure and source and target MME use different NAS algorithms, the target MME re-derives the NAS keys from K_ASME with the new algorithms as input and provides the new algorithm identifiers within an SMC, which may be combined with the TAU response.

4. Key derivations while UE is in EMM-CONNECTED state (key change on-the-fly)

It needs to be studied which use-cases are to be solved using key change on-the-fly. It has been agreed in SA3 that it shall be possible to at least re-key NAS and AS keys on-the-fly after an AKA run according to network policy. 

It is still an open question if it shall be possible to refresh the AS keys on-the-fly without prior AKA. I.e. if it shall be possible to refresh AS keys alone while UE is in EMM-CONNECTED state and no AKA took place.
5. Implications
It is necessary that the uplink and downlink NAS SQN:s is only reset when a new AKA is run; in particular, the NAS SQN:s keeps running even if the NAS keys are re-derived from the same K_ASME (because of an MME relocation with NAS algorithm change).
If any of the NAS SQN:s are close to wrapping, a new AKA must be run to re-key the NAS keys. 

It is necessary that the uplink NAS SQN in the used messages is integrity protected (this is however not an issue, since that is the de facto approach to achieve secure replay-protection).
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