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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Machine to Machine (M2M) Communication is seen as a form of data communication between entities that when deployed do not necessarily need human interaction. One of the challenges with M2M communication is that deployed M2M equipments are managed remotely without any direct human interaction with the device.

TR 22.868 presents a study on machine-to-machine (M2M) communication. The purpose of the present study is to evaluate the feasibility of remotely managed USIM application solutions from a security point of view.
.

1
Scope

The present document  studies how to make it possible for the network to provision remote management of USIM/ISIM application in an M2M equipment in a secure way in a 3GPP system. It is envisioned that a M2M equipment is incorporated in a device that a) could be assembled by an equipment manufacturer, or b) could be assembled by an OEM (original equipment manufacturer) that includes the M2M equipment in the device. The M2M equipment could be a device that is fully self-contained or a device with interfaces to attach, for example, sensors and on-site service equipment. 

The scope of this feasibility study is to study the remote management of USIM/ISIM application when the USIM/ISIM application resides in the UICC and when the USIM/ISIM application resides in the M2M equipment. 

The scope of this study includes definition of a trust model for remote management of USIM/ISIM application and security threats and security requirements need to be identified.
Furthermore, this study would include the following items: 
-
to investigate candidate security solutions  that allow provisioning to take place in a secure manner;

-
to investigate candidate signalling procedures for provisioning remote management of  USIM/ISIM application in a M2M equipment;
-
to identify what functionality of the current USIM/ISIM application has to be covered by remote management of  the USIM/ISIM application
-
to identify what other functionality that may need to be added due to the new USIM/ISIM application provisioning method 

-
the study may identify principle requirements for protected storage and the execution environment (e.g. by collaborating with relevant working groups such as the OMTP Hardware group)
Editor’s note: The relevance of ISIM applications needs to be studied via use cases.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 22.868: "Study on Facilitating Machine to Machine".
It is preferred that the reference to 21.905 be the first in the list.

3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].
Definition format

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].
Abbreviation format

<ACRONYM>
<Explanation>
M2M
Machine-to-Machine

USIM
Universal Subscriber Identity Module

ISIM
IM Services Identity Module
4
General aspects and assumptions
Editor's note: This chapter provides background, overview, benefits and some use cases and assumptions. 
4.1 
General security analysis

Editor's note: Possible threats and security requirements will be listed here.
4.1.1 Use cases

SA1 has performed a study in TR 22.868 where they have identified a number of use cases (cf. TR 22.868, clause 4.4 [2]) covering the most important user requirements and also outlined some areas where they think improvements are needed. 

Editor’s note: More use cases should be added to illustrate the different security aspects.
4.1.2
Identified issues

The following issues can be identified from the Use Cases above, and a number of features are proposed that could be beneficial to study in order to solve the identified problems.
Issue 1: How to prevent theft of subscription credentials 

Editor’s note:
This issue has to be made more precise, i.e. whether the threat is the theft of credentials to make calls or theft of the credentials to hinder the M2M equipment to work properly.

Editor’s note:
It has to be revisited whether the M2M equipment refers to the wireless module or the the module where the wireless module is attached to. 

In Use Cases 1, 2, and 3, SA1 has identified the problem of how to ensure that the M2M equipment is tamper resistant because of e.g. the removable UICC. To solve this problem it would be beneficial: Option 1: if the UICC could be physically integrated into the M2M equipment. The USIM application would then still run in a secured execution environment which is tamper resistant.  

Option 2: if the USIM application could be integrated and embedded within the M2M equipment in a protected module (i.e. without an integrated UICC). The USIM application would then need to be able to run in a secured execution environment which is tamper resistant in the M2M equipment. 

Editor’s note: It needs to be studied what is meant with secured environments. 

Editor’s note: There should be a third option for removable UICC and also other options are possible.

Both options imply that even if someone is able to steal the M2M equipment, they won’t be able to take out the subscription credentials from the M2M equipment. Both these options would be beneficial to study.

Issue 2: How to initially provision a new M2M equipment with a new USIM application from an operator of customer choice

If we assume that the USIM application is integrated into the M2M equipment, then new problems arises as: 

· how to provision  the M2M equipment with a new USIM application of a selected operator, if the USIM application is integrated within the M2M equipment; and

· how can the customer of the M2M equipment select the home operator even after the M2M equipment has been delivered from the manufacture?

To solve these issues it would be very beneficial if it was possible to: 

· initially download a USIM application of the customer choice into a new M2M equipment; and

· if this phase of initial download of a USIM application, could take place after the M2M equipment has been delivered by the manufacture to the customer; and

· if the customer could deploy a large set of M2M equipments and associate them with one certain home operator.

Issue 3: How to change subscription to a different operator
Use Case 3 also describes the problem of when the M2Mequipment-customer needs to change the subscription due to change of power supplier, who happens to have a contract with a different mobile operator.  

To solve this issue it would be very beneficial: 
·       if it was possible to change the subscription in the M2M equipment remotely.

4.1.3
Assumptions

Editor’s note: This section needs to be revisited when the issues in section 4.1.2 have been resolved.

From the analysis above the following assumptions can be derived: 

· It should be possible to prevent theft of the subscription. The following options could be considered:

· The physical UICC is integrated with the M2M equipment (i.e. the UICC is not physically removable from the M2M equipment); and

· The USIM application is embedded within the M2M equipment (without a UICC),  which:

· provides a secure execution environment, 

· provides a secure storage that protects secrets, and 

· is tamper resistant.

· Physically removable UICC

· It should be possible for the mobile operator to verify the secure execution environment prior to provisioning of the downloadable USIM application.
· It should be possible to securely initially provision a new USIM application to the M2M equipment

Editor’s note: What part of the USIM application that is downloaded is FFS.

· It should be possible to securely change the subscription in the M2M equipment remotely.

4.2 
Other assumptions

5
Architectural alternatives

Editor's note: This chapter describes the architectural alternatives when the USIM/ISIM application resides on the M2M equipment or on the UICC. Also network aspects shall be taken into account.
5.1 
M2M equipment architecture alternatives
Editor's note: This chapter describes the different architecture alternatives for the M2M equipment when the USIM/ISIM application resides on the M2M equipment or on the UICC. This includes architecture for provisioning, remote management and operation.
5.2 
Network architecture alternatives
Editor's note: This chapter describes the different network architecture alternatives. This includes architecture for provisioning, remote management and operation.
5.2.1 Alternative 1

5.2.1.1 General

Editor’s note: The following concerns were raised against alternative 1 in the email discussion held:
Raised concerns:

1) Provisioning of the credentials by the Registration Service may be a nightmare.
2) The operating procedures for the exchange of credentials between the Owner, Registration service and the operator need to be defined. This will be a vital part of this operation. Not sure how this can be addressed in SA3, perhaps there needs to some involvement by GSMA SG in this area?
3) When receiving a request from M2M equipment for USIM download, how does the Selected Home Operator know that the USIM download is allowed for this specific M2M equipment? 

4) What is the relationship between the Selected Home Operator and the Registration Service?

5) Is it within the scope of the GSMA to operate Registration Service?
6) This alternative assumes that the USIM/ISIM application resides on the M2M equipment rather than on a UICC. This is a major departure from the well accepted UICC-based security model used in 3GPP systems. It is far from clear that 3GPP is ready to accept a move away from UICC-based solutions. 

7) This alternative makes assumptions about the service requirements that should be addressed by the security solution (e.g. ability to download USIM application over the air, etc.). It is important to note that SA1 has not yet agreed any service requirements for M2M applications.
8) The alternative assumes that both the registration of the mobile phone to the Home Network via the Registration Service, as well as provisioning of the USIM application and credentials onto the phone by the Home Network will take place without verification of either the trustworthiness or authenticity of the security environments (e.g. UICC, or other hardware/software security devices or environments) on the phone nor the authenticity of the credentials held in such secure environments. 

9) The alternative assumes that the entity that provisions the downloadable USIM applications and credentials are identical to the selected home network, thereby limiting the flexibility whereby such an entity can be a third-party Provisioning Service provider affilitiated with, but independent from, the home network operator. 

10) The alternative assumes that the registration and USIM provisioning processes will be conducted whereby the communication between the mobile phone and the various entities involved in these processes will not be protected for privacy or integrity. Since these two processes, especially the USIM provisioning deals with highly sensitive data, there needs to be measures to protect such communication.
11) The download of initial authentication vectors for the P-IMSI, for temporary network access, may not be optimal.  It only serves to authenticate the P-IMSI for the purpose of temporary network access until USIM parameters can be download from the Selected Home Operator (SHO).  In order to do this though, it seems to require about as much temporary network access as is eventually required with the SHO!  Also, unless this authentication of the P-IMSI is also used to authenticate the UE for the purposes of hosting the device, that UE authentication must also later be performed.  However, a symmetric protocol is not optimal for UE authentication, as it requires the secure maintenance of a large database of keys on the network side, when this would not be required if an asymmetric UE authentication method were used.  

12) The architecture assumes that it is not known at manufacture of the M2M terminal who the Selected Home Operator will be.  The architecture should allow for this fact to be known and taken account of by the manufacturer.
13) Exactly which problem is solved by the Registration Service? 

We believe it is useful to consider the requirements below so as to enable flexibility and modularity in the solutions. In this way, different modules of a solution could address different requirements, if appropriate.

A) Avoid the cost of subscriptions and SIMs “going live“ a long time before the M2M device is activated and the subscription is used, or

B) Avoid the need to make a decision for a particular mobile operator at manufacturing time, or

C) Avoid the need to insert a SIM in the M2M device when it is being deployed, or

D) Enable the owner of the M2M device to change from one operator to another one without having to handle a SIM while the M2M device is in the field?
14) It should be made clear which functions in alternative 1 are required for enabling connectivity and which are required for enabling remote USIM management."
15) Placement of Registration Service: If registration service is one entity, then all parties have to accept the Registration Service and the interface type. The involved parties would not only be all operators (also those that just forward, i.e. visited operator), but also all the manufacturers of various "machines" e.g. cars, parcel companies, etc.

16) Placement of Registration Service: If registration service is one entity, there are some control issues. The registration service would have most likely have a direct interface with HSS and be able to trigger changes of data there. Who is trusted enough to run such a service? On the political side, which country would exercise its legal control over the registration service?

17) Placement of Registration Service: If the registration service is one entity, Denial of Service or accidental downtime are having a large business impact. 

18) Placement of Registration Service: If a distributed entity, then the manufacturers and visited network have to find out, which registration service is applicable. This may be solved, if one of them hosts the registration service or there is some sort of identity for this. But the issue remains that all manufacturers and visited networks would have to trust all registration services. 

19) Placement of Registration Service: Would the registration service be aware of the supported algorithms and hence indirectly or directly be aware what algorithms the operators support? In our view, authentication and key derivation algorithms should be standardised for M2M.

20) Scalability: Many machines may be sold in areas where the service is not available, this means, if the manufacturer registers at manufacturing time ALL his machines, then there will be a lot of "dead data" in the registration service. To avoid this the registration service may delete old data if not used, but how should it know, if the machine is just waiting on a shelf in a shop to be sold or if it has been shipped to far-far-away country.

21) Scalability: The amount of potential interfaces may be an issue since there are many manufacturers and operators that would need a “pipe” to the registration service. This could result in load problems, also all interfaces would need to be tested and validated (like today’s roaming interfaces). If the applications include metering, tracking and tracing and pay as you drive, one should consider how many valuable parcels, cars, containers, laptops, metering devices there are, then this could really be a scalability issue. (Synchronised time of activation, amount of devices vs. central registration service, identification of devices)
22) The manufacturers may need to change their manufacturing process to enable "personalization" at the manufacturing time so that the data for the registration can be send to the registration service. (Cf. the need to ship SIMlock related data from manufacturer to operator today)

23) Can the machine also unregister (and potentially register again) using the registration service? (e.g. car is sold or parcel is delivered to a user)
24) Telenor remains skeptical towards the idea of a non-smartcard based solution and remain unconvinced about the merits of such solutions. In particular a software only based “soft-(U)SIM” seems like a very risky concept. There are two main reasons for our skepticism: 
- Telenor is far from convinced about the actual attainable security of non-smartcard solutions
- From a security managements perspective the introduction of non-smartcard based solutions seems to increase the overall complexity of the security architecture. 
New non-smartcard solutions will probably require new operational policies etc.  There is added cost to this and there also seems to be an increased security risk.

25) Telenor sees the “downloadable (U)SIM” functionality primarily as a way of administering existing subscriptions. As of yet Telenor is not convinced that the "downloadable (U)SIM"  functionality should be required to download and install new (U)SIM applications.

When analyzing the use cases in TR 22.868, a beneficial function would be to support initial network provisioning of a USIM application to the M2M equipment. 

Note: what parts of the USIM application that is provisioned to the M2M equipments is FFS. For simplicity we use the term ‘USIM application’ in this paper, which shall not be interpreted as a complete USIM application as standardized today.

5.2.1.2
Roles

This section discusses the different roles in a potential network architecture.

The following roles have been identified: 

Registration Service:
This is a role that enables the after-purchase selection of home operator. It is potentially operated by GSMA. In order to support the following:

· the customer should not have to select the Home operator prior to delivery of the M2M equipment(s) from the manufacturer;

· allow the manufacturer to pre-configure the M2M equipments with some preliminary credentials in order to allow initial temporary 3GPP network access so the actual USIM application provisioning procedure can take place via this temporary 3GPP network access;
· allow the M2M equipment to roam to the Registration Service to get a temporary limited cellular access; and

· allow the M2M equipment to request for a USIM application provisioning to take place via a Visited operator as the M2M equipment can not be associated with any Home operator yet;

the Registration Service needs to support the following functions:

· allocation of preliminary IMSI numbers and preliminary credentials for each M2M equipment. 

Note: The manufacturer of the M2M equipment could be allowed to pre-configure the M2M equipments with these preliminary credentials before delivery to customer. 

· authentication of the M2M equipment(s); i.e. provides authentication vectors to the connected visited 3GPP operator in order to allow the 3GPP operator to authenticate the M2M equipment at initial attach;

Note: In this phase all 3GPP networks are considered as visited networks as the M2M equipment not has been associated with any mobile Home operator yet.

· association of the M2M equipment(s) with a Selected Home operator

Note: The Registration Service provides the address of the selected Home operator to the M2M equipment, if it has been successfully authenticated at initial attach. 

· connection to all mobile operator’s 3GPP networks.

Note: The ownership of the Registration Service is FFS.

Selected Home operator:

In order to support the following:

· perform the provisioning of the USIM application and USIM parameters to the M2M equipment; 

the Selected Home operator needs to support the following functions:

· registration of M2M equipment(s) by the owner of the M2M equipment

· initial provisioning of a USIM application or USIM parameters to the M2M equipment. 

Note: The initial provisioning of a USIM application takes place via a Registration Service.

Manufacturer of the M2M equipment:

The manufacturer of the M2M equipment supports the following functions:

· registration of the M2M equipment(s) with the Registration Service,

Note: At this point the M2M equipment is not associated with a Selected Home operator.

· pre-configuration of the M2M equipment(s) prior to delivery to the customer with some preliminary credentials in order to allow temporary initial 3GPP network access

Note: At this point the M2M equipment is not associated with a Selected Home operator.
Device Owner:
The Device Owner (the owner of the M2M equipment) supports the following function:

· selection of Home operator and registration of all the M2M equipment(s) with this Selected Home operator.
Visited operator:

The Visited operator supports the following function:
· Providing a temporary 3GPP network access to M2M equipment with a preliminary IMSI (PIMSI).
The relationships between these roles are described in Figure 1. The lines in this figure indicate that a negotiation is taking place between linked roles and possibly that a corresponding contractual relationship exists, but do not indicate a standardized technical interface. The Device Owner purchases the M2M equipment from the Manufacturer of the M2M equipment and registers the M2M equipment at the Selected Home Operator. The Manufacturer of the M2M equipment registers the M2M equipment at the Registration Service, and the Registration Service distributes preliminary IMSI:s to manufacturers. The Registration Service and the Visited Operator interact via a roaming interface. The Selected Home Operator registers at the Registration Service after being selected by the Device Owner.


[image: image3]
Figure 1: The roles and their relations.
5.2.1.3
Network architecture

A potential network architecture with the roles described in section 2.1, could be as shown in figure 2. 


[image: image4]
Figure 2: Network authentication and USIM application installation in the M2M-equipment.

Preliminary IMSI:

Preliminary IMSI is a temporary private identity provided by the Registration Service which uniquely identifies each registered M2M equipement. This preliminary IMSI needs to be installed in the M2M equipment by the manufacturer in order to allow the M2M equipment to register in a 3GPP network without being associated with any Selected Home operator yet.
Note: The shortage of IMSI-numbers could be an open issue to resolve. This is FFS.
Prerequisite: 

Once the M2M equipment has been 

· registered with the Registration Service and the M2M equipment has been pre-configured with preliminary credentials provided by the Registration Service; and

· the M2M equipment has been registered wih the Selected Home operator; and

· the M2M equipment has been associated at the Registration Service with a Selected Home operator, then 
the M2M equipment will be able to use its pre-credential values to register at any Visited operator that accepts the PIMSI.

Interactions:

The following interactions would be needed between the following nodes in figure 2:

1. The M2M Equipment uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and choose to attach to any Visited operator that will accept the included PIMSI (according to the allowed networked list pre-configured in the M2M Equipment). The M2M equipment is authenticated by the standard UMTS AKA procedure by the Visited operator.

Note: All networks will at this phase be considered as Visited operators.

Note: In order to be able to perform client authentication, the M2M equipment needs to support an algorithm which is shared by all the M2M equipments and the Registration service. Such an algorithm could be MILENAGE. It is not possible to use a proprietary algorithm

2. The Visited operator identifies the IMSI as a PIMSI (prelimanry IMSI) and contacts the Registration Service with the PIMSI in order to get preliminary authentication vectors for the PIMSI.

3. If the M2M equipment is successfully authenticated, then the M2M equipment contacts the Registration Service via a secured connection. The Registration Service delivers the address of the Selected Home operator to the M2M equipment.

4. The M2M equipment contacts the Selected Home operator and the Selected Home operator downloads the USIM application to the M2M equipment. 

5.2.1.4
Overview

Three steps are identified in this proposal in order to be able to perform network provisioning of USIM applications:
1. Manufacture pre-credential installation phase

2. M2M equipment subscription registration

3. Network authentication and provisioning of the USIM application
Step 1: Manufacture pre-credential installation phase

Before the initial USIM provisioning can take place,the M2M equipment needs to be pre-configured with preliminary parameters as the PIMSI (preliminary IMSI) and the address of the Registration Service. This phase if FFS.

Step 2: M2M equipment subscription registration 
Then the customer needs to select a Selected Home operator in order to register all the M2M equipment(s) with the Selected Home operator. All the M2M equipments registered at the Registration Service also needs to be associated with a Selected Home operator. This phase is FFS.
Step 3: Network authentication and provisioning of the USIM application

The M2M equipment uses the standard GSM/UMTS principle to decode network information and choose to attach to any Visited operator that accepts the PIMSI. If the M2M equipment is successfully authenticated, then the M2M equipment retrievs the address of the Selected Home operator and connects to the Selected Home operator which performs the provisioning of the initial USIM application. 

A potential proposal has been presented and described in section 2 in this paper. This phase is FFS.

6
Functionality
Editor's note: This chapter focuses on needed functionality of the solutions for the different architectural alternatives including network impacts and impacts on the USIM/ISIM application. It will be defined later if this chapter needs to be before the architecture alternatives.
7
Analysis
Editor's note: This chapter contains analysis of the alternatives, for example a threat analysis. 
8
Summary and conclusions
Editor's note:
This chapter contains summary and conclusions on the feasibility of realising  the remote management of a USIM/ISIM application on the M2M equipment or on the UICC. The conclusions take into account potential requirements on system functionality, including secure provisioning, remote management and operational aspects.
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