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1. Scope

This contribution and accompanying pseudo CR [1] discuss and describe how MIKEY can be used as key management protocol for MBMS.  It is proposed to include the suggested text in the companion pseudo CR to the MBMS Security TS 33.246 [2] to show that a complete solution is available. This contribution also addresses the concerns that were raised in SA3#29 towards MIKEY.

2. Introduction

Background from SA3#29

In SA3#29 Ericsson presented contribution [3] and related pseudo CR, which proposed to adopt SRTP and MIKEY for MBMS. Proposal was not agreed due to concerns raised in the meeting. 

This contribution and accompanying pseudo CR address the concerns raised in SA3#29 and describe how MIKEY can be used as key management protocol for MBMS. It is proposed to include the suggested text in the companion pseudo CR to the MBMS Security TS 33.246 [2] to show that a key management solution is available.  

SRTP is discussed in another Ericsson contribution in the present meeting [4].

Earlier background 

In SA3#25 Ericsson presented contributions [5] and [6] which proposed to adopt SRTP and MIKEY for MBMS. 

[6] discussed MIKEY and it was compared to two other multicast key management protocols, namely Group Domain of Interpretation (GDOI) [7] and Group Security Association And Key Management Protocol (GSAKMP-light) [7]. MIKEY was found the most efficient and best suitable for MBMS since it is using pre-shared keys with symmetric cryptography. MIKEY was proposed for MBMS.

In [5] SRTP was compared against IP sec and radio –level multicast security. The contribution proposed SRTP as security protocol for streaming applications for MBMS.

However, SA3 #25 concluded that there were too many open issues regarding e.g. the security architecture and further contributions were requested to progress the technical specification. At that time the TS was not mature enough for specific protocols to be included.

In meetings #27 and #28 SA3 agreed on some important security architecture issues, namely that the encryption of MBMS traffic shall be done between UE and BM-SC and that the BM-SC shall be the entity to generate and distribute the traffic encryption key (TEK) to the UEs [8]. Today many issues are still to be specified, e.g. regarding authentication architecture, charging models (and related keying mechanisms) and Gmb interface functionality.

Ericsson presented a discussion paper [9] on the status of MIKEY [10] and SRTP [11] in IETF in SA3#28. These protocols are strong candidates for key management and security protocols for MBMS and they are likely to get RFC status during 2003.

2. Discussion

Authenticating and authorizing the user

In [3] Ericsson presented the relation between MSEC architecture and the MBMS architecture and proposed MBMS work to adopt the MSEC architecture principles. 

Ericsson presented a paper in SA3#29 on authentication [12]. Currently discussion is ongoing on the generic authentication architecture (GAA). Figure 1 shows a generic authentication architecture that is discussed in [13] in the present meeting.
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Figure 1: GAA based on AAA
Key management and distribution

Decryption keys should be distributed only to authorised users. Therefore key management has a close relation to user authentication and authorisation. Figures 2 and 3 show an example how MIKEY can be used for key management in the generic authentication architecture. MIKEY is not dependent on any specific authentication architecture. It can conform to many different authentication mechanisms. I.e. choosing MIKEY does not restrict the authentication architecture.
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Figure 2: TEK distribution in GAA
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Figure 3: Messages in TEK distribution in GAA
Note: DMA MAR & MAA: Commands of Diameter Multimedia Application currently developed in IETF, see more in (draft-belinchon-aaa-diameter-mm-app-01.txt)

Point-to-point versus point-to-multipoint

Lately many contributions have been seen on keying issues in the latest SA3 meetings. The discussion has been concerning mainly whether re-keying should be done as point-to-point transmission or as point-to-multipoint transmission between the BM-SC and the UE(s). 

It has been stated that point-to-multipoint re-keying uses resources more efficiently since it uses multicast and it probably is a feasible choice in the long run. For future interoperability and taking into account also other access technologies the chosen multicast keying mechanism should be based on IETF multicast key management protocols. However, the development of point-to-multipoint mechanisms, such as Logical Key Hierarchy (LKH) [14], is in early stages in IETF and is not awaited to be finalized in the timeframe of 3GPP Release 6, which is the first release for MBMS services. Introducing point-to-multipoint re-keying mechanism would also add extra complexity to the system and possibly endanger the timetable for Release 6. Introducing only point-to-point mechanism in Release 6 does not mean that point-to-multipoint mechanism is excluded from the system. Indeed point-to-multipoint could be regarded as a more optimized “next phase” re-keying mechanism, which could be introduced in later phases if required. Therefore it is important that Release 6 system should be designed so that point-to-multipoint mechanism could be introduced in later releases, if required, and that these two mechanisms could probably co-exist.

Based on the reasoning above point-to-point re-keying mechanisms should be considered for Release 6 MBMS service. Point-to-point mechanism is said to suffer from scalability problems when users have to be re-keyed individually. Therefore, such mechanisms need to be developed that this problem is overcome. Some ideas for this could be e.g.

· Sending many keys at one re-key message

· Spreading individual re-keying requests randomly within an interval 

· Scheduling the users to request new keys so that no overlap occurs

· Distributing BM-SC functionality to several entities

MIKEY can carry several keys. It cannot currently support LKH mechanisms but it can be extended to support LKH, which requires extensions (either specified in 3GPP or by an IETF RFC). This contribution discusses point-to-point re-keying. Point-to-multipoint is FFS.

Reliable key delivery

The reliable delivery of keys to the UEs is important for secure multicast systems for example for charging reasons. There are in practice two ways to do it: Either the re-keying mechanism has functionality for reliable key delivery or the re-keying mechanism relies on the underlying transport to be reliable. 

Doing re-keying reliably over point-to-multipoint may cause scalability problems since all UEs need to acknowledge the delivery. Reliable multicasting in general is a hard problem.

If re-keying is done point-to-point, there are better chances to assure reliable transport. E.g. when MIKEY is run over HTTP, TCP is used and thus the reliable delivery is in place.

Qualcomm introduced a key management scheme called BAK in [15]. When protecting the MBMS data, the BAK scheme uses short-term keys SK, which are derived from a long-term key BAK and a random number SK_RAND sent along with the MBMS data. 

When it comes to reliable key delivery, the BAK scheme does not specify how to implement reliable delivery for BAK key or SK_RAND value. When the SK_RAND is changed too often, there is probably no time for redundancy, such as retransmitting a lost SK_RAND value. This will likely lead to incomplete data reception, i.e. that the UE will not be able to decrypt parts of the received MBMS data.

Features of MIKEY

MIKEY [10] is a key management protocol, which is designed to provide key management for secure multimedia sessions. It can be used for streaming as well as for downloading /messaging scenarios.

The design goals of MIKEY have been: end-to-end security; simplicity; efficiency (low bandwidth consumption, low computational workload, small code size and minimal number of roundtrips); tunnelling (possibility to tunnel/integrate MIKEY to session establishment protocols, e.g. SIP [16] and RTSP [17]); independent of any specific security functionality of the underlying transport. 

Regarding the applicability to different security protocols MIKEY supports currently only SRTP but it can be extended to support other protocols also, e.g. IPSec. Extension requires another RFC though. Ericsson proposes to use SRTP for streaming MBMS applications in [4]. The security protocol for MBMS download is FFS.  

MIKEY has no identity protection and will therefore need to rely on external mechanisms for identity protection.

When the TEK is carried in the MIKEY message, it can be protected with KEK (Key Encryption Key). It is FFS if TLS could be used as a protection mechanism for TEK distribution.

It should be noted that MIKEY is not dependent on any specific authentication architecture. It can conform to many different authentication mechanisms. I.e. choosing MIKEY does not restrict the authentication architecture.

Concerns on MIKEY

In the following some concerns are clarified that were raised in SA3#29:

1. MIKEY cannot be put into the main body of the draft TS as SA3 has not decided about higher level issues 

Both the MBMS work and MBMS specification need to be proceeded to reach the milestones for Release 6. MIKEY is a concrete proposal for key management. Other seen proposals e.g. [18], [15] have not specified e.g. the needed protocols or detailed mechanisms. Regarding point-to-multipoint re-keying MIKEY can be extended to support Logical Key Hierarchy (LKH) also the future. See also chapter 2.3.1 for discussion on point-to-multipoint.

2. Every time you have to re-key you have to do much signalling 

The signalling load problem is not specific for MIKEY but it is common for all point-to-point mechanisms. Solutions have been proposed to overcome this problem in the present contribution, e.g. sending many keys at one re-key message, spreading individual re-keying requests randomly within an interval, scheduling the users to request new keys so that no overlap occurs. However, these are FFS. See also chapter 2.3.1 for discussion on point-to-multipoint.
3. Is harmonization with 3GPP2 important for this issue (3GPP2 uses the BAK scheme)?

Ericsson has regarded harmonization with IETF as an important issue. Ericsson would also like to see on protocol level how the harmonization with 3GPP2 could be done.

4. Are there MIKEY implementations available?
Ericsson has a basic implementation of MIKEY that will be published soon. 

5. Is there a possibility for congestion in the HSS due to re-keying?
As indicated in concern 2, this is not only MIKEY specific problem. The access rate to HSS depends also on the chosen authentication architecture. There are possible solutions to overcome this problem, see also concern 2.
Status of MIKEY in IETF

MIKEY has passed IESG Security review and the IESG last call. MIKEY is now in the queue waiting for the final IESG review. An RFC is likely to be published during 2003.

3. Proposal

It is proposed that SA3 makes a working assumption to choose MIKEY as a key management protocol for MBMS and that the description on MIKEY in the pseudo CR is included in TS 33.246 in chapter 6.

4. Conclusion

This contribution has given reasoning for choosing MIKEY as key management protocol for MBMS and introducing it to TS 33.246. Companion CR [1] describes the proposed changes to TS 33.246.
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