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1. Introduction

In S3 # 29 meeting it was decided that to reduce potential security and technical problems and also save costs, a generic authentication architecture (GAA) should be established and used with R6+ new services as much as applicable. In [S3-030407], presented in SA#29 and also attached to this contribution, it was indicated how subscriber certificates could be used with various services. Those include alternative access (section 3.1), Presence (section 4.3.1) and MBMS (section 4.3.7), as well as many other services. It has been proposed in [S3-030256] to use bootstrapping for Presence. GAA model 2 in Nokia’s accompanying contribution “Proposal for Generic Authentication Architecture” contains both BSF (for establishing shared key material between UE and the network based on AKA) and PKI portal (for enrolling subscriber certificate based on the shared key).

The new Release 6 services include Presence, WLAN interworking, and MBMS. In this contribution we argue that it is possible to use shared keys bootstrapped from AKA by UE and BSF for those services, except for WLAN access authentication, which is agreed be done using EAP/AKA or EAP/SIM. 

In addition, migration to certificate-based solution is possible in later releases.

2. Discussion & Conclusion

The generic BSF requirements (see chapter 4 of S3-030317) seem to apply for Presence and MBMS.

· The expected requirements for authentication and key agreement in Presence are very similar to those of BSF. For that reason similar interfaces to those of BSF need to be defined if we adopt Presence-specific authentication solution. The only way to avoid specifying and implementing those interfaces is to use IMS-based bootstrapping of shared keys for Presence service but using this solution with other non-IMS services might cause complications. Also, we should avoid the co-existence of several bootstrapping procedures in the 3G architecture as stated by GAA requirement 4 (see S3z030003).

· In case of MBMS, the user authenticates to Broadcast/Multicast Service Center (BM-SC), run by operator or a service provider, to achieve keys with which decryption of multicast content streams etc. is possible. The authentication could utilize shared keys obtained from BSF. Also the expected requirements for authentication and key agreement in MBMS are similar to those of BSF. 

· As to the WLAN, in the scenario 3 of WLAN interworking UE establishes a secure communication tunnel to the home operator’s network in order to access services provided by UE’s home operator. The BSF could be used to establish a shared key material between UE and the home network that is needed to secure the communication tunnel.

In summary, it seems possible to use shared keys bootstrapped from AKA by UE and BSF for the majority of new Release 6 services.
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