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Introduction

Several options have been presented for the ciphering and integrity key management in case of interoperation between GSM and UMTS.

Inter-system Handover for CS connections

For the CS connections MSC/VLR is always anchored. This also applies to UMTS and GSM handovers. In order to minimise the changes to GSM it is proposed that it is not needed to upgrade GSM MSC/VLR to handle the UMTS security parameters. 

Handover from UMTS to GSM

UMTS MSC/VLR receives UMTS security parameters, i.e. CK and IK, from the HE. When HO to GSM happens then the anchored UMTS MSC/VLR derives Kc*
 from the CK and IK and then supplies Kc* to GSM BSC in a HANDOVER REQUEST message.

In the handover from UMTS to GSM, the ciphering key is not transferred transparently from UMTS RNC to GSM BSC. It is always the anchored MSC/VLR, which supplies the key to the target radio system. This prevents the problems, which were presented in the paper S3-99-158.

If the UE is handed back to UMTS from GSM, then the anchored UMTS MSC/VLR has stored CK and IK, which will be supplied to the target RNC in UMTS. Therfore, after the handover the UMTS CK and IK are used and no downgrading of the security keys happens.  

 Handover from GSM to UMTS

GSM MSC/VLR receives GSM security parameters, i.e. Kc, from the HE. When HO to UMTS happens then the target UMTS system derives CK* and IK* from the Kc.CK' and IK* are supplied RNC in a HANDOVER REQUEST message.

In the handover from GSM to UMTS the ciphering key is not transferred transparently from UMTS RNC to GSM BSC. The anchored MSC/VLR supplies the GSM Kc to the target system, i.e. the relay UMTS MSC/VLR or UMTS RNC
, which derives the UMTS CK* and IK*.

If the UE is handed back to GSM from UMTS, then the anchored GSM MSC/VLR has stored Kc, which will be supplied to the target GSM BSC in GSM. 

 Inter-system Handover for PS connections

The inter system for PS connection is handled differently compared to CS connection. SGSN is not achored during the inter-system handover. 

Handover from UMTS to GSM

It is possible that one SGSN can handle both UMTS and GSM radio systems. In that case if the UMTS to GSM handover is considered the ciphering and integrity key management discussed in the chapter 2 can be applied.

From now on the case where the controlling SGSN changes is considered. UMTS SGSN receives UMTS security parameters from the HE. When HO to GSM happens then the old UMTS SGSN derives Kc* from the CK and IK and then supplies Kc* to GSM SGSN in a SGSN CONTEXT RESPONSE message sent via Gn interface. UMTS SGSN removes all information related to the user including the security parameters after the HO.

If the UE is handed back to UMTS from GSM, GSM SGSN is able to supply only Kc* to UMTS SGSN, because UMTS security paramters are not stored. When the UMTS SGSN takes control of the connection it can first apply Kc* to derive the CK* and IK* and supply those keys to the UMTS RNC. 

However, it is possible that UMTS SGSN after retrieving the UMTS security parameters from HE performs UMTS authentication and changes used CK* and IK* into new CK and IK. From the security point of view this is prefered and it is proposed that the specification mandates SGSN to perform UMTS authentication after HO.

Handover from GSM to UMTS

GSM SGSN receives GSM security parameters from the HE. When HO to UMTS happens then the old GSM SGSN supplies Kc to UMTS SGSN. UMTS SGSN derives from Kc the CK* and IK* and supplies those to the UMTS RNC.

As it was described in the chapter 3.1, it is possible that the UMTS SGSN after retrieving the UMTS security parameters from HE performs UMTS authentication and changes used CK* and IK* into new CK and IK. From the security point of view this is prefered and it is proposed that the specification mandates SGSN to perform UMTS authentication after HO.

Inter-system Handover for simultaneous PS and CS connections

Basic approach for the inter-system handovers will follow the solutions which has been presented in the chapters 2 and 3. However, there are some issues which need to be discussed in case the UE has simultaneous CS and PS connections

� The notation is the same as in S3-99-158


� It is left for the relevant expert groups to decide the most suitable place for the derivation.





