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1 Comments on the draft liaison statement

I suggest to drop the requirement that “the most recently established” cipher/integrity keys are used. Instead, I propose to rely on the assumption that both core networks (i.e., CS and PO) have implemented a policy that updates the cipher/integrity keys before they become insecure. Following that, the cipher/integrity keys from both CN are secure, and no additional criterion should be evaluated by the RNC to select the cipher/integrity keys that are “more” secure. The additional benefit of that appears to be small as compared to the costs (see section 5). 

Note that “the most recently established key” idea only makes sense when both CN adopt the same policy, i.e., decide to replace keys using the time since establishment as the sole criterion, and both have the same maximum lifetime implemented. 

2 Proposal

We propose that the core network indicates in the RANAP/Cipher mode command whether the cipher/integrity keys it provides must be applied on the signalling data. The RNC then forwards that indication in the RRC/Cipher mode command towards the UE. The RNC and the UE then act accordingly. The RNC does not need to take any part in the decision.

3 Recommendation

Each of the core networks that are part of the SN has essentially three choices: it can set the indication to also protect the signalling data with the keys it provides a) always, b) after a connection establishment with AKA, c) never.

We believe it to be a good policy to set the indication only after an AKA. 

But, in case that the security in some core network CN* is compromised, the SN has the ability to set the indication never in the CN* and always in the other core network(s). 

4 Proposed text for 33.102

6.6.4
Cipher/Integrity key selection 

The user can simultaneously have established different cipher/integrity keys with several core networks 

6.6.4.1
User plane

The user data connections that support services provided by a particular core network are ciphered using the cipher key established between the user and that core network.

6.6.4.2
Signalling plane

If a connection is established to provide services from a single core network, when no connection is active, then the signalling data connections are protected using the cipher/integrity keys established between the user and that core network.

If a connection is added to provide services from a particular core network, when already a connection is active, and that core network indicates that the cipher/integrity keys it provides must be used on the signalling data connections, then from that moment on the signalling data connections are protected using the cipher/integrity keys established between the user and that core network.

If a connection is released to provide services from a particular core network, while other connections remain active, the cipher/integrity keys that were used to protect the signalling data connections remain in use.

5 Further notes

5.1 The cost of using the “most recently established” keys

The additional benefit of the requirement to use “the most recently established” cipher/integrity key appears to be small as compared to the costs. Note that it does not suffice to trigger a key update on the common signalling channel when an AKA protocol is ran, as the following example shows, indeed, CN2 establishes a connection during a CN1 connection, with an AKA, and the old CK1o is replaced by the new CK2n on the signalling channel. A second time however, CK2n is still “more recently established” than CK1o, CK2n does not take over when CN2 is added. To implement the “most recently established” idea, would require explicit storage and transfer of time-of-establishment of cipher/integrity keys.
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Figure 1: The reason why changing on AKA is not realise “most recently established” 

5.2 Key lifetime control

Note that access link key setting relies on the mechanisms to control the access link key lifetime. However precisely due to the single cipher/integrity key used on the common signalling links, a core network does not see all data (i.e., it does not see the signalling data from the other core networks) protected under its cipher/integrity key. This, however, does not compromise the efficiency of the mechanisms because:

1. Concerning the use of the cipher key, the amount of signalling data protected is negligible compared to the amount of user data;

2. Concerning the integrity key, this is not the case because it is not used on user data, but because it remains the cipher key that is ageing rather than the integrity key (because it is applied so moderately). Note also that the integrity key may not fall under the same regulatory restrictions on key length as the cipher key does.

3. In general the control of the lifetime by the network is expected to be much more time-based than usage-based (the USIM already has a usage-based mechanism implemented; we should therefore recommend the serving network to adopt a complementary approach). Concerning time, an additional connection in parallel off course does not matter. 

� This work acknowledges the ACTS USECA project.
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