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1 Objective

I propose an editorial change to TS 33.102 to make it more readable and to make the structure more transparent, especially to accommodate the future additions on interoperation and secure connection establishment. 

More specifically:

· Some aspects (key setting, capability negotiations, lifetime control) are common to the cipher and integrity mechanism, i.e., all aspects related to connection set-up. Instead of describing them twice, it would be better to describe them apart. Therefore, we propose a separate section on all issues related to secure connection set-up. 

· We propose a separate section on interoperation and handover issues.

· Concerning network-wide encryption I am a little bit hesitant to completely integrate it with the access link data encryption, as there are some as yet unresolved problems with inter-system synchronisation that might lead to a decision for an implementation on another layer, i.e., not to re-use the encryption in MAC/RLC sub-layer. Therefore I also propose a separate section.

2 New high-level outline

6.1
Conventional user identity confidentiality

6.2
Enhanced user identity confidentiality

6.3
Authentication and key establishment

6.4
Local authentication and connection establishment

6.5
Access link data integrity

6.6
Access link data confidentiality

6.7
Network-wide encryption

6.8
Interoperation and handover between UMTS and GSM

3 Detailed contents

6.1
Conventional user identity confidentiality

As current clause 6.1.

6.2
Enhanced user identity confidentiality

As current clause 6.2.

6.3
Authentication and key establishment

As current clause 6.3. without 6.3.7.

6.4
Local authentication and connection establishment

Clause on key setting replacing 6.4.3 and 6.6.4.

Clause on cipher/integrity mode negotiation replacing 6.4.7 and 6.6.8.

Clause on cipher/integrity key lifetime replacing 6.4.5 and 6.6.6.

Clause on cipher/integrity key identification replacing 6.4.4 and 6.6.5.

Clause on procedures and examples replacing 6.4.8 (?) and 6.6.9.1

This clause is devoted to the local authentication procedure. Actually it provides the following security services: a) it assures that time-varying parameter for integrity is not repeated, b) it assures that the negotiation of the ciphering and integrity capability is secure and c) controls the lifetime of the cipher/integrity keys and triggers an authentication and key establishment if required, d) it provides mutual authentication through the usage of the integrity key on the security mode command/response messages. All of this services are provided by a mechanism that requires storage in the USIM and involvement of the CN. 

6.5
Access link data integrity

Current clauses 6.4.1, 6.4.2 and 6.4.6. 

The scope of this clause is thus reduced. 

6.6
Access link data confidentiality

Current clauses 6.6.1, 6.6.2, 6.6.7, 6.6.9.2 and 6.6.9.3.

The scope of this clause is thus reduced. 

6.7
Network-wide encryption

Current clause 8.2.

6.8
Interoperation and handover between UMTS and GSM

New input replacing 6.3.7, 6.4.8.1 and 6.6.9.4.
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