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Introduction

This document discusses the order of FEC and encryption for MBMS streaming. S4-040521 indicates that the evaluation of FEC codes and payload is still ongoing in SA4 (three proposals), and will be decided at SA4#33. This contribution is structured as follows: first the relevant clause about the SA4-status has been included. Secondly the interaction of SRTP [RFC3711] with FEC is described. Finally, the FEC requirements, as agreed by the PSM subgroup (S4-040549), are commented with respect to the previous section. The conclusion is that for MBMS streaming FEC has to be applied preferably before encryption.
Extract from S3-040521 (3GPP TS 26.346v0.0.5-SA4#32)
6.2
Streaming delivery method

6.2.1 Introduction

The purpose of the MBMS streaming delivery method is to deliver continuous multimedia data (i.e. speech, audio and video) over an MBMS bearer. This delivery method complements the download delivery method which consists of the delivery of files. The streaming delivery method is particularly useful for multicast and broadcast of scheduled streaming content. 

[Editor’s note: a figure should be added here describing the streaming delivery method protocol stack]
6.2.2 The Data Protocol

RTP is the transport protocol for MBMS streaming delivery. RTP provides means for sending real-time or streaming data over UDP and is already used for the transport of PSS in 3GPP. The RTP payload formats and corresponding MIME types should be aligned to the ones defined in PSS Rel-6 [26.234]. 

[Editor’s note: FEC payload format is FFS. RTP for the transport of FEC blocks should be added when agreed. The use of SRTP is FFS and will be discussed with SA3]
RTP provides RTCP for feedback about the transmission quality. The transmission of RTCP packets in the downlink (sender reports) is allowed. In the context of MBMS 3GPP Rel-6, RTCP RR shall be turned off by SDP RR bandwidth modifiers [Ref]. Note that in the context of MBMS detection of link aliveness is not necessary.

[Editor’s note: for Rel-6 it was agreed that RTCP feedback could be useful in future releases]
Comment: According to the above text SA4’s intention is to reuse the PSS defined MIME type. The FEC payload format is not yet decided. 
Extract of RFC3711 (SRTP) on FEC (section 10)
10.  Interaction with Forward Error Correction mechanisms

The default processing when using Forward Error Correction (e.g., RFC 2733) processing with SRTP SHALL be to perform FEC processing prior to SRTP processing on the sender side and to perform SRTP processing prior to FEC processing on the receiver side.  Any change to this ordering (reversing it, or, placing FEC between SRTP encryption and SRTP authentication) SHALL be signaled out of band.

The default order within SRTP is to apply FEC first. With that applied order, any FEC data that is added to the RTP data stream (either as extra RTP payload data or as extra RTP packet) is encrypted and therefore FEC payload ID is not available until the decryption has been performed. The applied encryption type an exor function with a generated key stream, therefore introduced bit errors do not propagate due to decryption and FEC can be applied efficiently afterwards to correct the bit errors.
If the order has to be changed (i.e. first encrypt than FEC), then not only the order has to be signalled to the UE i.e. by the User Service Description Data, but also some more complicated processing is needed as SRTP is closely integrated with RTP (typically a bump in the Stack solution which is transparent to the application sending the RTP stream).

Applying FEC after encrypting the data also seems to be less efficient as the FEC encoder/decoder can not take into account the type of the transported payload data being signalled separately (Cf. requirement 7 on FEC architecture).    

Commented extract from the FEC Requirements agreed by the PSM SWG (cf S4-040549)
FEC Architecture:

1. Any FEC architecture proposed shall be flexible in the FEC codes it supports. The FEC architecture shall at least allow the three SA4 FEC code candidates (Reed-Solomon, LDPC, Raptor). The Compact No Code FEC shall also be supported.

2. The commonality of the FEC Architecture for streaming and download delivery methods shall be maximized.

3. It shall be possible to use RTP as defined in the RFC 3550 without any FEC overhead.

4. The MBMS streaming client shall be able to process at least the systematic part 
of the flow

5. The FEC configuration of the protection level shall be configurable at a minimum on a session by session basis

6. The FEC architecture shall allow FEC codes that support adjustable source block-sizes for efficiency

7. It shall be possible to apply FEC to different media streams of an MBMS session in different configurations with the possibility to not use FEC at all for selected media streams (e.g. FEC is applied to audio but not to video or vice versa)

8. 
It shall be possible for a terminal at any time to start decoding and rendering a media stream within a yet to be defined time limit in the order of a few seconds after the reception of the first media packets of the corresponding media stream

9. Variable length packets shall have an only limited impact onto the overall performance

FEC Codes:

1. It is desirable to use the same FEC code for streaming and download delivery methods

2. FEC code for MBMS streaming shall be systematic

3. The complexity of the FEC decoder shall be minimized and the performance of the FEC code shall be maximized in such way, that the FEC code provides a reasonable trade-off between FEC performance and decoder complexity 

4. The complexity of the FEC decoder shall allow simultaneous FEC and media decoding in real-time on 3GPP-Rel6 terminal platforms 

5. The code block size should be such that the delay is below a yet to be defined threshold in the order of a few seconds (5 seconds has been suggested in the Simulation Guidelines Document S4-040348)

Conclusion
For MBMS streaming it is proposed that FEC shall be applied before encryption. Although the above analysis has been conducted only with respect to SRTP, similar observations might be valid towards other encryption methods. SA3 and SA4 need to agree where to include specification text that specifies the order of FEC/encrypt. TS 33.234 clause 6.2.2 (protection of streaming data) seems to be appropriate. Appropriate text could be drafted during the joint meeting. 








































�What is the systematic part of the flow


�If SRTP is selected for confidentiality protection then (as analysed in the previous section) it is more efficient to first apply FEC and then encrypt. 


�What is systematic in this context ?





