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1.  Introduction

The proposal for protection of MBMS download S3S4J040003 [1] does not deal with the protection of PTP repair (post delivery procedures) explicitly. However, this paper shows how the protection mechanisms specified in [1] will solve also the PTP repair issues.

2.  Security issues with PTP repair

We will in the following assume that the PTP repair is performed according to S4-040275 [2]. Even though the download is protected, there is little gained by this if the repair mechanisms are left unprotected, since parts of  (or the even the entire) file can be requested as a post delivery procedure. Hence the protection of the post delivery procedures must be as good as for the original download. This implies the following issues have to be addressed:

· Authentication of the requesting UE

· Integrity protection of the repair blocks

· Confidentiality of the repair blocks

3.  PTP repair protection using XML and HTTP digest

The request for repair is accomplished by the UE sending an HTTP GET to the repair server, asking for the missing FLUTE [6] blocks. In the response to this, the repair server transmits the requested blocks over HTTP. It is beneficial to reuse the HTTP digest authentication defined in RFC 2617 [3] which is already used on the Ua interface, i.e., between the UE and the BM-SC (especially since the BM-SC and repair server may be co-located). The HTTP digest authentication will assure that the request originated from a legitimate user by sending a challenge that the user must respond correctly to (all messages are carried in HTTP headers).

As the integrity of the file is verified once the whole file is downloaded to the UE, the repair-blocks would be inserted in the correct place before the verification. This implies that no extra integrity protection is required for the repair blocks if XML Signatures [4] are applied. If an attacker inserts bad blocks in the repair stream (which is difficult due to the Forward Error Correction (FEC), but still doable), the MAC verification would still fail (as it would for any bad blocks inserted in the normal FLUTE stream).

The confidentiality of the repair blocks is a non-issue if XML encryption [5] is used. If we assume that the file to be downloaded exists in encrypted form on the repair server, the requested parts will just be retransmission of the exact same encrypted blocks once more. Note that this assumes that one and only one MBMS Traffic Key (MTK) is used to protect a single file. The assumption is quite natural, since there is no real reason for protecting different parts of a file with different keys.

4.  Conclusion and proposal

It can be concluded that by using the XML based solution discussed in S3S4J040003 [1] there is no need for additional protection mechanisms for the repair service, apart from the authentication of the user by HTTP digest. Further more, assuming that one and only one MBMS Traffic Key (MTK) is used to protect a single file, no additional key management is required for the repair procedure.

We propose that the HTTP digest is used for authentication of the user to the repair server and that the XML based protection mechanism is used for download traffic protection (which, as the paper shows also covers the PTP repair).
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