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Decision/action requested

First draft on 5G SA roaming – subjects to be covered in a potential SID or WID
2
References

xxx
3
Rationale

Introduction

Roaming for 5G SA has been under discussion for several meetings and PRINS was challenged by GSMA 5GMRR working task. 

5G SA deployments are on its way. Liaisons exchanged with GSMA show a need to clarify the roaming aspects in 33.501.

SA3 History: Key issues were already created as part of TR 33.875 to address certain parts in Rel-18 that were brought to SA3 by liaison statement exchanges between 3GPP and GSMA (NG 5GMRR). Work on these key issues was however stopped due to the closing of the SBA related study and decision to continue in a separate study in Rel-19. Nevertheless, work on roaming continued under the liaison umbrella.

Last SA plenary then overruled the SA3 study efforts, when it approved a late Rel-18 WID on addressing Roaming Intermediaries by enhancing the existing 3GPP specifications, which now covers as intermediaries also roaming hubs, in addition to IPX providers. The PRINS solution specified by 3GPP to keep control of what is visible and modifiable to any intermediary was enhanced to allow intermediaries to exchange error messages via PRINS with their associated SEPP.

References: Roaming in 5G was approved as WID for SA1/SA3 (SP-231190) (rapporteur is VZ). This is going in parallel to the 2 CRs (also approved) as follows:
· SP-231173 SA1 CR on requirements for roaming hub – adds requirements on intermediaries, in addition to IPX also covers roaming hub

· SP-231202 SA3 CR on enhancing PRINS – “Enhanced PRINS” clarifies the role of roaming hub as intermediary; enables a roaming intermediary to create own error messages with PRINS: the SEPP associated hop (its connecting “roaming intermediary”) can report errors back to “its” SEPP
While the intention of these 2 CRs is that stage 2 work is sufficiently addressing the matter of roaming in Rel-18, this discussion paper argues for the additional need of continuation of studying or additional normative work to be done.

Additional need for study or normative work 
The LS bundle received by GSMA provides additional requirements not addressed by the Rel-18 CRs so far, hence, it appears useful to collect security architecture related topics and continue in Rel-19. 

It is therefore proposed to have a new SID (or WID) on 5G Roaming also in Rel-19, specifically for topics that fall under SA3 activity without SA2 impact. 5G SA roaming related aspects collectively addressed and documented in a SID.

NOTE: If starting with such an “umbrella study” which collects bits and pieces related to roaming, then depending on the urgency of a specific topic studied in Rel-19, outcome of the study could be to apply normative updates in Rel-18 or Rel-19. The implementations of conclusions of such “umbrella study” could then be handled by small WIDs stepwise as soon as a specific independent topic is concluded. 

Potential subjects requiring Rel-19 studying (or WID r18 or r19) 
The following are potential subjects on security aspects with impacts to 5GS core architecture:

1) SEPP impact due to messages initiated by a roaming intermediary with “Enhanced PRINS” 
· the current updates in Rel-18 may reveal additional topics to be clarified 

· if not possible to cover with the existing WID, those parts can be further explored in the Rel-19 study
2) Security domain implications when connecting new types of SEPPs as envisioned by GSMA in deployment scenarios with the 5GS core network, i.e., outsourced and hosted SEPP 
Agreed definitions in NG.132

Outsourced SEPP: A 3GPP compliant SEPP offered as a service by an external service provider to a single MNO. The SEPP is located within the MNO domain.  
Note 1: 
Outsourced SEPP can be provided by an operator group within the Group domain on behalf of its affiliates. 
Note 2: 
Deployment scenarios for an Outsourced SEPP are described in Annex B.4.2 and B.4.3 of GSMA PRD NG.113 [X].

Editor’s Note: clarify MNO domain.

Hosted SEPP: A 3GPP compliant SEPP offered as a service by an external service provider to a single MNO. The SEPP is located within the domain of the service provider.   

NOTE 3: 
A service provider can serve several MNOs, in which case each SEPP or SEPP instance is dedicated to a distinct MNO.

     Editor’s Note: clarify service provider domain.
3) Security impact to the 5GS of RVAS integration aspects 
· Impacts in 5GS core networks and/or at the roaming intermediary, e.g. privacy impacts (this could potentially separate studies e.g. SMS hubbing with SMS-SBI)
· Security implications from RVAS study TS 22.877 

4) Security implications when roaming intermediaries require the control of roaming subscriber PDU sessions, e.g. in case of data usage exceeding

· e.g. based on the N32 signalling exchange the RH needs to be able to generate corresponding error messages

 5) to be continued
4
Detailed proposal

Discuss potential 5G SA roaming topics for establishing a SID or WID for November meeting.
