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1
Decision/action requested

It is proposed to discuss the proposal for a Next Generation Real Time Communication security study in Rel-19. 
2
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3
Rationale

SA2 continues the study on Next Generation Real Time Communication Phase 2 in Rel-19 and the results are expected to be documented in a new technical report TR 23.700-77 as per SP-231196 [1]. Among the aspects which are investigated in the SA2 study are the following. 

The third party specific user identity handling was not completed in TR 23.700-87 [2] and the new SA2 study includes this aspect stating that the SA3 security handling work in TR 33.890 [3] should be taken into account. The security handling of third party specific user identities is captured in the TR 33.890 [3] in the form of "Key issue #1: Third party specific user identities", two solution proposals and on conclusion for KI#1. It is expected that any security specification needed for the third party identifier handling could be performed directly with a security related work item and there could be no need to study further the outcome of the Rel-19 SA2 study. However if SA2 needs clarifications from SA3 via Liaison Statements then the third party identifier aspect needs to be considered in SA3. 

Proposal 1: It is proposed for a potential NG_RTC Security Phase 2 study to include an objective about third party identifier handling but it is expected that no more key issues or solutions are expected to be added in a technical report. Most of the work is expected to be performed in the context of the NG_RTC Security Phase 2 work item. 
The new SA2 study focuses on further specification of the IMS data channel handling with respect to the exposure of the IMS data channel capabilities to enterprise/verticals. It is not clear if security aspects of such handling need to be introduced. It is better to wait until after a few SA2 meetings before revisiting this aspect. 

Proposal 2: It is not clear if the exposure of IMS data channel capabilities to enterprise/verticals work by SA2 will result in security work in SA3. Therefore it is proposed to wait a few more SA2 meeting cycles for this aspect and update the SID in a later stage. 
New aspects of IMS data channels such as interworking between devices and network supporting IMS data channel and devices and networks which do not support IMS data channel are to be studied in Rel-19 by SA2.  

Proposal 3: For the aspect of the interworking between devices and networks supporting IMS data channel and devices and networks which do not support IMS data channel, it is proposed wait a few more SA2 meeting cycles and update the SID in a later stage.
Enhancements to IMS data channels such as PS Data Off Exempt Services and handling of IMS data channels without accompanying audio/video media are also among the SA2 plans for the Rel-19 study. With respect to the PS Data Off Exempt services, it is expected that existing procedures are used and therefore existing security handling is sufficient. With respect to the handling of IMS data channels without accompanied audio/video media, it is also expected that existing procedures are re-used and therefore no new security aspects are needed 
Proposal 4: It is expected that the architectural enhancements with respect to IMS data channels such as the PS Data Off Exempt Services and the handling of IMS data channels without accompanying audio/video media do not have any security impact. Therefore it is proposed not to include any objectives in an SA3 NG_RTC phase2 security study. 
In addition the SA2 study aims at investigating IMS real-time communication capabilities (audio, video, message) exposure to the enterprises/verticals. Whether new security mechanisms are needed, will be determined by the progress of the study in SA2. 
Proposal 5: It is proposed to wait a few more SA2 meeting cycles for the aspect of IMS real-time communication capability exposure to enterprises/verticals and update the SID in a later stage.  

Moreover the enhancements to IMS media plane to support the use cases of IMS based Metaverse services are in the SA2 study scope. Specifically the following aspects will need to be studied: impact on IMS system to support enhanced media plane capabilities; deployment aspects; how to leverage Release 18 XRM. At least the support of the enhanced media plane capabilities may introduce new procedures in the architecture which in turn may need new security handling. 

Proposal 6: It is proposed to include an objective about the security impact of the introduction of IMS based Metaverse services. 

4
Detailed proposal

It is proposed to agree to the study item proposal in S3ah-230063. 
