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1	Decision/action requested
NA
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3	Discussion
3.1	General
In SA1, Rel-19 FS_Metaverse (TR 22.856[1]) has studied several use cases such as Localized Mobile Metaverse Service, Metaverse Conference with user’s digital identity, Spatial Mapping and Localization Service Enabler, and Avatar Communications, that requires security enhancements for 5G system to support Mobile Metaverse services. 3GPP SA1 has also studied and investigated use cases and service requirements for  enhanced XR-based services, (as XR-based services are an essential part of "Metaverse" services) as well as potentially other functionality, to offer shared and interactive user experience of local content and services, accessed either by users in the proximity or remotely. Currently the 5G Core is unable to identify the user who is using the device behind the 3GPP UE and unable to provide differentiated QoS and Policy control per user, neither addressed by PIN nor 5WWC in Rel-18 [5]. Identifying distinguished user identities of the user (provided by some external party or by the operator) in the operator network enables an operator to provide an enhanced user experience and optimized performance and these requirements are already part of TS 22.101[6]. 
SA1 TS 22.156 [2] incorporates the security and privacy requirements of metaverse services in clause 7, which needs a study in SA3 for Rel-19. SA2 XRM SID [4] and RTC SID [3] which includes the SA1 SID as parent Work Item and dependency Work Item respectively were agreed in the SA#101 meeting. Additionally the digital identity and user identity aspects are under discussion in UUI5 study. As the architecture requirements are splitted into different studies, SA3 needs to have a dedicated metaverse SID based on SA1 security specific requirements. The application framework/enabling layer platform architecture to support localized mobile metaverse services are under discussion in SA6. Security implications and identifying the potential security requirements based on the study performed by other working groups and define potential solutions to fulfil these requirements are in the scope of SA3.
3.2	User and digital identity Authentication
Mobile Metaverse media support among multiple users and there can be multiple devices accessing the network for better XR experience and the device and/or the UE can be bounded with multiple users. In mobile Metaverse services, such as Metaverse conference, the user and user’s digital representations, and multiple devices which belongs to the same user should be identified and authenticated. In this study, two kinds of approaches can be considered. The first approach is that the 3GPP core network is act as a user identity provider, so that the core network verifies that the UE authenticates the user using bio information. The second approach is that the third-party act as a user identity provider, the 3GPP core network requires to support the exposure of digital identity services to the trusted third-parties. In this approach, binding of the authenticated user to the 3GPP subscription would be useful, especially when multiple devices are belonging to a single user or when the AF is able to invoke the NEF service using the same user identity provided by the external user identity provider. 
3.3	SA1 service requirements relevant to security and privacy 
SA1 has discussed and concluded potential requirements which may need to have security consideration as specified in TR 22.856 [1], clause 7. 
1. Security and privacy aspects of mobile metaverse services
	CPR #
	Consolidated Potential Requirement
	Original PR #
	Comment

	[CPR 4.1]
	Subject to regulatory requirements, operator policies and user consent, the 5G system shall be able to support mechanisms to expose to a trusted third party (e.g. the conference focus) the result of the UE authenticating the user.
NOTE: 	How a UE authenticates the user's identity at the terminal equipment, e.g. using biometrics, is out of 3GPP scope.
	[PR 5.3.6.2-2]
	

	[CPR 4.2]
	Subject to operator policy, user consent and regulatory requirements, the 5GS shall support mechanisms to authorize Spatial Localization Service.
	[PR 5.5.6.2-1]
	

	[CPR 4.3]
	Subject to regulatory requirements, user consent and operator policy, the 5G system shall be able to authorize the avatar to be used in mobile metaverse services. 

	[PR 5.24.6-2]
	

	[CPR 4.4]
	Subject to regulatory requirements, user consent and operator policy, the 5G system shall provide time-bound authorization services for an avatar to be used in mobile metaverse services.
	[PR 5.24.6-3]
	



2. Digital asset management
	CPR #
	Consolidated Potential Requirement
	Original PR #
	Comment

	[CPR 5.1]
	Subject to user consent, operator policy, and regulatory requirements, the 5G system shall be able to provide functionality to store digital assets associated with a user, and to remove such digital assets associated with a user.
	[PR 5.13.6-1]
[PR 5.15.6-1]
[PR 5.16.6.2-1]
[PR 5.14.6-2]
	

	[CPR 5.2]
	Subject to user consent, operator policy, and regulatory requirements, the 5G system shall provide a means to allow a user to securely access and update their digital assets.
	[PR 5.13.6-1]
[PR 5.15.6-1]
[PR 5.16.6.2-1]
	

	[CPR 5.3]
	Subject to user consent, the 5G system shall be able to allow a trusted third party to retrieve the digital asset(s) associated with a user, e.g. when the user accesses a specific application.
NOTE: 	When a user accesses an immersive mobile metaverse service, the authorized third party (service provider) could obtain relevant digital assets of a user associated with that service.
	[PR 5.13.6-2]
[PR 5.15.6-3]
[PR 5.14.6-1]
[PR 5.15.6-2]
	

	[CPR 5.4]
	Subject to regulatory requirements and operator policy, the 5G system shall provide secure means to authorize the use of digital assets associated with a user (e.g. digital assets belonging to a third party customer). 
	[PR 5.16.6.2-2] 
[PR 5.13.6.5]
	

	[CPR 5.5]
	The 5G system shall provide mechanisms to certify the authenticity of the digital assets associated with a user.
	[PR 5.13.6-4]
	


4	Proposal
It is proposed to have a study in SA3 with objectives defined in S3ah-230060 document. Therefore, we request SA3 to agree on the SID proposal in S3ah-230060 to start the study on security aspects of 5G Mobile Metaverse services.
