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1	Decision/action requested
It is proposed to discuss and agree to this discussion paper. 
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3	Rationale
3.1	Background
There are several clauses in the 3GPP security specifications that are unclear or underspecified with respect to the exposure security. One example is in TS 33.501, clause 5.9.2.3:
- Internal 5G Core information such as DNN, S-NSSAI etc., shall not be sent outside the 3GPP operator domain.
- SUPI shall not be sent outside the 3GPP operator domain by NEF.
…
The term "3GPP operator domain" is stated in TS 33.501 [1] to define the boundaries for an Application Function and the behaviour of the 5G Core (see clause 5.9.2.3, 12.2) towards an Application Function (AF). The 5GC or rather the NEF is not allowed to disclose any internal 5G Core information such as DNN, S-NSSAI, SUPI to AF outside the 3GPP operator domain. However, the terms "internal 5GC information", "etc.", "outside", "3GPP operator domain", are not well defined or specified in technical terms. 
In addition there seems to be a misalignment between TS 33.501 [1] and TS 23.501 [3] with respect to the terms used for defining the trust domains and the different ways AFs can access internal NF services e.g.. in TS 23.501 [3], clause 4.2.3 shows a "trust domain" which defines boundaries for AFs from an architecture perspective. Based on these boundaries two different types of AFs can reside "inside the trust domain" or "outside the trust domain". The trust domain in TS 23.501 [3], clause 4.2.3 is the same as the trust domain for the SCEF defined in TS 23.682 [4], clause 4.2 as follows.
...
The trust domain (see figure 4.2-2) cover entities that are protected by adequate network domain security. The entities and interfaces within the trust domain may all be within one operator's control, or some may be controlled by a trusted business partner which has a trust relationship with the operator e.g. another operator or a 3rd party. The security requirements for the trust domain are out of scope of this specification.
...
The term "trust domain" in TS 23.501 [3] is not specified in terms of security and it does not seem to impact any security handling. On the other hand, the term "3GPP operator domain" seems to have an impact on the security handling of the NEF-AF interactions In S3-220542 [2], SA3 endorsed the proposal for the two terminologies in TS 33.501 [1] and TS 23.501 [3] to be aligned with the collaboration of the two groups, SA2 and SA3.
More details about the aforementioned misalignment are provided in S3-220542 [2].
It can also be observed that there are AFs which are allowed to access other 5G Core NFs directly via SBA interfaces. These AFs are considered by TS 33.501 [1] as being "inside the 3GPP operator domain", therefore the 5G Core network is allowed to share internal 5G Core information to these AFs. 
There is at least one example of a procedure in TS 33.501 [1], 16.6.3 in which an AF (internal or 3rd party) is allowed to access the internal 5G Core NFs via NEF for the sake of efficiency e.g., NEF is used for aggregation of responses from different NFs to a single AF request. Such AFs use NEF SBA interfaces. TS 33.501 [1], clause 5.9.2.3 is not entirely clear whether an AF interacting with the NEF is considered inside or outside the 3GPP operator domain. 
Another observation is that an AF may possess internal 5G Core information due to deployment configuration. This internal 5G Core information may be used in the NEF - AF interfaces in the AFs requests to the NEF. It is not clear from TS 33.501 [1] or TS 23.501 [3] where these AFs are placed with respect to the "3GPP operator domain" or the "trust domain" respectively. The requirements and handling for the NEF - AF interface requests are specified in clause 12 but the authorization framework only mentions OAuth with no further information. Moreover, it is not clear if the requirements TS 33.501 [1] clause 5.9.2.3 (5G Core towards the AF) are used for the 5G Core responses to AFs requests (which undergo authorization as stated earlier).
3.2	Discussion
There seems to a need to specify or clarify the following aspects:
1)	The "3GPP operator" domain, its relationship with the "trust domain" from TS 23.501 [3] and the security related definition of such a domain. This, in turn, needs at least a set of security requirements in order for these definitions to be technically specified.
2) The properties of an AF so that from a NEF point of view the AF can be trusted with internal 5G Core information.
3) Request/Response authorization: The behaviour of the network upon AF requests for different types of AFs as well as responses to AF requests. This is the authorization mechanisms for the NEF - AF interfaces which may be of different types depending on the properties of an AF from aspect #2. 
Based on the discussion above it is proposed to perform a study in SA3 about how to address the aforementioned issues. 
4	Detailed proposal
It is proposed to perform a study in SA3 on exposure security and agree on the study proposal in S3ah-230057. 
