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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	850016
	Security for 5G_eSBA
	Rel-16 work item

	900020
	Study on enhanced Security Aspects of the 5G Service Based Architecture
	Rel-17/Rel-18 study item



Dependency on non-3GPP (draft) specification:
3	Justification
3.1 Background
From its beginning in Rel-15, SBA security has provided mutual authentication between network functions and network entities, interface protection with TLS, and token-based authorization using OAuth 2.0. It was extended in Rel-16 to cater for indirect communication scenarios using the SCP (Service Communication Proxy), and then further clarified in Rel-18, e.g., capturing the hierarchical NRF scenario and clarifying the verification of access token requests.
The intention with this proposal is to continue in the spirit of the Rel-18 clarifications. While SBA security is rolled out by operators and vendors and is being scrutinized by researchers, it is only natural that clarifications and minor additions become necessary that go beyond what can be addressed in maintenance CRs. Competing solutions will most likely exist that need to be evaluated and compared before choosing one of them to be normative. In the rest of this section, we identify the aspects that need further studies and present arguments for the need.
3.2 Aspects that Need Further Studies
3.2.1 Consistency between NF Profile and Certificate at the NRF
An NF can use the service operation Nnrf_NFManagement_NFRegister_request (for brevity, referred to as register request) provided by the NRF to register the NF’s profile when the NF becomes operative for the first time. The NF can also use the service operation Nnrf_NFManagement_NFUpdate_request (for brevity, referred to as update request) of the NRF to update the NF’s already-registered NF profile. This update may be triggered, for example, after a scaling operation. Clauses 4.17.1 and 4.17.2 in TS 23.502 describe these two service operations in detail, and Clauses 5.2.7.2.2 and 5.2.7.2.3 in TS 23.502 describe input parameters that the NF can send in the register and update request. The parameters which must be (and can be) present in the NF’s certificate profile are presented in TS 33.310, Table 6.1.3c.3-1: NF TLS Client and Server Certificate Profile. 

The NOTE 3 in Clause 4.17.1 in TS 23.502 states that whether the NF profile sent by NF to NRF needs to be integrity protected by the NF and verified by the NRF is to be decided by SA3. The values of the NF profile parameters that are sent by the NF in the register and update requests should be consistent with the values of those parameters, if present, in the TLS client certificate associated with the NF that the NRF uses to authenticate the NF. 

The consistency between the profile and certificate is important because, otherwise, an NF Service Consumer can change important parameters in its NF profile at the NRF, whenever it wishes, to obtain an access token to access a service that the NF Service Consumer is not entitled to. This is because, for evaluating the authorization logic, the NRF may use the values of an authorization parameters fetched from the NF service Consumer’s profile, not the corresponding values from the certificate even if the latter are the only values that are integrity protected and have authority given by the CA. Likewise, the NRF may verify the values of an authorization parameter sent in the access token request with the values of those parameters in the NF Service Consumer’s profile and not in the certificate. If the corresponding values in profile and certificate of the NF Service Consumer at the NRF are consistent with each other, the NF Service Consumer cannot do such malicious manipulation. 

The current specification does not include any requirements (or verification steps) towards ensuring that the profile and certificate of an NF are consistent with each other.

3.2.2 Verification of the Access Token by NF Producer 
According to Step 2 in Clause 13.4.1.1.2 in TS 33.501, an NF Service Producer ensures the integrity of the access token presented by an NF Service Consumer by verifying the signature in the access token using NRF’s public key. However, the current specification does not specify the following:
· How does the NFp ensures that the issuer claim in the access token is legitimate.
· When public-key based signatures are used to sign the access token, a mechanism for NF Service Producers to retrieve the authentic public key associated with the private key that the NRF has used to produce the signature in the access token.

Currently, the information related to the public keys needed to verify the signature in the access token is assumed to be configured manually at the NFp. Manual configuration does not scale well and is error-prone. A dynamic mechanism for NF Service Producers to obtain the right public keys would be both more efficient and more secure since, e.g., keys can be provisioned and updated more reliably and easily. 

If the issuer claim is not validated, then a malicious NF Service Consumer may be able to trick an NF Service Producer to accept an access token that has not been signed by a legitimate NRF that the NF Service Producer trusts. This means the NF Service Consumer can obtain unauthorized access to an NF Service Producer.


3.2.3 Authorization of notification
According to the current specification, an NF is not required to present authorization when sending notifications to another NF. However, the usage scenarios of notifications have been extended beyond what was initially envisioned, and with that notifications could be a security risk. For example, notifications to AMF, maliciously or mistakenly sent by any other NF, may cause the AMF to deregister UEs (S3-223590). Therefore, to mitigate such security risks, it should be studied whether an NF that receives a notification from another NF should be able to verify if the sender NF is authorized to send the notification. 


3.2.4 Verification of input parameters (e.g., slice-related information) in access token requests​
An NF Service Consumer sends various parameters in the access token request to the NRF to obtain access token to access the service(s) of an NF service producer. Some of these parameters are mandatory, some are conditionally mandatory, and some are optional. These parameters are listed in TS 29.510 in Table 6.3.5.2.2-1: Definition of type AccessTokenReq. The NRF uses the values of these parameters sent in the access token request to evaluate in its authorization logic. 
[bookmark: S3-213209][bookmark: S3-223860]It is important that before the NRF uses the values of a parameter sent by the NF Service Consumer, the NRF verifies that the NF Service Consumer is allowed to use the parameter value. Without this verification, an NF Service Consumer may be able to trick the NRF to grant an access token to the NF Service Consumer to use services provided by an NF Service Producer that the NF Service Consumer is not entitled to access. An example of such malicious behaviour is recorded in the white paper "5G Network Slicing Security in 5G Core Networks". The white paper explains how the slice related information of a target slice (e.g., S-NSSAI) included in the access token request sent by an NF Service Consumer may trick the NRF to provide an access token that the NF service consumer is not entitled to. SA3 has addressed the threats described in the white paper as explained in the LS S3‑213209 and the CR S3‑223860. However, the requirement to verify slice-related input parameters is currently not mandatory, and not described in detail. Hence there remains a risk that slice operations associated with an NF Service Producer is impacted by consumers from another slice which ruins an intended separation in slice services.
4	Objective
The objective of this study item is to analyse potential threats and security impact stemming from the threats, study necessary security enhancements, and document decisions about solutions to be adopted — in relation to the authorization framework used in the 5G core network’s Service Based Architecture. In particular, the following topics are addressed:

· Consistency between NF Profile registered by an NF at the NRF and Certificate(s) of NF that the NRF uses to authenticate the NF. 
· Validation of the issuer claim in the access token.
· A dynamic mechanism for NF Service Producers to retrieve the authentic public key associated with the private key that the NRF has used to produce the signature in the access token. 
· Enabling an NF that receives a notification from another NF to verify if the sender NF is authorized to send the notification.
· NRF verifying the values of the input parameters (those for which the verification was not addressed in Release-18) in access token requests.

5	Expected Output and Time scale
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