[bookmark: _Hlk145348135]3GPPSA3-e(AH) for Rel-19 SID/WID workshop	S3ah-230048
Online 27-28 September 2023

[bookmark: _gjdgxs]Source:	IIT Delhi, IIT Bhilai
Title:	Discussion paper on Security and Privacy Aspects of Subscription Permanent Identifier (SUPI).
Document for:	Discussion
Agenda Item:	3
1	Decision/action requested
It is requested to discuss the discussion paper on Security and Privacy Aspects of Subscription Permanent Identifier (SUPI).
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3	Rationale
Please see details proposal.
4	Detailed proposal
New security challenges are expected to arise as 5G and future networks evolve. To enhance security in this context, zero-trust security (ZTS) [1] is one of the recommended approaches by NIST[2], and when combined with other security standards, a comprehensive security framework can be constructed for future networks. As data privacy regulations become more strict, a zero-trust architecture can provide a better framework for future generation wireless telecom networks. 
In zero-trust security model, if a Subscription Permanent Identifier (SUPI) is available in cleartext to the Serving Network, it can potentially raise numerous security threats, like privacy breach, location tracking, linkability, traceability, insider threats, and network attacks, just to name a few.   
	
Privacy breach: SUPI is a unique permanent identifier associated with a subscriber’s identity, and if the Serving Network (SN) has access to SUPI, it can lead to a privacy breach. This further leads to linkability (the ability to link multiple activities of the same identity) and traceability (the process of identifying various actions of the same identity) attacks.

Location tracking: The SN can able to track the subscriber’s real-time location. This location information can be misused for surveillance, stalking, and other malicious purposes.

Insider threats: There is a risk of insider threats within the SN. Insiders with access to SUPI may harm the privileges, compromise subscriber privacy, or engage in unauthorized activities. 

Network attacks: Having access to SUPI can increase the risk of network-based attacks. An attacker may exploit vulnerabilities in the SN architecture to launch attacks, like interception of communication, unauthorized access to sensitive data or man-in-the-middle attacks.

Impersonation attack: The availability of SUPI to the SN can enable impersonation attacks. SUPI may be used by the SN to masquerade as legitimate subscribers to access sensitive information. 

5	Conclusions and proposals
Conclusion: Considering ZTS, it is important from SA3 point of view to identify enhancements needed to ensure the security and privacy of SUPI in various use cases where SUPI is available in cleartext to the SN [3,4]. 
Proposal 1: New Release-19 study item for privacy preservation of SUPI in SN without hampering overall security architecture.
Proposal 2: Merge the problem statement mentioned in paper with other relevant study in Rel19.

