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1	Decision/action requested
It is proposed to discuss the security for XR Services. 
2	References
[1] 3GPP TR 23.700-60: "Study on XR (Extended Reality) and media services".
[2]	SP-231136 Study on Architecture enhancement for XRM Ph2.
3	Rationale
To support the XR (Extended Reality) and Metaverse Services, 3GPP has launched multiple studies. SA2 already completed the study of XRM (Extended Reality and media services) in R18 and concluded with the PDU set based QoS enhancements;  and RAN also made related study based on SA2’s work in Rel-18.  SA1 has studied the use cases and service requirements for enhanced XR-based services in Rel-19. SA2 in Rel-19 also starts the study on architecture enhancement for XRM phase 2.
Support for XR and media services based on PDU set handling from SA2 in R18
SA2 has completed the study of XRM (Extended Reality and media services) in R18 and concluded with the PDU set based QoS enhancements mechanism. The following is copied from TS 23.700-60[1].
[bookmark: OLE_LINK50]Excerpt #1:
[bookmark: _Toc117496317][bookmark: _Toc122517539][bookmark: _Toc113425890][bookmark: _Toc101526052][bookmark: _Toc97526900][bookmark: _Toc104882742][bookmark: _Toc122418184]In clause 4.1 Architectural Assumptions, it states that:
[bookmark: _Toc104883169][bookmark: _Toc113426406][bookmark: _Toc97526931][bookmark: _Toc101526315][bookmark: _Toc122518055][bookmark: _Toc117496833]NOTE 3:	It is assumed that some header information necessary for the identification of PDUs is not encrypted.

[bookmark: _Toc122517903][bookmark: _Toc113426256][bookmark: _Toc117496681][bookmark: _Toc104883108]Excerpt #2:
In clause 6.52 Solution #52: Consolidated Solution for PDU Set based QoS framework, it states that: 
NOTE 1:	Option 1 and 2 can only work if these headers are not encrypted (e.g. not carried above TLS/QUIC/DTLS layer).

Excerpt #3:
[bookmark: _Toc117496843][bookmark: _Toc122518065]In Clause 8 conclusion, subclause 8.4.2.2	PDU Set Information identification on UPF and supported N6 
protocols states that:
The detection and marking of the DL PDU Sets sent to the NG-RAN shall be done by the PSA UPF.
PSA UPF may identify the PDU Set based on instruction from SMF and packet header of N6 protocols:
-	By matching RTP/SRTP header and payload (RFC 3550/3711/6184/7798/draft-ietf-avtcore-rtp-vvc/draft-ietf-avtext-framemarking/AV1 RTP payload format [68] are supported).
NOTE 1:	In above cases, it is assumed that the RTP/SRTP header and/or payload necessary for the identification of PDU Set Information is not encrypted. 

[bookmark: OLE_LINK1] SA2’s new SID in R19 on Architecture enhancement for XRM Ph2
SA2 will continue the study on XR in R19, and is going to further investigate the enhancement for PDU Set based QoS handling. The following is copied from the new SID SP-231136[2].
Excerpt #4:
The following aspects will be studied:
WT1 Enhancement for PDU Set based QoS handling.
1.1 Study whether and how to enhance PDU Set related (e.g. new standardized 5QI, enhancements to Alternative QoS profiles, FEC) and PDU Set information (including Control Plane and/or User plane information provided by the AF/AS) and the corresponding PDU Set QoS handling enhancement. 
NOTE 1: this will require close coordination between SA4 and SA2.
1.2 Support QoS control and PDU Set identification for XR stream with e2e encryption (e.g. fully encrypted header, partially encrypted header). This is applicable for PDUs received at N6 for DL. 
1.3 Enhancements to support PDU Set based QoS handling in uplink direction. 
Observation：
To enhance the QoS for XR service, SA2 proposed PDU set based packet handling of XR multi-modality data flows to better utilize radio resources, and concluded that 5GS may perform filtering on PDU sets to selectively discard the packets from data flows with low priority based on radio utilization. 
In Rel-18, SA2 assumed the header information used to identify PDUs is not encrypted. The Excerpt#1 notes SA2’s work is based on the architectural assumption, which limits the scope of XR services to be not encrypted. The Excerpt#2 is one of  the example solutions that explains the current PDU set identification methodology can only be applied on the unencrypted headers of the protocol that transports XR services . In Excerpt#3, SA2 also concluded only unencrypted protocols can be supported for the PDU set identification handling. 
However, some application services require encryption to protect its XR services in reality. In Excerpt#4,  SA2’s new SID in R19 is going to study “Support QoS control and PDU Set identification for XR stream with e2e encryption (e.g. fully encrypted header, partially encrypted header)”.  This enhancement  will investigate the PDU Set based QoS handling for XR stream with e2e encryption (e.g. STRP or encrypted by TLS/QUIC/DTLS layer) , for example, if the XR traffic is transported with  QUIC, how can the current PDU set based approach be applied. From the security aspects, how to meet the security requirements (e.g. the confidentiality and integrity) for the XR streams/services based on SA2’s PDU set based packet handling procedures requires further work and specification from SA3, in coordination with SA2. 

4	Detailed proposal
Considering the security risks, SA3 needs to study the security aspect to better support XR services. Therefore a SID is proposed in a parallel contribution S3-23XXXX. 

