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1
Decision/action requested

This contribution discusses the security concetns for dual 3GPP access.
2
References

[1]
3GPP TR 22.841 v1.1.0: "Study on Upper layer traffic steer, switch and split over dual 3GPP access."
3
Rationale

3.1
General
TR 22.841 captures a set of use cases and potential service requirements related to 5G system support of traffic steering, switching and splitting of UE’s user data (pertaining to the same data session), across two 3GPP access networks. With the considering of a single PLMN subscription, different scenarios are proposed for dual 3GPP access:

-
same PLMN,

-
two PLMNs,

-
between a PLMN and an NPN.

SA2 is planning to study the overall architecture and function enhancements to support access traffic steering, switching and splitting via two simultaneous 3GPP access networks. It is also specified by SA2 that SA3’s contribution is needed when studying a sub work task, namely, whether and how to enhance registration and security aspects for supporting access traffic steering, switching and splitting via two simultaneous 3GPP access networks.

3.2
Potential security concerns
While the traffic steering, splitting, and switching of user data over two 3GPP accesses in the 5G system offer benefits in terms of seamless mobility and resource optimization, there are potential security concerns that need to be addressed to secure the enhanced procedures and ensure the privacy and integrity of user subscription credentials. Since UE has a single subscription credentials to register via the different 3GPP accesses, the single credentials will be used in one AMF or shared between two different AMFs or one AMF and one MME. 

During UE registers through the second 3GPP access, the network needs to generate a set of UE securty context for the UE associated with the second 3GPP access path. However, the generation process for this set of UE security context may be different with exisitng procedures because there is existing UE security context associated with the first 3GPP access path. Whether and how to negotiate and generate a new set of UE security context for the second 3GPP access path needs to be studied. How the new set of security context is stored and handled in UE, AMF, UDM as well as other network elements also needs to be considered.   

As a UE transitions between different RANs and handovers between different gNBs or eNBs, a new set of UE security context needs to be generated for the UE associated with the newly established 3GPP access. Since there is existing UE security context associated with the 3GPP connection which is going to be replaced, how to efficiently generate the new set of UE security context as well as how to handle the old security context need to be studied.
4
Detailed proposal

Considering the security risks, SA3 needs to study the security for dual 3GPP access traffic steering, switching and splitting. Therefore, a SID S3ah-230042 is proposed as a parallel contribution.
