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1
Decision/action requested

Propose to discuss the security issue rasied in clause 3.
2
References

[1]
3GPP TS 33.501: "Security architecture and procedures for 5G system".

[2]

3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol Specification".

[3]
3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".

[4]
3GPP TS 23.502: "Procedures for the 5G System".

3
Discussion

3.1 Review AS SMC procedure 

AS SMC procedure is an essential procedure since 4G age, and the procedure is the same in 4G network and 5G network. The AS SMC procedure can be found in clause 6.7.4 of TS 33.501[1].

In TS 38.331[2], the AS security activation contains two branches, i.e. successful and failure.

“
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Figure 5.3.4.1-1: Security mode command, successful
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Figure 5.3.4.1-2: Security mode command, failure

”

3.2 A key misalignment case

The below figure shows an AS SMC failure case. In this case, the UE and the gNB will use different keys to verify the AS SMC message.
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1. The UE sends a Registration Request message to the UE.

2. The AMF may start the primary authentication procedure with the UE.

3. The AMF sends NAS SMC#1 to the UE. After sending the NAS SMC#1, the AMF starts timer T3560#1 according to TS 24.501[3]. When the UE receives the NAS SMC#1, it verifies the NAS SMC#1. If it successes, the UE replies the NAS SMP#1 to the AMF, and generates the KgNB#1 using the uplink NAS COUNT in NAS SMP#1.

4. However, the NAS SMP#1 is not received by the AMF before the T3560#1 expires. This may be because the condition of the air interface is not stable, or the link between the UE and AMF is not stable at the moment.  

Based on the T3560#1 expiration, the AMF sends a new NAS SMC#2 message to the UE, and starts a new timer T3560#2.

When the UE receives the NAS SMC#2, it verifies the NAS SMC#2. If it successes, the UE replies the NAS SMP#2 to the AMF, and generates the KgNB#2 using the uplink NAS COUNT in NAS SMP#2.

5. But, the NAS SMP#1 is received before the NAS SMP#2 at the AMF. Then the AMF verifies the NAS SMP#1, and generates the KgNB#1. The AMF sends the Initial Context Setup message to the gNB that carrying the kgNB#1.

6. The gNB sends AS SMC message with the keys generated by KgNB#1, while the UE verifies the AS SMC using the keys generated by KgNB#2. Thus, the AS SMC failure message is received by the gNB.

7. The gNB sends RRC release message to the UE with a waitTime.

Observation 1: The key misalignment between the UE and gNB is because the NAS SMP#1 is delayed and arrives at the AMF after AMF resending the NAS SMC message due to wait timer T3560, meanwhile the UE handles the NAS SMC#2 successfully.
3.3 The definition of T3560

The following sentences are copied from TS 24.501[3]

“The AMF initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3560 (see example in figure 5.4.2.2).”
“

5.4.2.4
NAS security mode control completion by the network

The AMF shall, upon receipt of the SECURITY MODE COMPLETE message, stop timer T3560. From this time onward the AMF shall integrity protect and encipher all signalling messages with the selected 5GS integrity and ciphering algorithms.

”

“
b)
Expiry of timer T3560.

The network shall, on the first expiry of the timer T3560, retransmit the SECURITY MODE COMMAND message and shall reset and start timer T3560. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3560, the procedure shall be aborted.

”

“

	T3560

NOTE 6

NOTE 8
	6s

In WB-N1/CE mode, 24s

For access via a satellite NG-RAN cell, 11s
	5GMM-COMMON-PROCEDURE-INITIATED
	Transmission of AUTHENTICATION REQUEST message

Transmission of SECURITY MODE COMMAND message
	AUTHENTICATION RESPONSE message received

AUTHENTICATION FAILURE message received

SECURITY MODE COMPLETE message received

SECURITY MODE REJECT message received
	Retransmission of AUTHENTICATION REQUEST message or SECURITY MODE COMMAND message


NOTE 6:
In NB-N1 mode, the timer value shall be calculated as described in subclause 4.17.

NOTE 8:
In WB-N1 mode, if the UE supports CE mode B and operates in either CE mode A or CE mode B, then the timer value is as described in this table for the case of WB-N1/CE mode (see subclause 4.19).

”

Observation 2: According to the definition of T3560, when the AMF sends the NAS SMC message, it starts the T3560. And when the timer T3560 expiries, the AMF will retransmit the SECURITY MODE COMMAND message to the UE.

Proposal: Address this issue in R-19 timeline, e.g. by a SID, or a potential CR, or a potential CR and cooperation with RAN2 based on the agreement in SA3. 
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