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1
Decision/action requested

It is proposed to discuss the security enhancements for NEF service. 
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Rationale
3.1
NEF service status and motivation for security enhancement
3.1.1 NEF service status 

Currently, the NEF Northbound interface is specified between the NEF and the AF, which allows the AF to access the services and capabilities provided by 3GPP network entities. TS 29.522 [1] specifies the procedures triggered at the NEF by API requests from the AF and by event notifications received from 3GPP network entities. In TS 29.522 [1], 28 procedures are specified, which means various 3GPP features are developed based on the support of network exposure service.
Observation 1: Network exposure service provides support for various 3GPP features.
3.1.2 Motivation for security enhancement    

During the discussion in SA workshop in June, GSMA has highlighted the issue on mitigation against external attacks in SWS-230004. “Rel-19 shall further improve protection of assets, examine potential threats associated with vulnerabilities and enhance system resilience against external attacks.” As the mediating entity between the core network and external AFs, NEF plays a significant role to mitigate the potential attack from malicious AF. The security protection provided by NEF is an important feature.

3.2
Security protection status

Currently, the authorization in NEF is specified in clause 12.4 in TS 33.501[2] where it is stated that after the authentication, NEF determines whether the AF is authorized to send requests to the target NF. In addition, the NEF is required to authorize the requests from the AF using OAuth-based mechanism according to the provisions given in RFC 6749 [3].
Unlike to how the use of OAuth token was profiled for SBA in TS 33.501 [2], the related requirement for NEF remains at a high level. 

3.3
Potential issues

3.3.1
Lack of guidance
In RFC 6749 [3], OAuth 2.0 defines four roles including resource owner, resource server, client and authorization server. In the case of authorization in NEF, the mapping of role and network entity is not explicitly defined. The authorization grant used for NEF is not clear. Currently, there are four options (including authorization code, implicit, resource owner password credentials, client credentials) on the table. In addition, RFC 6749 [3] only specified the authorization framework. The details for using OAuth 2.0 (e.g. the extent provided by the authorization token) are missing. 

In the SA3#112 meeting, S3-234217 was agreed that “If a token is generated for AF authorization, such a token can include specific information depending on the procedure, e.g. clause 16.6.3.” However, the common part in the token and the level of authorization are still not clear. 
3.3.2 Granularity of authorization
The topic of NEF authorization has also been debated in several past studies. Such related discussions can be grouped as follows depending on the authorization granularity level: 
· AF-level authorization: 

Attack example: A malicious AF may use AF_ID 1 for authentication and user AF_ID 2 for service request. 
Potential requirement: Considering the authentication process and service request process may be performed in different procedure, the AF-level authorization is required. For example, NEF shall verified the AF_ID using the server request and confirm that the AF_ID aligns with the AF_ID using in the authentication procedure. Similar requirements are already included in AKMA and GBA specification. 

· Service-level authorization

Attack example: A malicious AF may use AF_ID 1 for authentication and request invalid service. 
Potential requirement: NEF checks whether the requestor is allowed to perform the requested service operation by checking requestor's identifier (i.e. AF Identifier). Similar requirements are already specified in external parameter provisioning in TS 23.502 [4].
· Resource-level authorization
Attack example: An AF associated with a UE/group/network might use the NEF API to manipulate resources not assigned to the AF. For example, the malicious AF configures the fake UE data to the network side, in which the victim UE is not in the scope of the AF's management.  
Potential requirement: Ownership checks may be required. More precisely the NEF checks whether the requestor is allowed to perform the requested service operation towards the resource. Similar requirements were discussed under different WIs but not concluded. For example, in PIN study, authorization of PIN capabilities was discussed in TR 33.882 [5]. It is proposed that the NEF restrict resource request from an Application Function associated with a PIN to the resources associated with the PIN. In the NTN study, the authorization in NEF was also discussed in TR 33.700-28 [6] where it is proposed that the AF/external server is authorized by NEF to provide satellite coverage availability information to 5GC.
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Detailed proposal
Based on the rationale above, it’s proposed to start a corresponding SID to enhance the security for NEF service with the following objectives.
1. Identify the additional security threat and requirement for network explore services in NEF.

2. Study the details (e.g. role, authorization grant, the extent provided by the authorization token) for using OAuth 2.0 in the authorization of AF’s requests.

3. Clarify the granularity of authorization and study the solutions, which are applicable for all or multiple use cases.

4. Other security issues related to NEF if identified in the enhancements made by other WGs in Rel-19.

