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3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 	Study on 5G Security Enhancement for Ambient IoT Service	

Acronym:	FS_AmbientIoT_Sec

Unique identifier:	
{A number to be provided by MCC at the plenary} 
Potential target Release:	Rel-19

1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	X
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item 
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_AmbientIoT
	SA1
	950004
	Study on Ambient power-enabled Internet of Things

	FS_Ambient_IoT_RAN
	RAN plenary
	970078
	Study on Ambient IoT (Internet of Things) in RAN



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 



Dependency on non-3GPP (draft) specification:
{This section is to be typically used to identify the IETF dependencies. Delete the header "Dependency on non-3GPP (draft) specification:" if no such dependency}
3	Justification
The Ambient IoT topic has been already studied in several groups and is being discussed as one of the candidate topic for the R19 package. In SA1, the Ambient IoT Study for R19 has progressed well and reached over 80% completion. TR 22.840 documents the use cases, traffic scenarios, potential requirements and KPIs of ambient power-enabled IoT. In RAN plenary, the Ambient IoT Study for R18 is already finalized in TR 38.848, which documents the deployment scenarios, use cases, services and RAN design target. In SA2, R19 study item on 5G Architecture Enhancement for Ambient IoT Service was proposed in SA2#157 and 158 meeting. Discussion is also taken place during the R19 SA workshop in June and SA#101 meeting in September. Due to the large support, this topic will very likely be included in the R19 package. All these work has mentioned security issue and requires SA3’s work.
Considering that the Ambient IoT devices can be deployed in indoor and/or outdoor environment, the security threats and requirement need to be analysed, especially for devices in outdoor environment. However, the device power consumption and device complexity need to be considered as constraints for security designs. Whether the security features specified for normal UE/CIoT devices can be applied in the Ambient IoT devices needs further analysis. New solutions may be required for the security protection of the Ambient IoT services.
4	Objective
The objectives of this study are to identify key issues, potential security and privacy requirements and solutions with respect to Rel-19 enhancement for Ambient IoT services. Specifically:
· Identify the security threat and requirement for Ambient IoT services.
· Analysis whether the existing security feature can be applied for Ambient IoT devices considering the device constrains.
· Study the security impact and potential enhancement for Ambient IoT devices.
· Other security issues if identified in the enhancements made by other WGs in Rel-19.
5	Expected Output and Time scale
{If this WID covers both stage 2 and stage 3, clearly indicate the different completion dates.}

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR

	33.xyz
	Study on 5G Security Enhancement for Ambient IOT Service
	TBD
	TBD
	Longhua Guo

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	



[bookmark: _GoBack]6	Work item Rapporteur(s)
Longhua Guo, Huawei Technologies Co. Ltd, guolonghua@huawei.com 

7	Work item leadership
SA3
8	Aspects that involve other WGs
Architecture aspects are for SA2 to study.
RAN coordination is needed for potential RAN impact.

9	Supporting Individual Members
	Supporting IM name

	Huawei

	HiSilicon

	CAICT

	CATT

	China Unicom

	China Telecom

	Apple

	




