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1
Decision/action requested

It is proposed to discuss the security enhancements for Ambient IoT Service. 
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Rationale
3.1
Status of Ambient IoT Service Study in other groups
The Ambient IoT topic has been already studied in several groups and is being discussed as one of the candidate topic for the R19 package.
3.1.1 Status in SA1 

The Ambient IoT Study for R19 has progressed well and reached over 80% completion. The corresponding TR 22.840 [1] documents the use cases, traffic scenarios, potential requirements and KPIs of ambient power-enabled IoT. The identified use cases include pre-stored data reporting (e.g. inventory in automated warehousing) and sensing data reporting (e.g. data collection in Power substation).
In addition, security and privacy issues and requirements are also discussed and captured in serval clauses (e.g, 5.1.6, 5.3.6) in TR 22.840 [1], which requires further work in SA3.
3.1.2 Status in RAN  

The Ambient IoT Study for R18 in RAN was finalized, which documents the deployment scenarios, use cases, services and RAN design target in TR 38.848 [2]. The study considers the following type of Ambient IoT devices grouped depending on their storage capacity:
-
Device Class A: No energy storage, no independent signal generation/amplification, i.e. backscattering transmission.

-
Device Class B: Energy storage, no independent signal generation, i.e. backscattering transmission. Use of stored energy can include amplification for reflected signals.

-
Device Class C: Energy storage, independent signal generation, i.e., active RF components for transmission.

In addition, security aspects are also mentioned in clause 6 in TR 38.848 [2].  
3.1.3 Status in SA2  
R19 study item on 5G Architecture Enhancement for Ambient IoT Service was proposed in SA2#157 and 158 meeting. Discussion is also taken place during the R19 SA workshop in June and SA#101 meeting in September. Due to the large support, this topic will very likely be included in the R19 package. In the WT#5 of study proposal in SA2 [3], the security issue is included as “architecture aspects to support authentication and authorization and privacy for the Ambient IoT devices, including validation of the device’s ID”.
3.2
Potential security work

3.2.1
Security threats and requirement
As documented in TR 38.848 [2], the Ambient IoT devices can be deployed in indoor and/or outdoor environment. This gives rise to new threats, especially for devices in outdoor environment. 
For example, for the pre-stored data reporting feature (e.g. inventory in automated warehousing), if an attacker impersonates the victim device and reports fake identification, the accuracy of the inventory result will be impacted. To mitigate such attack, network may need to authenticate the Ambient IoT devices. 
For data sensing reporting feature (e.g. data collection in Power substation), if an attacker modifies the sensing data, fake report will be sent to the client. To mitigate such attack, integrity protection may be required.

3.2.2
Target and constraints 

As documented in TR 38.848 [2], several working assumptions has been reached as RAN design target. The device power consumption and device complexity are considered as constrains for security designs. 
Considering the limited device power consumption and complexity, whether the security features specified for normal UE/CIoT devices can be applied or not needs further analysis. For example, the power consumption target for devices of type A is [≤ 1 μW] or [≤ 10 μW]. In this case it is very challenging if not impossible for the device to support all the security feature in TS 33.501 [4]. If the existing solution cannot be applied, new solutions may be required for the security protection of the Ambient IoT services.
4
Detailed proposal

Considering the fact that the Rel-19 deadlines have been already agreed, there is a risk that SA3 run out of time, should we not start the study work early enough. Therefore, SA3 should initiate such a study as soon as possible once the Rel-19 package is agreed. 
