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1
Decision/action requested

Discuss potential study on mitigations against unsecure UE selection between different generation networks.
2
References

3
Rationale

3.1
Attack scenario: Unsecure selection on decommissioned  2G or 3G network
It is worth noticing that throughout the history of mobile network deployments, as mobile network systems are continuously evolving and improving, operators periodically shift focus and investment to the newest generation network and obviously end up decommissioning older ones. This is in fact what is currently happening with many operators announcing the decommissioning of their 2G or 3G networks. In such circumstances, it is no longer appropriate to allow a UE supporting 2G or 3G networks to continue selecting such networks. 

While network selection is controlled by the network, a UE can still be fooled into selecting a deprecated generation network. For example, a false base station can employ high power to block 3G, 4G, or 5G signals, forcing a UE to only connect to a 2G network. Consequently, the UE becomes a target for all known attacks on such old generation network. 
Therefore, we should also consider more secure methods in the context of the decommissioning of 2G or 3G networks. For example, we can explore mechanisms that prevent UEs from selecting networks that have been decommissioned during the network selection phase. 
Observation 1: Considering the decommissioning of 2G and 3G networks, it is imperative to prevent UEs with 2G or 3G modules from selecting these networks to avoid severe FBS attacks, including signal blocking and fraudulent SMS.
3.2
Proposal
Consequently, we think a dedicated study is needed. 

This study will focus on mitigations against unsecure UE selection between different generation networks under consideration of decommissioning of older networks. The identified topics are:

-
Identify attack scenario on unsecure network selection between different generation networks, e.g. network selection on 2G or 3G is still available on the ME even though the 2G or 3G network has been decommissioned;

-
Identify potential security threats and requirements for the identified attack scenario. 

-
Study solutions for the identified security threats and requirements.
Proposal 1: A study is needed to investigate mitigations against unsecure UE selection between different generation networks.
4
Detailed proposal

According to analysis above, we have the following observations:
Observation 1: Considering the decommissioning of 2G and 3G networks, it is imperative to prevent UEs with 2G or 3G modules from selecting these networks to avoid severe FBS attacks, including signal blocking and fraudulent SMS.
Based on the observatios, we propose:
Proposal 1: A study is needed to investigate mitigations against unsecure UE selection between different generation networks.
