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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	950003
	Study on Integrated Sensing and Communication
	service requirements of Integrated Sensing and Communication


3	Justification
Wireless sensing technologies aim at acquiring information and characteristics about a remote object without physically contacting it (e.g. using NR RF signals). The feasibility and potential KPIs of Integrated Sensing and Communication (ISAC) are studied by Stage 1 in TR 22.837, including potential use cases such as smart transportation, low-altitude UAV, smart factory, smart city, smart home, meteorology monitoring and security. The sensing data of the object and its surrounding can be utilized for analysis, so that meaningful information and characteristics (i.e. sensing result as defined in TR 22.837 [1]) about the object can be obtained. The sensing result may include shape, size, speed, location, of the sensing objects. 
Currently, Stage 1 finished the study phase and will initiate normative work to offer consolidated functional requirements on general requirement for sensing operation/service, discovery of sensing device, sensing operation control, sensing data collection/delivery, sensing result derivation, sensing result exposure, security and charging.
Due to the fact that the sensing result may benefit the service experience of UE, network service experience and AF (e.g. for verticals), the necessity of providing architecture enhancement for ISAC had been discussed among SA and RAN widely. The architecture enhancement may involve sensing service initiation, discovery and selection of sensing entities, signalling interactions for sensing services, sensing data transmission and handling, sensing result exposure, policy control, differentiated QoS, security and privacy.
Based on the observations above, SA3 shall be responsible for providing future-proof security solutions in order to support sensing services.
4	Objective
The following are the potential objectives of the study of ISAC security in SA3:
· Authentication and authorisation during sensing services, e.g. service initiation and exposure
· Security and privacy aspects for the entire process of sensing service, covering all communication and involved entities.
The output to address the above objectives shall have backward compatibility to leave space for the future enhancement for sensing security.
5	Expected Output and Time scale
{If this WID covers both stage 2 and stage 3, clearly indicate the different completion dates.}

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.xyz
	Study on Security Aspects to support Integrated Sensing and Communication
	
	
	

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	



6	Work item Rapporteur(s)
Ao Lei, Huawei, leiao@huawei.com
7	Work item leadership
SA3
8	Aspects that involve other WGs

9	Supporting Individual Members
	Supporting IM name

	Huawei

	HiSilicon

	China Telecom

	China Unicom

	China Mobile
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