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1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	X
	X
	

	No
	X
	X
	
	
	

	[bookmark: _gjdgxs]Don't know
	
	
	
	
	X



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*



2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A

	
	
	
	



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	N/A
	N/A
	N/A



3	Justification
Any data collected by network management systems (NMS) or OAM for various operational, maintenance and management tasks can be considered as management data. In this document, management data is referred to as any data collected for FCAPS (Fault, Configuration, Accounting, Performance, Security) or for troubleshooting and OAM (software updates, configuration updates, etc.) tasks. This includes alarms, configuration files, charging related information, KPIs and performance metrics, security event logs and logs collected for troubleshooting.
Various kinds of management data collected from various wireless network entities may contain privacy-sensitive data. Public IP Addresses, MAC Addresses, IMSI, GUTI, control plane parameters, subscriber names, email addresses, cell ids and names with information about the area, operator’s user identities, subscriber information collected for charging and billing, location information from UE and BTS, etc. can be considered as privacy sensitive information. While collecting logs for troubleshooting and other O&M activities, similar or comparable to syslogs, BTS snapshot logs, Trace data (trace messages, Minimization of Drive Tests (MDT) measurements, Radio Link Failure (RLF), and RRC Connection Establishment Failure (RCEF) reports), Performance Metrics (performance measurements and KPIs), configuration management data (like plan files, system configuration files, etc.) or Fault Management data (alarms) from various network entities, it is likely that privacy sensitive information is also included for debugging and other O&M purposes. If such data is shared with processing teams or applications across geographical boundaries, country-specific privacy requirements can get violated. 
NOTE that 3GPP TS 32.422 talks about obtaining user consent for data where “privacy indicator” is included in MDT and trace logging. Also, anonymization of data for management based MDT is specified in clause 4.7 and 5.10.12 in 3GPP TS 32.422. 
NOTE: User consent-based solutions are not considered in the scope of this study proposal.
[bookmark: _30j0zll]In a multi-vendor environment, where management and troubleshooting data is transmitted between entities provided by different vendors, it is important to conceal privacy-sensitive data to avoid possible misuse during the process of troubleshooting. For example, in a split-BTS scenario consisting of different entities/components, it is likely that different components of the BTS are supplied by different vendors. Troubleshooting any problem reported from live networks can require logs specific to the entity where the problem is reported as well as from other entities including NMS systems and OAM. Trace logs may be required to analyse interfaces between entities which may be supplied by different vendors, information related to call processing details, etc. Different 3GPP radio identifiers like TMSI, GUTI, IMSI, cell ids or names, or details of privacy-sensitive control plane information like UE location, priority Access, etc. may be required for troubleshooting purposes and could be included in various data collected for debugging. 
For this multi-vendor scenario, the separation of 3GPP-specific private information and vendor-specific private information should be considered. For the handling of 3GPP private information, the fulfilment of privacy is always of (own) interest, however, the fulfilment of privacy information that has been received due to standardized procedures has to be defined properly. Also, for charging and billing purposes, subscriber-specific information is exchanged between various NFs. In some cases, such information may be required to address specific trouble tickets raised by end customers and may be required to be shared with 3rd party automation systems or for manual analysis. Many operators may be using business process outsourcing, which would require the collection and sharing of management data with 3rd party systems including manual and automated systems. It is important to ensure that privacy-sensitive information is protected in such scenarios. Also, appropriate anonymization procedures should be applied to assure that  privacy sensitive information cannot be determined using the collected data. 
In existing wireless network deployments, whenever troubleshooting and/or any OAM tasks are required, various kinds of data is collected from remotely located network elements and network functions. This data is often sent to development and customer support teams in different countries. There are country-specific strict privacy requirements which mandate concealing any such data before being sent out to locations in other countries.
[image: ]
[bookmark: _1fob9te]Figure 1: Management data collection and sharing
[bookmark: _3znysh7]Figure 1 shows a system-level view of a possible flow of management data sent out for troubleshooting and other O&M tasks to remote locations, which could be in different countries.
Another aspect is the handling of privacy-related data during and after security certifications, i.e., vendors need to certify their products by 3rd party test labs, i.e., the products need to comply with 3GPP security assurance specification (SCAS). In this context, a 3rd party test lab is running test cases and is implicit collecting trace data which might contain privacy-related data. Furthermore, the data collected for the purpose of troubleshooting should only be maintained for as long as required, i.e., the data retention period should be configured keeping in mind the risk of privacy violation if the privacy-sensitive data is compromised.
4	Objectives
Based on the above justification, the following objectives will be studied:
1. Identify, detail, and classify potential privacy-sensitive information elements as well as RAN and CN interfaces that may be affected when management data is collected for O&M and troubleshooting purposes. 
2. Define mechanisms to protect the privacy for the affected interfaces and privacy-sensitive information elements, that are being collected in management data as well as when it is transmitted and stored, based on the classification of privacy-sensitive information.
a. NOTE: The anonymization of privacy-sensitive information must not impact the troubleshooting or OAM operations.
3. Define common processes and configurations for privacy protection of management data at rest, in motion, and in use.

NOTE: While preserving privacy, enable access to un-protected data by authorized personnel for lawful interception.
NOTE: User consent is not considered in the scope of this study.
TU estimates and dependencies

	[bookmark: _2et92p0]Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe) 
	Inter Work Tasks Dependency 
Editor’s Note: This column should highlight if WT#x is self-contained, or is dependent on the completion of other WTs

	1.
	2.5 TUs (5 meetings)
	1 TU (2 meeting cycles)
	Maybe
	Self-contained

	2.
	
	
	Maybe
	Depends on 1.

	3.
	
	
	No
	Depends on 1.



Total TU estimates for the study phase: 2.5 TUs (5 meeting cycles)
Total TU estimates for the normative phase: 1 TUs (2 meeting cycles)
Total TU estimates: 3.5 (7 meeting cycles)

5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.xyz
	Study on privacy aspects of management data collection and sharing
	TBD
	TBD
	Rakshesh P. Bhatt, Nokia, rakshesh.p_bhatt@nokia.com 





	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TBD
	TBD
	TBD
	TBD

	
	
	
	



6	Work item Rapporteur(s)
Rakshesh P. Bhatt, Nokia, rakshesh.p_bhatt@nokia.com

7	Work item leadership
SA3
8	Aspects that involve other WGs
SA3 LI may need to be consulted for lawful interception related aspects.
SA5 may need to be consulted for certain aspects of management data collection and sharing.

9	Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	IIT Delhi

	Interdigital

	Lenovo

	AT&T

	CMCC
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1. Management data collected from different network entities sent to the
operator’s OAM/NMS may be including privacy sensitive information.

2. The management data may be sent to 3 party outsourced team for
analysis, or to 3™ party automated analysis application (Like SIEM).

- Privacy sensitive data may be exposed to numerous people. Typically, the
Customer Support Team and R&D teams are spread across the globe in
different countries. Country specific regulations require protection of privacy
sensitive information in such data.






3GPP TSG


-


SA3


-


e(AH) for Rel


-


19 SID/WID workshop


 


S3ah


-


230006


 


 


 


 


Source:


 


 


 


Nokia, Nokia Shanghai Bell


, IIT Delhi


, Interdigital


, Lenovo


, AT&T


, CMCC


 


Title:


 


 


 


New SID on Privacy aspects of management data collection and sharing


 


Document for:


 


 


A


greement


 


Agenda Item:


 


 


3


 


 


3GPP


™


 


Work Item Description


 


Information on Work Items can be found at 


http://www.3gpp.org/Work


-


Items


 


 


See also the 


3GPP Working Procedures


, article 39 and the TSG Working Methods in 


3GPP TR 21.900


.


 


Title: Study on privacy aspects of collection and sharing 


management data 


 


Document for:


 


A


greement


 


Acronym: 


 


 


FS_


Mgmt


_


data


_


privacy


 


 


Unique identifier:


 


TBA


 


Potentia


l target Release:


 


Rel


-


19


 


1


 


Impacts


 


Affects:


 


UICC apps


 


ME


 


AN


 


CN


 


Others (specify)


 


Yes


 


 


 


X


 


X


 


 


No


 


X


 


X


 


 


 


 


Don't know


 


 


 


 


 


X


 


 


2


 


Classification of the Work Item and linked work items


 


2.1


 


Primary classification


 


This work item is a …


 


 


X


 


Study 


 


 


Normative 


–


 


Stage 1


 


 


Normative 


–


 


Stage 2


 


 


Normative 


–


 


Stage 3


 


 


Normative 


–


 


Other*


 


 


2.2


 


Parent Work Item


 


For a brand


-


new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.


 


Parent Work / Study Items 


 


Acronym


 


Working 


Group


 


Unique ID


 


Title (as in 3GPP Work Plan)


 


N/A


 


N/A


 


N/A


 


N/A


 


 


 


 


 


 




3GPP TSG - SA3 - e(AH) for Rel - 19 SID/WID workshop   S3ah - 230006         Source:       Nokia, Nokia Shanghai Bell , IIT Delhi , Interdigital , Lenovo , AT&T , CMCC   Title:       New SID on Privacy aspects of management data collection and sharing   Document for:     A greement   Agenda Item:     3     3GPP ™   Work Item Description   Information on Work Items can be found at  http://www.3gpp.org/Work - Items     See also the  3GPP Working Procedures , article 39 and the TSG Working Methods in  3GPP TR 21.900 .   Title: Study on privacy aspects of collection and sharing  management data    Document for:   A greement   Acronym:      FS_ Mgmt _ data _ privacy     Unique identifier:   TBA   Potentia l target Release:   Rel - 19   1   Impacts  

Affects:  UICC apps  ME  AN  CN  Others (specify)  

Yes    X  X   

No  X  X     

Don't know      X  

  2   Classification of the Work Item and linked work items   2.1   Primary classification   This work item is a …    

X  Study   

 Normative  –   Stage 1  

 Normative  –   Stage 2  

 Normative  –   Stage 3  

 Normative  –   Other*  

  2.2   Parent Work Item   For a brand - new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.  

Parent Work / Study Items   

Acronym  Working  Group  Unique ID  Title (as in 3GPP Work Plan)  

N/A  N/A  N/A  N/A  

    

 

