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1. Introduction

H.248 is proposed as the control protocol used over the Mp interface between the SGSN server and the PS-MGW for alternative 1 of TR 23.873, i.e. the “SGSN server - PS-MGW” approach.

This contribution brings a discussion material and a proposal for the security section for alternative 1 in the TR 23.873.

2. Discussion

The H.248/Megaco protocol has considered security. The security consideration section in H.248/Megaco stipulates that the security mechanism for the H.248/Megaco protocol when transported over IP networks is IPsec (RFC2401 to RFC2411). It also recommends that H.248/Megaco implementations should use IKE (RFC2409) to permit more robust keying options. 

There is an ongoing discussion in the scope of the S3 work item “Network Domain Security” on if, when and how to use IPsec and IKE. The working assumption in S3 is that all nodes within a network will be IPsec enabled but it is up to the operator to use IPsec. IKE is an optional mechanism for a scalable key distribution mechanism.

3. Conclusion

The security mechanisms IPsec/IKE that are recommended for H.248/Megaco fits well into the security architecture that is under design in S3 for the UMTS R4/R5 network. 

4. Proposal

It is proposed that the following text is added to section 6.9 Security in TR 23.871:

“The security mechanisms IPsec/IKE can be used on the Mp interface. IPsec/IKE are recommended for the H.248 protocol and are parts of the security architecture that is under design in S3 for the UMTS R4/R5 network.”

































































































