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1. Introduction

2. This contribution proposes an approach for how to perform lawful interception in a split SGSN architecture, i.e. when there is an SGSN server and a PS-MGW.

3. Discussion

Details are omitted from the sequences shown in this chapter to focus on the issue of the decomposition. 

The existing PS protocols will remain unchanged if implementing the decomposition as suggested in this contribution. 

3.1.1 The H.248 protocol is proposed to be used between the SGSN server and the PS-MGW, and this protocol will require some extensions. The extensions of the protocol are in line with the original purpose of H.248.

3.1.2 Lawful Interception of Content of Communications

To enable the PS-MGW to intercept Content of Communication (CC), or in other words user plane packets, and forward these to Delivery Function 3 (DF3), the SGSN server must order the PS-MGW to set up a one way connection towards DF3 for every applicable PDP Context. The SGSN server must give the PS-MGW the parameters that are necessary to set up these one way connections, and the parameters that the PS-MGW must insert into the intercepted packets.

In the current lawful interception specification (3GPP TS 33.107) it is an option to have the DF3 co-located with the SGSN. When the SGSN is split into an SGSN server and a PS-MGW, the DF3 should not be co-located with the PS-MGW. If this was an option, extra functionality would be required at the Administration Function (ADMF) and at the SGSN server in order to know which of the PS-MGWs have a co-located DF3 and which PS-MGWs are stand alone.

In case security is required at the interface between the PS-MGW and the SGSN server, this should be provided on transport level for all communications. There should not be specific security for the lawful interception function on this interface.

In case security is required at the interface between the PS-MGW and the DF3, this should be provided on transport level.

The below figure shows the sequence for setting up the one way connection towards DF3, and the forwarding of intercepted CC. The set up of the PDP contexts for the MS is not shown in the figure as this is irrelevant for the interception of CC, and also this will be identical to the PDP Context Activation procedure described in chapter 6.4 “Session Management”.
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1) Figure 1: Lawful Interception of CC

2) The SGSN server sends the "ADD/MODIFY Request" message to the PS-MGW to order set up of a communication path towards DF3, when the CC must be intercepted for this PDP context. This message will contain the Destination Address of the DF3 and a container parameter (this will consist of the Target ID, the Correlation Number and the Target Location or the Interception Area in case of location dependent interception)
. 

The PS-MGW returns the "ADD/MODIFY Response" message to the SGSN server.

3) If each of the ‘tunnel end points’ towards DF3 is set up in a separate H.248 Termination for every PDP context, the “ADD” command is used in this step. If the ‘tunnel end points’ going towards the same external address (here, the one towards the DF3) are set up in the same H.248 Termination for all the PDP contexts sharing a given PDP address and APN, then the “MODIFY” command can be used in this step. (The “ADD” command is used if this was the first PDP context to be monitored, or if several PDP contexts were requested to be monitored at the same time.)

4) A GTP-U packet is received from the UTRAN.

5) The GTP-U packet is forwarded to the GGSN.

6) The intercepted packet is modified in the format required by the DF3 and is sent to the DF3.

7) A GTP-U packet is received from the GGSN.

8) The GTP-U packet is forwarded to the UTRAN.

9) The intercepted packet is modified in the format required by the DF3 and is sent to the DF3.

When the lawful interception is terminated, the SGSN server sends a “MODIFY/SUBTRACT Request” message, and the PS-MGW responds with a “MODIFY/SUBTRACT Response” message. The SUBTRACT is used if the whole H.248 Termination is released. The MODIFY is used if monitoring of one PDP context is terminated while the H.248 Termination still intercept packets on other PDP contexts.

3.1.3 Lawful Interception of Intercept Related Information

The IRI (Intercept Related Information) is control layer signalling, and therefore this must be handled in the SGSN server.

4. No changes are introduced by the split of the SGSN.

5. Proposal

6. It is proposed to include sections 2.1.1 and 2.1.2 in chapter 6.7 “Lawful Interception” of TR 23.873, i.e. into alternative 1.

7. Conclusion

This paper proposes an approach for how to perform lawful interception in a simple way in a split SGSN architecture with minimum impacts on the current architecture, thus allowing for a smooth, backward compatible evolution of the PS CN domain towards a more efficient handling of signalling and data traffic.
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