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The following email was recently sent to the SA2 list.  

It is presented here to add to the discussion on this subject.

Dear S2,

At the S2 meeting in Bristol, some discussion took place on the

topic of network (topology) hiding. The result of this discussion

was captured in document 23.228 sec 4.4. However, different

interpretations of this requirement have previously lead to some

discussion on the S2 reflector about the details of this

requirement. In Bristol, it was agreed to re-initiate the

discussion on the reflector on this topic, in order to come to a

common understanding of this issue. The below text is attempting

to explain the reasoning behind this requirement. We welcome your

views, comments, etc, and look forward to a stimulating

discussion on the S2 reflector.

Kind regards,

Romeo Zwart

---------------------------------------------------------------

Network hiding requirements

In our view the requirement for hiding of the network internals

between operators has several elements:

    1/ Ease of network topology changes

    The hiding of network internal details from the outside world

significantly reduces the complexity of network operations. In

the case that network details ( i.e. S-CSCF addresses) are known

by other external network elements, changes to the network

topology need to be propagated to network elements outside of the

operators network. This would make network topology changes

considerably more complex and is therefore highly undesirable

from a network management perspective.

    2/ Ease of maintenance of network elements (i.e. S-CSCF's)

    Another aspect related to network management is in the

complexity in maintenance of the network. If S-CSCF's are hidden

from external systems, they can be taken out of service without

any need to synchronize this with external network elements. In

the absense of this option, complicated  mechanisms are needed to

acertain that external network elements will not (attempt to) set

up calls through S-CSCF's that have been taken off-line or are

otherwise unavailable.

   3/ Security associations between CSCF's

   Again for reasons of manageability and operations simplicity,

it is desirable to keep the number of security associations in

the network low. By limiting the external traffic to a limited

number of systems (the I-CSCF's) a significant reduction of the

required security associations between network elements is

achieved. Additionally, in case of direct (inter-operator)

communication between S- and P-CSCFs, a mechanism for key

exchanges between operators needs to  be developed.

    4/ Competitivity aspects

    Details of an operator's network are generally considered

sensitive business information that operators are reluctant to

share with their competitors. While there may be situations

(partnerships or other business relations) where the sharing of

such information is appropriate, the possibility should exist for

an operator to determine whether or not the internals of its

network need to be hidden.

Summarizing, it is our believe that a mechanism to hide the

operators network details from other operators presents a number

of strong benefits in the day to day management of the network,

leading to significantly lowered cost of ownership for network

operators. Also we believe that it will not always be appropriate

for operators to provide detailed information about their network

configuration to other operators. Therefore it is important that

a mechanism is provided that allows the operator the flexibility

to implement a 'hidden' network when and where that is considered

appropriate.
