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Introduction

This contribution was triggered by the email (Sept 25th) from Mr. Bill Marshall of AT&T Research regarding Call Flow interactions with QoS. In particular this contribution provides some discussion material regarding all three of the requirements expressed in that email: prevention of call defects, theft of service, and denial of service.

Specifically, the discussion of call defects, theft, or denial of service triggered thoughts about how the call flows and session call control would enact different types of session proceeding or denial messages and/or tones. These tones and announcements could be used to indicate session establishment and/or session denial responses from the operator’s network as result of call defects, theft, and denial of service occurrences.

Problem (extracted from email) 

1.  Prevention of call defects

Resources need to be available prior to any alerting of the called party, to prevent a blocked call from becoming a call defect.

There are certainly many kinds of call defects, some due to mid-call cutoffs, some due to "high and dry", and (in some future definition) some due to bad quality.  The overall service usually has a metric for call defect rate, and a budget that divides that allowable rate among all the possible causes.

In this case, the particular type of call defect is due to resources not being available to complete a call after the called party has been alerted.  The calling party may hear a ringback turn into fast busy; the called party just gets a dead line.  This is definitely a situation to be avoided. 

2.  Prevention of Theft of Service

Resources need to be authorized by a CSCF prior to being used, to prevent theft of the service.  The authorization needs to contain two parts

a) the specific bandwidth authorized (e.g. AMR audio only, not full motion video)

b) the specific destination of the packet stream, to prevent use of the resources for other connections

Further, (c) mechanisms are needed to ensure the resources are not used prior to signaling of call completion, and not used after signaling call termination.

3.  Prevention of Denial of Service

Denial of Service attacks need to be restricted, if not eliminated. Specifically:

a) the bandwidth authorized in (2a) must be the smallest amount consistent with the session requirements

b) resources reserved prior to the authorization in (2a), if allowed, must be limited (Note: depending on the mechanisms and timings chosen for integrating QoS and signaling, it may be necessary to allow the UE to reserve bandwidth for ONE connection ahead of signaling the CSCF. Not perfect, but acceptable in reducing the Denial of service possibility)

For Discussion:   - IM Domain control of Announcement and Tones

Announcements may need to be injected in one or more directions of a session to indicate session establishment anomalies and/or session termination/denial actions. The control of these announcements and their play-out into the IM Domain needs to be specified.

Tone generation is yet another form of announcement or call/session indication for one or more of the session parties. The control of tone generation into the IM Domain needs to be specified and would recommend that control of tone generation is similar to announcement control.

Tone detection may be required within the element(s) involved in IM Domain sessions to interact with certain networks (PSTN for example). In addition to the detection capability, mapping of the detected tone and transporting the indication toward other elements involved in the session may be required. Example: may be undesirable to pass tone(s) through codecs, so a message to indicate tone equivalence may be preferred to alert user. Certain tones could also be recreated locally (at the UE) based on the reception of these mapped tone messages.

IM control of Announcement in either direction looks to have shown up in CN4/23.205, but has not been incorporated into the IM side. SGSN/GGSN may need to be directed by CSCFs/MGCFs to inject an announcement in either or all directions of a call.

This topic might be a stretch for QoS topic, but if we look at QoS definitions as: ‘those that affect the quality as defined by the user’. The handling of call defect, denial cases, etc., will most likely need this topic integrated into call handling/control.
