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1 Introduction

This contribution is based on the AT&T contribution S2-001721 and the discussions that took place on the 9th October session.  During this discussion period, the Alcatel contributions S2-001701 & S2-001702 and Ericsson contributions S2-001735 and S2-001742 were also discussed.  It was generally agreed in principle within the working group that the requirements regarding bearer establishment and authorization must be formulated on IP multimedia services with possibility and flexibility of user interaction prior to, during and after various multiple media session establishment.  Audio (e.g. Voice over IP) is a single medium with some specific requirements that require some specific attention, but it is still defined within the scope of a multimedia environment. 

2 Proposal

The following chapters (section 3) are some key principles to be adopted for bearer and session authorization in the IP Multimedia environment and included as information appendix in TS 23.228 as a capture of the existing working assumptions.

3 Principles for bearer authorization for IP MM sessions 

The following are some basic principles on the interactions between Session establishment and QoS.  User interactions shall be possible either directly or via the UE indirectly, towards the final formulation and manipulation of bearers, within the limits as defined by the operators/service providers.

· Prevention of session defects

IP MM services shall make it possible to prevent session defects from occurring.  Examples of such scenarios could be: 

· A single medium such as a voice/audio session establishment (e.g. signalling) was successfully completed but the bearer unavailability  during the actual conversation caused the session to terminate prematurely causing the callee to experience service failure

· An audio and video session terminates abruptly due to promised resource unavailability after session establishment has been completed, causing end user to experience loss of service experience

· Etc.

· Prevention of Theft of Service

In an IP environment, the problem is even more extreme.  In such cases, the usage (sometimes being correlated to price charged to the end user) is determined by the application being requested and not just the transport service being offered (which is the case as in today’s telephony environment).  It is therefore essential that QoS resources should be authorized by the application service, and that the usage be accurately correlated with the application service.

There are at least three separate aspects of the QoS that need to be accurately controlled: (1) the quantity of resources, (2) the time period of usage of the resources, and (3) the identities of the communicating parties.

· Prevention of Denial of Service

There have been several well-publicized attacks against major web sites on the Internet recently.  System availability is a major goal of IP MM subsystems, and denial of service attacks make the system appear unavailable to legitimate subscribers.  There may also be regulatory reporting requirements for outages caused by denial of service attacks.

While it is extremely difficult to state system requirements related to prevention of theft of service and denial of service, the following principle should be followed in the IP multimedia subsystem:

· The possibility for theft of service in the IP multimedia domain shall be no higher than that for the corresponding GPRS and circuit switched services.

· The system unavailability due to denial of service attacks in the IP multimedia domain shall be no greater than that for the corresponding GPRS and circuit switched services.

3.1 Scenarios for Prevention of Theft of Service

Examples of these scenarios are based on the fact that the UE is under the subscriber’s control. 

1. UE initiates an IPMM session and requesting resources suitable for the use a low bitrate codec (e.g. G.723.1).  It therefore gets expedited forwarding service in the Diffserv backbone, and instead sends bursty data traffic at high priority.

2. UE initiates an IPMM session to a local or toll-free destination, but instead sends the media packets to an international destination, thus obtaining a free international call at the carrier’s expense.

3.2 Scenarios for Denial of Service

In a similar manner to the above, examples of denial of service attacks.

1. A Ue is continuously reserving a large amount of critical resources, restricting access from other subscribers.

2. … etc

3.3 Policy management for authorized bearers in IP MM

There are five interactions between the policy enforcement point and policy decision point/for policy management for IP MM bearer utilization:

1. authorization for UMTS resource allocation, giving the bandwidth allowed

2. authorization for IP resources (i.e. beyond the GGSN), giving both bandwidth and destination address for the media stream.  

3. Enable/allow flow of  media stream authorized in (2),

4. Disable/stop flow of media stream authorized in (2), 

5. release UMTS and IP resources

There are four interactions between the UE and the QoS allocation/enforcement elements:

1. allocate the UMTS resources, within the allocated authorization 

2. use of the IP resources (i.e. beyond the GGSN), within the previous authorization 

3. utilize the UMTS and IP resources to send media packets

4. release UMTS and IP resources




