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1 Introduction

Appendix A of the 3GPP TR 23.821 currently proposes some (6) scenarios to ensure the delivery of an end-to-end QoS to an UE connected to an UMTS network. 

This contribution proposes to keep only one scenario for the access to the IP multimedia service. 

Not that it does not intend to state that for other services other scenarios are not needed. 

2 Discussion

2.1 About scenario 1. 2 

For scenario 1 and 2, as neither the UE generates RSVP signaling, nor the UE sends to GGSN appropriate parameters to generate RSVP signaling, an operator does not have the option of implementing RSVP on the IP MM backbone. 

2.2 About UE Diffserv-enabled (in scenarios 2 and 3).

Coordination is needed between QoS as ensured on the (GPRS) IP-Connectivity service and QoS as ensured on the IP MM backbone:

· To offer a real end to end service

· To avoid fraud or theft of service. An hacker can negotiate for a low quality PDP context, (even Best Effort), then after the negotiation the hacker can mark the packets sent on this PDP context with a higher DSCP ! In this case high quality QoS would be used on the IP MM backbone with the user paying for low quality service!

· Because the DSCP values for a specific level of service are operator dependant. So, very likely, the UE will not be able to know the right values of the DSCP field to be used in the IP MM backbone (especially in case of a roaming UE or if the operator decides to modify the DSCP values to be used within the IP MM backbone).

Then, the GGSN will have to systematically check/mark the DSCP value of upstream packets to be sent on the IP MM backbone, so in these conditions, there is no need to request the UE accessing IP MM service to be Diffserv enabled. 

2.3 About UE RSVP-enabled (in scenarios 3 and 4).

In these two scenarios, the UE is RSVP-enabled and send RSVP messages to control the end-to-end QoS. The GGSN can be RSVP-transparent (scenario 3) or not (scenario 4).

It is necessary to dissociate the UE and the TE. Some kind of applications residing in the TE part of the UE could effectively use RSVP signalling. (for example Cu See ME or Netmeeting through a Windows GQOS API). But this use of RSVP should not lead to transport the RSVP messages (including periodic refresh messages) on the radio link. RSVP could be sent from the TE part of the UE to the MT part and it could be the MT part which terminates the RSVP signalling and transforms it into PDP context activation with the parameters from PDP context activation determined (through an appropriate mapping function) from RSVP signaling received from TE. 

Anyway, the UE will have to send some QoS information :

. in the PDP Context activation/modification sequence of messages 

. and, likely, also in the SIP sequence of message (e.g. in the INVITE message) during a multimedia session (even if there is no QoS parameter per se, the negotiation of the media components to established as well as the codecs to be used corresponds in fact to negotiate some crucial parameters such as the needed bandwidth.. 

The UMTS network will also have to check / ensure the coherency between QoS required within PDP Context and QoS required through SIP multimedia CC, so may be it is nice avoiding to add a third sequence (RSVP) in order to transport more or less the same kind of information i.e. avoiding to add 

· The possibility of extra possibility of fraud: avoiding denial of service attacks such as the UE asking a low bandwidth on GPRS IP-Connectivity and on SIP service and then requiring a huge bandwidth through RSVP: in the scenario 3, the GGSN is transparent concerning the RSVP signalling. Is it a good approach that GGSN does not play a first role during the end-to-end QoS negotiation ? May be it could be better to have this phase systematically controlled by an UMTS network node rather than by the UE. (e.g. for fraud and security reasons:).

· Or The need of extra coherence checks (between QoS requested at SIP, PDP context and SIP levels) 

· Redundant information and service on the Access IP-Connectivity layer. From an abstract point of view PDP context activation signaling and RSVP signaling are equivalent: they allow a terminal to reserve resources in an IP-Connectivity Access Network. Hence having both of them is redundant.

· Un-necessary load on the radio: requiring the RSVP messages to be sent between UE and GGSN implies to un-necessary load the radio as RSVP need to be periodically refreshed. 

Globally in case of access to IP MM service, an UMTS mobile should be in charge to reserve the resources and control the reservation only in the UMTS network (i.e. from itself to the GGSN by using the PDP Context Activation / Modification procedures). Beyond the GGSN, the reservation and the control of this reservation should be done by the GGSN, by using RSVP, Diffserv, a mix of RSVP and Diffserv, or whatever existing in the IP MM Core Network and the others crossed networks (which is not known and should not be known by the UE). 

Moreover, it seems difficult for the UE to be aware of the mechanisms used in the Core Network by the Operator. In these conditions, the control of the end-to-end negotiation can not be done efficiently by the UE. 

Hence scenario 3 and 4 cannot be chosen to support IP MM service.

2.4 about the "IP Specific Elements in PDP Context Activation and Modification Messages" (scenarios 5 and 6)

In the scenarios 5 and 6, the UMTS signalling is used by the GGSN to get the IP Bearer QoS information (the GGSN map them to Diffserv in the scenario 5 and to RSVP in the scenario 6). It means that some information has to be transferred from the PDP Context activation/modification messages to the IP Bearer level in the GGSN.

The TR 23.821 proposes to add "IP Specific Elements" in PDP Context Activation / Modification Messages. The appendix D of TR 23.821 explains : "to facilitate clean separation between the UMTS bearer level and the IP Bearer level, this transfer of IP level information should be carried out in a manner that is transparent to the UMTS BS managers". 

While UMTS BS manager should not be bothered by end to end parameters, a "clean separation between UMTS bearer and IP bearer"  shall not imply to transport two instances of some parameters in the same messages (one instance in the part of PDP Context Activation message used at the UMTS bearer level and another instance in the "IP Specific Elements" used at IP Bearer level). The reason of avoiding this duplication of information are detailed in sect. 2.3 when discussing the possibility of fraud or the need of extra (useless) coherence check between parameters containing the same information.

Moreover, what will be these "IP Specific Elements" ? The appendix D talks about "UMTS Specific IP QoS Attributes" , or "traffic flow specification contents" or also "required IP level QoS". Are these data really specific ? It seems that a lot of them could be deduced from the requested UMTS QoS already included in the existing PDP Context activation message. 

Other parameters such as parameters to be associated with “Control of the level and destination of data permitted to pass the gate and enter the network “ should when accessing to IP MM backbone not be received from the UE (to avoid fraud) but from the CC layer (coherence with the SDP session description included in the SIP signaling)
3 Proposals.

It is proposed 

1. to put architectural requirements in a new 23.107 section on “Principles of End to end QoS for IP Multimedia service”. See sect. 3.1of this Tdoc

2. that the scenario 5/6 shall be used as a basis to offer end to end QoS for the access to the IP Multimedia service

3. To modify 23.821 Appendix D in consequence. See sect. 3.2of this Tdoc

4. To remove scenario 3 from 23.821 as Scenario 3 does not imply anymore action from GPRS IP-connectivity service than in scenario 2 (the difference being in the fact that  in scenario 3 UE sends RSVP signaling) because GPRS IP-connectivity service is transparent to this RSVP signaling. It is also  proposed to add a note in scenario 2 stating that according to the IP QoS policy of  some PDN (APN), the UE may furthermore exchange IP BS signaling (e.g .RSVP) with the PDN but that this RSVP signaling between UE and PDN is transparent to GPRS IP-connectivity service. See sect. 3.3 of this Tdoc

3.1 It is proposed to put the following architectural requirements in a new 23.107 section on “Principles of End to end QoS for IP Multimedia service”:

In order to:

· cope with roaming cases, 

· let the operator the ability to choose the most appropriate technology to offer QoS on the IP MM backbone 

· let the operator the ability to (non dynamically) change of QoS technology on the IP MM backbone without needing to modify the interface with the UE 

· prevent fraud or misuse of this IP MM backbone, 

the following principles are used to ensure end to end QoS for IP MM service

· the UE should neither be required nor be trusted to drive / ensure the reservation of resources on the IP MM backbone and beyond

· The GGSN is in charge to reserve the resources on the IP MM backbone and beyond by using the most appropriate ways chosen by the operator (RSVP, aggregate RSVP, Diffserv, dialogue with Policy Server, Bandwidth Broker,…). As an example, in the case an operator has chosen the option to use RSVP on the IPMM backbone, it is up to GGSN to terminate RSVP protocol.
· The UE does not need to be aware of the policy to reserve the resources on the IP MM backbone and beyond chosen by the operator (RSVP, Diffserv, dialogue with Policy Server, Bandwidth Broker,…).

· The UE does not generate any RSVP (e.g. PATH) message on the radio segment

· "IP Specific Elements" are added in the PDP Context Activation / Modification to allow the GGSN to ensure the proper resource reservation on the IP MM backbone and beyond

· These "IP Specific Elements" included in the PDP Context Activation / Modification messages shall not to duplicate any QoS information already contained in the currently existing messages. 

· An indicator will be added in the "IP Specific Elements" to allow the UE to warn the GGSN that it is needed to generate RSVP messages (in case RSVP messages are absolutely mandatory in the remote access part). 

· The UE does not need  DSCP marking function because the GGSN acting as an Edge Router carries out DSCP marking of upstream traffic

3.2 Impact on 23.821 Appendix D
23.821 Appendix D is modified as follows (see text with word revision marks):
IP Specific Elements in PDP Context Activation and Modification Message

[Editorial Note:  The details of the IP specific elements in PDP context activation/modification message needs further study within the S2 QoS drafting group.]
If an IP BS Manager exists both in the UE and the GGSN, it would have been  possible that these IP BS Managers communicate directly with each other by using relevant signalling protocols, e.g., RSVP.  However, 
· As it is foreseen that low end mobiles will not be able to support RSVP signalling, while nevertheless being required to be able to support end-to-end QoS requests from the application layer.
· As passing the same QoS information between UE and GGSN using two different channels leads either to fraud possibility or to un-necessary checks
· To avoid loading the radio with periodic signaling (RSVP) refresh messages
· To avoid the UE needing to know which signaling protocol is used on the IP MM backbone of a visited network

end to end IP QoS specific elements are passed between peer IP BS managers from the UE to the GGSN, , without the necessity for signalling protocol support in the UE. These end to end IP QoS specific elements are used in GGSN to require the relevant end to end QoS on the (IPMM) PDN backbone.
Figure D.1 below shows the two QoS control levels (the UMTS bearer level and IP bearer level) and is an example of how the IP BS manager at the GGSN may exercise admission control.  The requested end to end IP QoS specific elements for a particular flow may be informed to the GGSN beforehand for the GGSN DiffServ edge to determine if the flow can be allowed to a certain DiffServ class or an egress point based on the service level agreement (SLA).  
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Figure D.1: Providing end-to-end QoS by means of transferring IP specific elements in PDP context activation/modification message between the UE and the GGSN and exercising policy enforcement / admission control in the GGSN

Within the IP policy architecture applicable to UMTS, the IP Policy Control makes decisions in regard to network based IP policy using policy rules, and communicates these decisions to the IP BS Manager in the GGSN, which is the IP policy enforcement point.  Enforcement of policy may cover, among other things, the following requirements:
1.
Authorisation of UMTS bearers from the application.

2.
Control of opening and closing the gate for data to enter the network, controlled from the application server through the policy server.

3.
Control of the level and destination of data permitted to pass the gate and enter the network, controlled from the application server through the policy server. In order for the GGSN to enforce policy conformant to the requirements above there is a need to transfer information which belongs to the IP level between the peer IP BS manager entities in the UE and GGSN.  To facilitate clean separation between the UMTS bearer level and the IP bearer level, this transfer of IP level information should be carried out in a manner that is transparent to the UMTS BS managers.  The IP level information may include, for example description of the flow (e.g. destination IP address / port) as described in Scenario 5/6. However “Control of the level and destination of data permitted to pass the gate and enter the network “ should when accessing to IP MM backbone not be received from the UE (to avoid fraud) but from the CC layer (coherence with the SDP session description included in the SIP signaling).

Optional "End to end IP QoS” Attribute is carried in the PDP context signaling transparently to the UMTS BS managers, between peer IP BS managers, from the UE to the GGSN. 
The IP BS manager in GGSN uses both “End to end IP QoS” and UMTS QoS attributes (e.g. Bandwidth requirements etc. may be obtained by mapping the UMTS QoS parameters to the IP level QoS parameters), to require end to end QoS from the PDN corresponding to the APN target of the PDP context..   
3.3 Modification to 23.821 Appendix A

23.821 Appendix A is modified as follows (see text with word revision marks):
A.2.2
Scenario 2

The UE performs an IP BS function which enables end-to-end QoS without IP layer signalling towards the IP BS function in the GGSN, or the remote terminal.
The scenario assumes that the UE and GGSN support DiffServ edge functions, and that the core network is DiffServ enabled. 

In this scenario, the control of the QoS over the UMTS access network (from the UE to the GGSN) may be performed either from the terminal using the PDP context signalling. Alternatively, subscription data accessed by the SGSN may override the QoS requested via signalling from the UE.

In this scenario, the terminal supports DiffServ to control the IP QoS through the core network.

The IP QoS for the downlink direction is controlled by the remote terminal up to the GGSN. The PDP context controls the QoS between the GGSN and the UE. The UE may apply DiffServ edge functions to provide the DiffServ receiver control. Otherwise, the DiffServ marking from the GGSN will determine the IP QoS applicable at the UE.

The end-to-end QoS is provided by a local mechanism in the UE, the PDP context over the UMTS access network, DiffServ through the core network, and DiffServ in the remote access network in the scenario shown in figure A.3 below. The UE provides control of the DiffServ, and therefore determines the appropriate interworking between the PDP context and DiffServ.

The GGSN DiffServ edge function may overwrite the DSCP received from the UE, possibly using information regarding the PDP context which is signalled between the UMTS BS managers and provided through the translation/mapping function to the IP BS Manager.
Note that DiffServ control at the Remote Host is shown in this example. However, other mechanisms may be used at the remote end, as demonstrated in the other scenarios.
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Figure A.3: Local UE supports DiffServ

Note: According to the IP QoS policy of  some PDN (APN), the UE may furthermore exchange IP BS signaling (e.g .RSVP) with the PDN but this IP BS signaling (e.g. RSVP) between UE and PDN is transparent to GPRS IP-connectivity service. 
A.2.3
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5 Appendix: summary of the 6 scenarios

The 6 current scenarios can be briefly summarized as follows :

Scenario 1 : The UE does not provide an IP BS manager. The end-to-end IP QoS Bearer service is controlled from the GGSN. The GGSN supports Diffserv edge functions. The CN is Diffserv enabled.

Scenario 2 : The UE and the GGSN support Diffserv edge functions. The CN is Diffserv enabled. No IP layer signalling between UE and GGSN or remote terminal. The IP QoS is provided by the UE by using Diffserv through the CN. (the GGSN can overwrite the DSCP received from the UE).

Scenario 3 : No IP layer signalling between UE and GGSN. But an IP layer signalling exists between UE and remote end. The UE and the GGSN support Diffserv edge functions. The CN is Diffserv enabled. The UE supports RSVP as IP layer signalling protocol. The GGSN is RSVP transparent. The QoS in the CN is controlled with Diffserv (the GGSN can overwrite the DSCP received from the UE). RSVP is used on the remote access link. 

Scenario 4 : An IP layer signalling exists between UE and remote end. The UE and the GGSN support RSVP. The CN is RSVP and/or Diffserv enabled. Diffserv is used to manage QoS in the CN but, optionally, RSVP can be used for per-flow resource reservation. The GGSN preferently uses informations from RSVP (rather than those from PDP Context procedures) to control the QoS through the CN. RSVP signalling is carried transparently through the UMTS network (from UE to GGSN)

Scenario 5 : No IP layer signalling between UE and GGSN or remote terminal. The GGSN supports Diffserv edge functions. The CN is Diffserv enabled. The QoS in the CN is controlled with Diffserv. The GGSN uses "IP specific informations" from PDP Context Activation/Modification messages to interwork with Diffserv. (these "IP specific information" are to be added in the messages; currently, they are not existing).

Scenario 6 : No IP layer signalling between UE and GGSN or remote terminal. . The GGSN supports Diffserv edge functions. The CN is Diffserv enabled (may be with some RSVP enabled islands). The GGSN supports RSVP and controls the end-to-end IP QoS Bearer service. The GGSN uses the same "IP specific information" than in the scenario 5 from PDP Context Activation/Modification messages to elaborate the RSVP messages.

The following table summarizes the different needed functionality:


Scen. 1
Scen. 2
Scen. 3
Scen. 4
Scen. 5
Scen. 6

UE Diffserv-enabled

X
X
X



UE RSVP-enabled


X
X



GGSN RSVP-enabled



X

X

GGSN Diffserv-enabled
X
X
X

X
X

CN Diffserv-enabled
X
X
X
X
X
X

GGSN uses IP Specific info from PDP Ctx




X
X



































































































































































