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1 Introduction

This contribution aims at capturing in 23.228 some requirements on a relationship between CC and bearer control in order for operators to be able to offer a “carrier-grade” IP MM service.

2 Discussion

2.1 Synchronization between resource reservation and CC

2.1.1 Requirement

Blocking a call after ringing the destination is considered (by users of current CS services e.g. PSTN or UMTS CS) as a "call defect" and is hence a very undesirable exception condition.

In order to minimize call defects, (e.g. problem of lack of resources occurring after the destination is alerted) and delay after the called party has answered to the call, the call signaling must ensure that resources (including (UMTS) IP-Connectivity Network resources and IP MM backbone resources) are made available before the called UE rings (i.e. before the participants of the call are "invited" to participate). If the end-to-end resource reservation can not be done because of lack of resource on one segment of the path, then the called UE should not ring. 

Nevertheless both end points of the call should be able to negotiate which resources (i.e. which media components) need to be established before called party is rung.

2.1.2 Possible solution

This synchronization is ensured by the UE themselves that negotiate the list of media component to be established before called UE may ring (called UE may ring if resources for non mandatory media components are not (yet) reserved). When called party has reserved resources, it sends a message to the called UE allowing the called UE to ring the called party.

The SDP extension and the COMET message as proposed in ref [3] should be used to fulfill these needs.

In case of inter-working with PSTN, this means that the MGCF should not send the IAM until it has received this COMET message.

2.2 Need of a relationship (interface) between the multimedia Call Control and the Access IP-connectivity service (bearer control functions)

Following points may lead to having a relationship between the multimedia Call Control (P-CSCF) and the Access IP-connectivity service (bearer control functions in the GGSN):

· charging 

· security

· defense

2.2.1 Charging 

The operator should have the possibility to choose between both following alternatives:

1. charge taking only into account CDR held by CSCF (charge on the reserved BW * call duration value). This means that it is mandatory to ensure that the amount of BW reserved in the Access IP-connectivity service (i.e. reserved on GPRS) (and the duration of this BW reservation) are the same as seen from CSCF and from Access IP-connectivity service (i.e. on GPRS) (i.e. to ensure that the user does not request more BW from Access IP-connectivity service than the BW declared through SDP to the CSCF). Ensuring such a coherence means some form of a relationship between CSCF and GGSN because the UE cannot be trusted to require bearers whose features (e.g. Bandwidth) are coherent with the media components negotiated through CC.

2. Or charging taking into account information (CDR) determined both by Access IP-connectivity service (i.e. by GPRS) (actual duration of RT Bandwidth reservation, amount of reserved BW…) and by CSCF (identity of calling – called – forwarded to parties, …). Then it is needed to have a common reference in both CDR to allow the CCBS to correlate both CDR which means some form of means a relationship between CSCF and GGSN.

Such common reference would also solve the following issue: Currently with PSTN service it is (generally
) the calling party that is charged for the call (including for the Access resources of the called party). Network offering IP MM service are likely to need to have the same behavior. Such a network behavior implies to charge the calling party (UEO) for the Access IP-connectivity service of both calling and called side. In the CDR held by the GGSNT for UMTS Access IP-connectivity service then a reference to the call (and then to UEO) is needed. 

The GGSN could get this common reference from the UE at PDP context activation, but letting the UE handle references used by to build charging records is far from secure for the operator.

2.2.2 Security

Considering that the calling party pays for IP connectivity, there is a risk that a called party being an hacker tries a denial of service attack by requesting a PDP context with a BW much higher than the BW required by the codecs negotiated through SIP
.  

Then a mechanism is need to ensure a correlation between the BW required by the components of a call (BW deduced from the SDP exchange through the CSCF) and the BW seen by the Access IP-connectivity level (i.e. the BW as seen by the GGSN).

Furthermore the operator, considering that traffic (throughput / delay) is guaranteed on the IP MM backbone (BB), may have very strict security policy : he may require that the CSCF / policy server shall be able to decide whether or not to let a flow enter on this BB. This means that an Access Edge-Router (i.e. GGSN) connecting  an access network to the IP MM BB, should be able to filter out (discard) all traffic sent towards this BB apart from traffic explicitly authorized by the CSCF / policy server.

Fraud would be possible if the end points of a SIP session were allowed to start exchanging user planes flows before charging of a call is started (e.g. between the instant where resources have been reserved, see sect. 2.1 and the instant where a message indicating an off-hook of the called party has been received.

The CC and bearer control mechanisms shall allow the CC to decide when user plane traffic between end-points of a SIP session may start. This allows to let this traffic start in synchronization with the start of charging for a call.

2.2.3 Prevention of UE defects

The radio interface is the best place to detect quickly the failure of a (SIP) UE (the defect being e.g. a power off , UE going durably in a place out of coverage,…). Upon that detection, the SGSN and then the GGSN are warned (through a RANAP RAB / IU release that induces the modification / release of RT PDP context)
. The GGSN is then likely to be informed much before the P-CSCF that a call should be declared over (or suspended
) because the radio resources for this call have been released.

Hence the GGSN should be able to tell the P-CSCF that a call has been suspended / released. This avoids having the P-CSCF and the UE negotiating a too short life-time for call signaling, avoiding the UE to have too frequently to send RE-INVITE for on going calls. This RE-INVITE mechanism should then protect the IM subsystem only against SW failures of the UE (which are much less frequent than loss of radio coverage).

2.2.4 Conclusion


Therefore, a need of coordination between call signalling and resource management is established. In an UMTS network, the resource management and the QoS negotiation take place during the PDP Context Activation procedure, i.e. at the UMTS Bearer Level. So, the Call Control at the IP Multimedia subsystem level will have to interwork with UMTS Bearer Level (PDP context activation) during the phase of call set up.

2.3 Architectural requirement on this relationship 

The principle of « Separation between Bearer level, Call control level and Service level: » expressed in 23.821 sect 5.1 

« The IP multimedia domain is connected to the bearer network at a fixed reference point (anchor point) thus hiding the micro mobility of the UE (it does not hide roaming). This reference point shall be independent from the access technology that can be GPRS, UMTS PS or any relevant wireless, wired-line access technology as long as they provide transport of user packets up to this reference point and as they hide micro-mobility of the UE. As a consequence, the behaviour of the multimedia call control server (CSCF) can be the same whatever the access technology (radio or wired-line). Multimedia call control/mobility management shall not be aware of the access technology: the multimedia Call Control (CSCF) does not handle notions such as Hand-Over, RA, »

does not mean that there can be no relationship between the multimedia Call Control (P-CSCF) and the bearer control functions in the GGSN. It only means that the relationship between the CC and the Access IP-connectivity has to obey to the following rules

· Independence of micro-mobility : the P-CSCF should dialog with an anchor point provided by the IP-Access-connectivity, that is in the UMTS PS domain provided by the GGSN

· Independence from Access IP-connectivity technology : the CSCF is unaware of the GPRS technology including GTP, SRNS relocation, …. The solution (i.e. the relationship between CC and bearer control) should work with whatever technology has been used to accesses to the IP MM subsystem.

· Independence from MM CC technology : the Access IP-connectivity (GPRS) network should not need to have any knowledge of the kind of MM CC that is used by the subscriber.

3 Proposal

It is proposed to modify 23.228 sect. 5.5 as follows (see text with revision marks)

5.5 Procedures for IP Multi-Media Sessions

Basic calls between mobile subscribers will always involve two S-CSCFs (one S-CSCF for each), which may be either in the home network or visited network.  A basic call between a subscriber and a PSTN endpoint involves a S-CSCF for the UE and a MGCF for the PSTN.  

The call flow is decomposed into three parts – an origination part, an inter-Serving-CSCF/MGCF part, and a termination part. The origination part covers all network elements between the UE (or PSTN) and the S-CSCF for that UE (or MGCF serving the MGW).  The termination part covers all network elements between the S-CSCF for the UE (or MGCF serving the MGW) and the UE (or PSTN).

Annex <B.1> presents the overall structure for call flow procedures, and the list of procedures (origination, inter-serving, and termination) that are to be specified.  This informative Annex is to be used as the basis for further work within SA2.

5.5.1
Requirements for IP Multi-Media Sessions Control
In order for operators to be able to offer a “carrier-grade” IP MM service, the following features shall be offered:

1. the call signaling must ensure that resources (including (UMTS) IP-Connectivity Network resources and IP MM backbone resources) are made available before the called UE rings

Nevertheless both end points of the call should be able to negotiate which resources (i.e. which media components) need to be established before called party is rung.

2. The operator shall have the possibility to choose between both following alternatives:

· Either charge taking only into account CDR held by CSCF (charge on the reserved BW * call duration value). This means that it is mandatory to ensure that the amount of BW reserved in the Access IP-connectivity service (i.e. reserved on GPRS) (and the duration of this BW reservation) are the same as seen from CSCF and from Access IP-connectivity service (i.e. on GPRS) (i.e. to ensure that the user does not request more BW from Access IP-connectivity service than the BW declared through SDP to the CSCF). 

· Or charging taking into account information (CDR) determined both by Access IP-connectivity service (i.e. by GPRS) (actual duration of RT Bandwidth reservation, amount of reserved BW…) and by CSCF (identity of calling – called – forwarded to parties, …). Then it is needed to have a common reference in both CDR to allow the CCBS to correlate both CDR.

3. (Depending on regulatory requirements) the IPMM service shall be able to charge the calling party for the Access IP-connectivity service of both calling and called side or when reverse charging applies to charge the called party for the Access IP-connectivity service of both calling and called side. This implies that it should be easy to correlate CDR held by Access IP-connectivity service (e.g. GPRS) with a call.

4. The network cannot trust the UE to give correct references to be put in the CDR or to require bearers whose features (e.g. Bandwidth) are coherent with the media components negotiated through CC.

5. The CC function of IP MM network of an operator (P-CSCF) shall be able to have a strict control on the flows entering the IP MM bearer network from Access IP-connectivity service. This does not mean that CSCF is the enforcement point (which actually is the Gateway between the Access IP-connectivity service and the IP MM network, i.e. the GGSN in UMTS case) but that the CSCF is the decision point for this control. 

6. The CC and bearer control mechanisms shall allow the CC to decide when user plane traffic between end-points of a SIP session may start. This allows to let this traffic start in synchronization with the start of charging for a call.

7. When Access IP-connectivity service has detected that an user is no more reachable and has either released or suspended the bearer of an user associated with a call, the Access IP-connectivity service shall be able to warn the IP MM CC.

8. The solution shall comply with the architectural rules expressed in 23.821 sect 5 sub-section “Separation between Bearer level, Call control level and Service level »:

· Independence of micro-mobility : for an interface with Access IP-connectivity service the P-CSCF should dialog with an anchor point provided by the Access IP-connectivity service, that is in the UMTS PS domain provided by the GGSN

· The solution (i.e. the relationship between CC and bearer control) shall work with whatever technology has been used to accesses to the IP MM subsystem: the CSCF is unaware of the GPRS technology including GTP, SRNS relocation, …. 

· Independence from MM CC technology : the Access IP-connectivity (GPRS) network should not need to have any knowledge of the kind of MM CC that is used by the subscriber.
· an interface between  P-CSCF and IP-Access Connectivity service shall not be mobile specific and shall rely on standard IP protocols.
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� This nevertheless depends on geographical regulatory rules


� This would allow a called party to use this extra BW (paid by the calling party) for other applications than the call or to try a denial of service attack (trying to induce a shortage of resource at UMTS IP-Access-connectivity level) against the operator


� See 23.060. Through Periodic RA update the UMTS Access IP-connectivity level offers a second mechanism to detect a failure of an UE.


� As it is already foreseen in 23.060, upon detection of a radio failure for an UE the RT PDP context of this UE are only modified (allocating a null bandwidth to these RT PDP contexts, which in fact corresponds to a suspension of the call). This allows the UE to re-establish its radio (RRC) connection and through a PDP context modification to resume its PDP contexts (i.e. resuming the call).





