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Introduction
This solution proposes a APN/PDN signalling mechanism that sets up the PDN connection between UE – TWAN. The aim of this proposal is to limit the changes to IP configuration based on DHCP (IPv4) and stateless autoconfiguration (IPv6 RS/RA). This solution uses a connection model with multiple (virtual) MAC/IP addresses at the TWAG to identify individual connections corresponding to APN/NSWO. Details are discussed in the following section.
Discussion

This contribution contains the following:

· A user plane based on the distinct MAC address per APN/NSWO at the gateway as described in 23.852 subclause 8.2.2.1.1.2 to realize a point-to-point link between UE and TWAN. 
· A control plane that uses a protocol to signal APN/PDN connection between UE – TWAN. This is distinct from IP configuration signalling (DHCP, RS/RA) and the two only share an identifier from IP configuration (i.e. gateway IP address or MAC address of a connection) that associates APN/PDN connection to IP connection.
The rest of this section describes the control signalling part – establishing an association between PDN signalling and IP configuration signalling. The second is a transport between UE – TWAN for this APN/PDN control protocol.
I. Establishing an association between APN/PDN and a IP configuration (distinct Gateway IP Address, MAC address):
For establishing an association between an APN/NSWO and this distinct MAC address (from 8.2.2.1.1.2), it should be possible to have a 1:1 relation between the APN/NSWO and the point-to-point link. This solution uses a distinct IP address at the gateway prior to the IP configuration signalling (DHCP, RS/RA). This IP address may be derived from the MAC address and there is a 1:1 association between the distinct gateway MAC address and the gateway IP address for the connection. For IP configuration signalling using DHCP or RS/RA, the TWAG can uniquely associate a UEs APN/NSWO using UE MAC address (or IPv6 link layer address) and this gateway IP address that is distinct for the APN/NSWO of the UE.

For IPv4 stateful address configuration, the UE provides an APN/NSWO and the TWAG returns this distinct gateway IP address as input for server-identity in DHCP request. In the subsequent DHCP Request from UE, the server-identity is populated with this distinct gateway IP address as a means for the TWAG to identify the APN/NSWO.

For IPv6 stateless address configuration, the UE provides an APN/NSWO and the TWAG returns this distinct gateway IP address and also populates the same gateway IP address in a Router Advertisement that follows. For cases where the UE needs to send a Router Solicitation (optional), the TWAG also returns a transient multicast address corresponding to this APN that the TWAG listens to. The UE may send a Router Solicitation with destination address set to this transient multicast address that is distinct for this APN/NSWO.

If the UE attaches to another TWAG, session continuity /IP address preservation can be handled by having the UE provide the IP address associated to that APN/PDN connection during the initial request. The TWAG requests for this IP address in the PDN connection setup on S2a.

For disconnection of a APN/NSWO, either the UE or the TWAN may notify the other about an IP address/prefix that is released. The notified entity can then release the local connection resources.

II. Control Protocol transport:

In order to establish a 1:1 association between an APN/NSWO and the distinct gateway IP address (or transient multicast address), a protocol to convey this between UE – TWAG is needed. Two alternatives are explored in the General section 8.2.x.1.1 below:

· ICMP Echo payload – uses payload and echo in an RFC 792 compliant manner. A full control protocol at L3 would be a similar option.
· 802.11 GAS frames (similar to carrying ANQP). 
Proposal
We propose to update the text of TR 23.852 as suggested below.
* * * First change in TR 23.852 * * * *
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8.2
Solutions

Editor’s Note: This clause will describe the solution(s) for SaMOG Phase 2 study.

8.2.x
Solution x: Associating APN/PDN with Virtual IP Interface

8.2.x.1
Functional Description

8.2.x.1.1
General

This section describes in general the point-to-point link/IP forwarding and the control sequence for associating an APN/NSWO to a point-to-point link. The session control protocol carries the APN/PDN signalling attributes and uses distinct Gateway interface (gateway IP address, MAC address) for the connection to associate the APN in IP configuration signalling (DHCP for IPv4, stateless autoconfiguration for IPv6). 
Point-to-Point Link
The point-to-point link in this solution uses the distinct MAC address per APN/NSWO at the gateway as described in subclause 8.2.2.1.1.2 for packet forwarding. In addition to a distinct MAC address, this solution has a distinct TWAG Gateway Interface per APN/NSWO connection. A TWAG Gateway Interface for a connection consists of an IP address and a MAC address – each of which is distinct for connections to a UE.
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Figure 8.2.x.1.1-1: Point-to-Point Link
PDN Control Protocol
The PDN control protocol is used to signal APN/PDN information between UE – TWAN.This protocol also associates the APN/NSWO connection request to a distinct gateway IP address/MAC address prior to IP configuration using DHCP, RS/RA. The gateway IP address is derived from the MAC address and there is a 1:1 association between the distinct gateway MAC address and the gateway IP address. For IP configuration signalling using DHCP or RS/RA, the TWAG can uniquely associate a UEs PDN connection using UE MAC address (or IPv6 link layer address) and this gateway interface (IP address, virtual MAC address) that is distinct for each PDN connection of the UE.
For IPv4 stateful address configuration, the UE provides a PDN connection request and the TWAG returns this distinct gateway IP address as input for server-identity in DHCP request. In the subsequent DHCP Request from UE, the server-identity is populated with this distinct gateway IP address as a means for the TWAG to identify the PDN connection.

For IPv6 stateless address configuration, the UE provides an PDN connection request and the TWAG returns this distinct gateway IP address and also populates the same gateway IP address in a Router Advertisement that follows. For cases where the UE needs to send a Router Solicitation (optional), the TWAG also returns a transient multicast address corresponding to this PDN connection that the TWAG listens to. The UE may send a Router Solicitation with destination address set to this transient multicast address that is distinct for this PDN connection.
If UE request handover from 3GPP to WLAN access, it indicates handover attach in the control protocol. 

If the UE needs to setup a second PDN connection, this can be signalled in a subsequent connection setup request. For disconnection of a PDN connection, either the UE or the TWAN may notify the other about an IP address/prefix that is released. The notified entity can then release the local connection resources.

The PDN Control Protocol 
described above consists of requests / responses or notification messages and requires a transport for these messages. Two alternative transport protocols are considered here:

· Alternative A: ICMP Echo Payload
ICMP Echo [RFC 792] is typically used to verify if another host is active. However, it is possible to add an arbitrary data payload following the ICMP header as long as it is echoed back, and this solution uses the data payload to carry binary encoded PDN connnection control messages –– each of which is an ICMP Echo Request and Response (e.g.  The PDN Control Protocol is identified by a unique sequence identifier (e.g. 0xFCFCFC) that follows the ICMP Echo message and precedes the PDN control protocol frame. The data payload of the ICMP Echo messages maybe authenticated (message authentication) using a hashed key each for UE and TWAG (established during EAP-AKA). Only one set of keys are established between UE – TWAG and either the link local address or the NSWO IP connection may be used for this signalling.

Reliability of this control sequence is provided by virtue of receiving the echoed message. For re-transmission, this method re-uses the DHCP re-transmission timer value. No support for fragmentation is provided and is not necessary for the control protocol.

The ICMP Echo payload mechanism uses existing ICMP protocol semantics and does not violate IETF RFC 792. Only the control messages  need to be standardized (in 3GPP).The mechanism is basic and is efficient enough even if messages are echoed back since only a limited amount of control signalling required and is always across one IP hop.


· Alternative B: 802.11 GAS frame
802.11 GAS frames can be used to carry the PDN control protocol frames similar to the transport of ANQP/GAS between UE – WLAN Access Point. These control frames could then be carried to the TWAG over RADIUS or other similar protocol. The control protocol semantics are the same as in Alternative A above. 

Reliability of this control sequence is provided using 802.11 GAS and the backhaul protocol (e.g. RADIUS). Re-transmission timers re-use the DHCP re-transmission timer value. No fragmentation is expected as the signalling is expected to be well below the size of an Ethernet frame.

The PDN Control protocol would be defined as a new GAS protocol in WFA as part of HS2.0 Rel-3 specifications. The protocol would use the WMM Notification Action frames as a L2 transport fover the 802.11 air interface. In addition, RADIUS protocol messages Accept-Request/Response (for PDN Request/Response) and Change-of-Authorization (for Notification) should carry this protocol from AP – TWAN controllers. This underlying mechanism provides a reliable control protocol transport. As in the case above, DHCP re-transmission timer values may be used.

Editor’s Note: Selection of one of the control transport protocols is FFS.

Editor's Notes: For uplink broadcasts signalling (e.g. IPv6 RS, IPv6 ND, ARP, and service discovery requests (e.g. DLNA) generally sent using a L2 (MAC) broadcast address:  

· when the destination MAC address used over WLAN is a broadcast address and not the TWAG MAC address associated with a TWAN connectivity service, a specific handling would be required at the TWAN to handle such traffic or 

· the UE uses a unicast MAC addressing for such traffic as described in RFC 6085 “Address Mapping of IPv6 Multicast Packets on Ethernet “ for the IPv6 case. Using such technique for IPv4 is FFS. 

8.2.x.2.2
Connection Establishment Procedure

The connection establishment procedures below support both PDN connection establishment and NSWO connections. In the case of PDN connections, the signalling from UE to TWAN explicitly provides the APN that the UE wishes to connect to. For NSWO connections, the UE indicates NSWO request or signal that it wants a local IP address.

The figures below outline GTP S2a, PMIP S2a and NSWO connection setup.
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Figure 8.2.x.2.2-1: Attach Procedure for PDN and NSWO for GTP based S2a

The procedure to attach PDN or NSWO for a trusted WLAN access is represented in Figure 8.2.x.2.2-1 and described below:

1. The initial TWAN specific L2 procedures are performed. These procedures are TWAN specific and outside the scope of 3GPP.

2. EAP authentication procedures are performed. During this sequence, support of Phase 2 by the UE and TWAG are conveyed using EAP-AKA [RFC 4187] extensions. If the UE, TWAG are Phase 2 compliant, the UE and TWAG setup and exchange keys to be used to provide integrity protection (e.g. checksum hash) for the subsequent signalling setup messages.
After successful authentication, in step 2b, for ICMP Payload transport of PDN signalling protocol, the UE sets up a link-local address for IPv4 (RFC 3927), or follows the procedure in RFC 4861 to setup an IPv6 link local address. The TWAG replies with a control-initialize message with source router IP, MAC address that UE can use in subsequent requests. 
3. The UE sends a request with APN, other PDN signalling parameters (e.g. initial attach) to the TWAN to setup a PDN/NSWO connection. The signalling may be transported using ICMP Echo Payload (alternative 1) or 802.11 GAS (alternative 2).
4. The TWAN assigns a distinct IPv4 gateway address corresponding to the APN/NSWO and responds with this address in server-identity and router address for IPv4. For IPv6, the TWAN assigns a distinct IPv6 gateway address (source address in Router Advertisement) and transient multicast address for router solicitation if needed. 

Editor’s Note: The choice of a control protocol transport in steps 3-4 is FFS. 

Steps 5 – 9 are performed as specified in TS 23.402, subclause 16.2.1, steps 3 – 7 for PDN connection establishment for GTP S2a.
For NSWO connection, step 5b, the TWAG assigns local connection resources (gateway IP address, subnet, etc.) for the connection.

10. The UE sends a layer 3 attach request. 
For IPv4, the UE sends a DHCP Request with server-identity option set to the distinct gateway IP address obtained in step 4.
For IPv6, the UE may optionally send a Router Solicitation with destination address set to the transient multicast address obtained in step 4.

11. The TWAN responds to the layer 3 attach.
For IPv4, the TWAG sends a DHCP Ack with server-identity, router option set to the distinct gateway IP address for the APN/NSWO. The IP address in the message is in yiaddr.
For IPv6, the TWAG sends a Router Advertisement when a Create Session Response (step 8) is received for this PDN connection or it receives Router Solicitation in step 10. The Router Advertisement is sent with source address set to the distinct gateway IP address configured for this APN/NSWO in step 4.
The UE can determine the L2 address of the router interface by sending an ARP Request (IPv4) or Neighbor Solicitation (IPv6)

For subsequent PDN / NSWO connections, steps 3 – 11 are repeated.

Establishing a second connection (IP address/interface) corresponding to an already signalled/established APN/NSWO session is straightforward using this method. In step 3 above, the explicit parameters that are conveyed between UE and TWAG can include the means to indicate if a second connection is being requested.
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Figure 8.2.x.2.2-2: Attach Procedure for PDN and NSWO for PMIP based S2a

The procedure for attach using PMIP based S2a is similar to the sequence for GTP. However, steps 5a and 8 for PMIP consist of Proxy Binding Update (5a) and Proxy Binding Ack (8).

8.2.x.2.3
UE Initiated Disconnection Procedure

The disconnection sequence in the figure below supports UE triggered disconnection of one connection (while the rest of the session remains unchanged). If the last connection (or all connections) is being released, all session resources are cleaned up also.
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Figure 8.2.x.2.3-1: Disconnection Procedure for PDN and NSWO for GTP based S2a

The procedure to disconnect a PDN /NSWO session for GTP based S2a is shown in the figure above.

1. The UE sends a delete connection notification with the IP address and gateway IP address for the connection to trigger disconnection.

2. If the IP address to be released is not an NSWO connection, the TWAG initiates a Delete Session Request with the IP address of the PDN connection. (2a).
For NSWO, the TWAN releases local connection resources (2b).

Steps 3, 4 are as defined in TS 23.402 [3], subclause 16.3.1.1, steps 3, 4.

5. The PDN GW acknowledges with Delete Session Response (cause).

6. Connection resources in TWAG and UE are released.
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Figure 8.2.x.2.3-2: Disconnection Procedure for PDN and NSWO for PMIP based S2a

The procedure for disconnection using PMIP based S2a is similar to the sequence for GTP. However, steps 2a and 5 for PMIP consist of Proxy Binding Update with lifetime set to zero (2a) and Proxy Binding Ack (5).

8.2.x.2.4
HSS/AAA Initiated Disconnection Procedure

The disconnection sequence in the figure below supports disconnection of one connection triggered by the HSS/AAA (while the rest of the session remains unchanged). If the last connection (or all connections) is being released, all session resources are cleaned up also.
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Figure 8.2.x.2.4-1: Disconnection Procedure for GTP based S2a

The procedure to disconnect a PDN /NSWO session for GTP based S2a when triggered by HSS/AAA is shown in the figure above.

1. The HSS/AAA sends a Session Termination Request message to the TWAN to detach a specific UE. 
In (1b), the TWAG sends a delete connection notification message with the IP address and gateway IP address of the connection to trigger release of connection resources at UE.
2. The procedures in 8.2.x.2.3, steps 2 – 6 are followed.
3. Step 3 defined in TS 23.402, subclause 16.3.1.2 is followed.
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Figure 8.2.x.2.4-2: Disconnection Procedure for PMIP based S2a

The procedure for disconnection using PMIP based S2a is similar to the sequence for GTP. Step 2 in the figure is based on 8.2.x.2.3 for PMIP.
8.2.x.2.5
Handover procedure between 3GPP access and WLAN on GTP S2a
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Figure 8.2.x.2.6-1: Handover from 3GPP access to Trusted WLAN on GTP S2a 

The handover procedure is based on the Connection Establishment Procedure in 8.2.x.2.2 with the following additions:

0. The UE is connected in the 3GPP Access and has a PMIPv6 or GTP tunnel on the S5/S8 interface.
1. The initial TWAN specific L2 procedures are performed. These procedures are TWAN specific and outside the scope of 3GPP. 
2. If the handover establishes the first PDN connection in WLAN of the UE, EAP procedure is performed in this step. 
3. The UE sets up an IP interface to perform initial PDN signalling with the TWAN. During this sequence, if UE and TWAG are Phase 2 compliant, i.e. supporting EPC-routed , handover and multiple PDN connections, the UE sends a request with APN and handover indication, to setup a PDN connection.

4. The TWAN assigns a distinct IPv4 gateway address corresponding to the APN and responds with this address in server-identity and router address for IPv4. For IPv6, the TWAN assigns a distinct IPv6 gateway address (source address in Router Advertisement) and transient multicast address for router solicitation if needed. 

5. The TWAN sends a Create Session Request (APN, handover indication) message to the PDN GW. The APN and handover indication is set in the Create Session Request to allow the PDN GW to re-allocate the same IP address or prefix that was assigned to the UE while it was connected to the 3GPP IP access and to initiate a PCEF-Initiated IP CAN Session Modification Procedure with the PCRF. The APN is used by the PDN GW to determine which PDN connection(s) to handover, in the case that the UE has established multiple PDN connections to different APNs.
Steps 6 – 11 are performed as Connection Establishment Procedure in 8.2.x.2.2.

12. The PDN GW shall initiate the PDN GW Initiated PDN Disconnection procedure in 3GPP access as defined in TS 23.402 clause 5.6.2.2 or the PDN GW Initiated Bearer Deactivation procedure as defined in TS 23.401 [xx], clause 5.4.4.1.
8.2.x.2 
Impact on Existing Nodes or Functionality

This solution minimizes the impact to existing IP configuration procedures – both DHCP, stateless IPv6 auto-configuration by moving all PDN connection signalling to a new protocol that only handles PDN connection aspects.

For transporting the new PDN connection signalling, ICMP Echo payload proposed here has low impact in terms of implementation on the UE and TWAG. The ICMP messages are echoed back to be compliant with RFC 792 and this adds a response (echo) by definition. Echoing the message takes additional network capacity for the echo message, but does not require significant processing in the TWAN/UE. Two such echoes are needed for each PDN connection setup. A full implementation of L3 control protocol would be more flexible and complete if the time and effort to develop it is acceptable – including its support on UE and TWAG.
If GAS frames are the chosen method to transport PDN connection signalling, it requires UEs that support WFA/HS2.0 and standards extensions in WFA/HS2.0. This method also requires APs to map the PDN signalling over GAS to backhaul protocol (e.g. RADIUS).
Editor’s Note: The implications of using RADIUS to transport the control protocol between AP – TWAN is FFS. 
8.2.x.3
Evaluation





* * * End of second change in TR 23.852 * * * *
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