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Abstract of the contribution: This paper discusses the small data detection method for efficient small data transmission for MO of section 5.1.1. 
1. Introduction
Some solutions of efficient small data transmission for MO in TR23.887, which transmit the small data with NAS message, have the assumption that the UE already knows that UE or applications intends to send the small data.
Before filling out the ‘impacts to UEs’ for the solutions (e.g. ‘5.1.1.3.1.2 Impacts on existing nodes and functionality’, 5.1.1.3.2.4 Impacts on existing nodes and functionality’), this paper proposes to consider the small data detection method in UE side as a prerequisite phase in order to utilize the solutions currently included in the TR23.887.

Note: as indicated, this paper considers only the UE impacts at this stage. 
2. Discussion

Section 5.1.1.3.1 in TR23.887 describes that application knows that it needs to send just one IP packet (and that this uplink IP packet should not trigger multiple downlink IP packets), e.g. the UE's application requests NAS to request the UE's AS to establish an RRC connection. In addition, According to the Section 5.1.1.3.2.2, UE may carry small data via a new NAS message to the MME.
However, different from the SMS which has its own protocol and related APIs throughout the layers inside the UE, small data is just an IP data for the UE. Even though application knows that it needs to send just one IP packet, (e.g. application knows it sends the keep-alive message) currently there is no way to transmit this information to NAS. There is no mechanism for the UE to differentiate a small data transmission from any other IP data transmission. 

Accordingly, the UE follows the IP data transmission procedure internally in order to send the small data. In other words, small data from applications in the IP layer is not transmitted to the NAS layer. Thus, in order to send the small data by the NAS layer, it is required for the UE to differentiate “small data” from other IP data. 
[1] Application detects the small data
If an application informs the NAS layer of its small data transmission as mentioned in the 5.1.1.3.1, it means that application knows which message/IP data is small data or not. In other words, depending on who provides the application, application has 3rd party or operator specific definition/criteria identifying the small data from IP data. With the definition/criteria, application detects the small data and handles it differently, in order to transmit the small data using NAS layer. All applications have to indicate data transmission using NAS layer. 
Impacts to applications

· Applications have their own definition/criteria differentiating the small data from IP data.

· Applications detect the small data according to the definition/criteria.

· Applications indicate their small data transmission based on the definition/criteria.

Impacts to UE

· UE needs to report its capability information for IP data transmission with NAS message to the network.

· UE needs to support sending the IP data with NAS message. 

[2] UE detects the small data
If applications do not have any information about small data (i.e. small data is an application agnostic), UE detects the small data from IP data. The definition/criteria differentiating the small data from IP data may be operator specific. Currently, IP data generated by applications in IP layer is mapped to the appropriate EPS bearer. In order to utilize the solutions described in the TR, small data should not be mapped to the EPS bearer. Instead, it goes to the NAS layer. Therefore, the mechanism to detect the small data during the bearer mapping is required. As mentioned in the section 5.1.1.3.1, TFT may be one method to identify the small data.
Impacts to applications

· none
Impacts to UE

· UE needs to obtain the definition/criteria differentiating the small data from IP data from operators.
· UE needs to detect the small data according to the definition/criteria from operators.

· UE needs to report its capability information for IP data transmission with NAS message to the network.

· UE needs to support sending the IP data with NAS message. 
If the UE used for MTC (e.g. metering machine) utilizes dedicated applications for data transmission, [1] is more proper than [2] for efficient small data transmission for MO. For example, electric company distributes metering machines with metering application developed by the electric company. Metering application indicates its small data transmission to NAS layer (e.g. by using dedicated API, which is out of scope of 3GPP). 
Note: the term refers to the TS23.221.

If the UE uses various applications from various providers (e.g. smart phone), [2] is more proper than [1] for efficiency for MO. For example, idle mode UE sends the small data (e.g. keep alive) from all applications with NAS layer.
3. Proposal 

As described above, depending on the definition/criteria of the small data, impacts to UE are different, and it also effects to the impacts to network. Main difference comes from who detects the small data. 
Impacts to UE

· UE needs to report its capability information for IP data transmission with NAS message to the network.

· UE needs to support sending the IP data with NAS message. 
· If the small data is an application agnostic (e.g. UE uses various applications from various providers (e.g. smart phone)), followings are additional impacts.
· UE needs to obtain the definition/criteria differentiating the small data from IP data from operators.

· UE needs to detect the small data according to the definition/criteria from operators.
Impacts to RAN or CN
Editor’s note: To be completed.
Proposed change 
5.1.1.3.1
Solution: Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security 

5.1.1.3.1.1
General

Editor’s note:
This is a development of the concept in clause 6.52.2.6 of TR 23.888 "Use of pre-established NAS security context to transfer the SMS PDUs as NAS signalling without establishing RRC security".

In LTE, the current data transfer procedures require the use of the Service Request procedure. This entails the download of the RRC security context to the eNB and the establishment of the radio bearers. If all that is intended is the transfer of one, possibly small, IP data packet, and perhaps its response, and the UE was in RRC IDLE state, these procedures lead to a substantial increase in radio resource utilisation. In this clause, the proposed optimisations that relate to UEs that were in RRC IDLE in E-UTRAN are given the name tag ‘infrequent small data’.

In 2G GPRS, these procedures are avoided as 2G-PS is relatively connectionless, and, the user plane and signalling messages are encrypted at the SGSN, not in the RAN.
If the MME is using encryption functionality for the NAS signalling, the transfer of the RRC security context to the eNB does not seem strictly necessary. Note that when performing a TAU from Idle mode, the RRC security context and radio bearers are not established.

Figure 5.1.1.3.1.1-1, below, illustrates the architecture for this 'infrequent small data' feature.
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Figure 5.1.1.3.1.1-1: E2E data paths for small data transmission

The following figures show the existing message sequence and describe a more optimised message sequence for the transfer of one IP packet (and its response). Neither of the figures below shows the layer 2 acknowledgements or Hybrid ARQ mechanisms.
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Figure 5.1.1.3.1.1-2: Current LTE message sequence for the transfer of one IP packet pair
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Figure 5.1.1.3.1.1-3: Optimised LTE message sequence for the transfer of one IP packet pair
LTE procedure for single MO IP packet (and response):

a)
The mobile performs Attach activating a PDN connection or TAU (with an already active PDN a connection).


During the Attach and TAU procedures, the UE and MME exchange information on their ability to support the "infrequent small data" procedures. The MME also obtains information (e.g. from the HSS) about the likelihood that this UE will predominately use (or not use) the ‘infrequent small data’ transfer feature.


As a result, the MME might perform UTRAN-MOCN style MME redirection procedures to cause the UE to register on an MME optimised for MTC Small Data Transfers.


The finally selected MME instructs the UE to use encryption of NAS signalling messages.


The finally selected MME performs S-GW and P-GW selection taking into account the UE's likelihood to perform ‘infrequent small data’ transfers.


The UE returns to RRC Idle mode.

b)
When the UE's application knows that it needs to send just one IP packet (and that this uplink IP packet should not trigger multiple downlink IP packets), e.g. the UE's application requests NAS to request the UE's AS to establish an RRC connection "for a Tracking Area Update" (sending the S-TMSI in the RRC Connection Request). However, the NAS PDU is a new form of initial layer 3 message that includes the IP packet and its EPS Bearer ID in an encrypted IE. This NAS PDU is sent in the NAS container in the RRC Connection Setup Complete message. The unencrypted part of this new initial layer 3 message in the NAS PDU carries the "KSI and sequence number" IE and the MME uses this, and the S-TMSI, to identify the security context to decrypt the IP packet and EPS Bearer ID.

NOTE 1:
RRC has not placed any significant size constraint on the NAS PDU payload. Hence RRC is believed to be able to support a 1500 byte IP packet within the NAS PDU. Any loss of radio efficiency needs to be determined, but, it is believed that power control features would work correctly, and, that low end devices would not deploy advanced/multi antenna features that need the download of the UE Radio Capabilities IE from the MME to the eNB.


The size of this NAS PDU means that it is worth setting the RRC establishment cause to "mo-Signalling' rather than "mo-Data".

NOTE 2:
The "mo-Signalling" cause value, potentially coupled with the receipt of the S-TMSI in the RRC Connection Request, can be used by the eNB to detect that a short lived signalling procedure is in progress. Hence it is unlikely that the MME will download the security context to the eNB. Without the security context, handover cannot be performed. Thus radio resources can be saved if the eNB does not configure the UE to perform measurement reporting.


If the UE's application knows that it needs to transfer more than one uplink and one downlink IP packet, then it should (shall) use the normal service request procedure.

NOTE 3:
It could be considered to use this procedure to transfer more than one (pair) of IP packets. This may be possible (e.g. it is not dissimilar to TAU procedures where several NAS messages can be exchanged without downloading the UE Radio Capabilities to the eNB), however this would have a larger RAN performance impact.

NOTE 4:
How to ensure that the application correctly uses the Service Request procedure and does not abuse this 'Small Data' NAS procedure is an open issue. However the MME's ability to release the connection provides a control point. An additional possibility is for the NAS signalling in the Attach/TAU procedure to carry a TFT, or some other 'rule', to the UE which the UE uses to restrict the traffic that can use the 'Small Data' procedure.

c)
The eNB forwards the encrypted IP packet to the MME in the S1AP Initial UE message.

d)
The MME decrypts the IP packet.


Using the EPS Bearer ID, the MME retrieves the IP address and TEID of that bearer, forms the GTP-U packet and sends it to the S-GW.

e)
The S-GW sends the packet to the P-GW and the P-GW forwards the IP packet on to the SGi interface.

f)
The MME uses knowledge of the subscriber to determine whether to proceed with the full UE triggered Service Request procedure, or, to immediately release the RRC connection, or to wait for some time (e.g. to see if a downlink IP packet causes the S-GW to send a Downlink Data notification to the MME).

g)
(If the MME has not proceeded with the full UE triggered Service Request procedure,) when a (response) IP packet arrives in the S-GW, the S-GW appends the IP packet to the Downlink Data Notification and sends it to the MME. The S-GW also buffers the IP packet.

h)
If the MME has retained the RRC connection, then the MME can append the EPS Bearer ID to the downlink IP packet, encrypt them and send them in a downlink NAS PDU to the UE. Knowledge of the subscriber type would permit the MME to request the eNB to release the RRC connection in conjunction with the eNB's delivery of the NAS PDU/IP response packet.

i)
The Downlink Data Notification Ack sent by the MME to the SGW is extended to inform the SGW that the packet has been delivered (or, that the normal Network Initiated Service Request procedure has been triggered).

j)
If the S-GW has not received a Downlink Data Notification Ack indicating that the normal Network Initiated Service Request procedure has been triggered, when a second downlink IP packet arrives in the S-GW, the S-GW sends a new Downlink Data Notification with that IP packet appended to the S-GW. If the S-GW receives multiple IP packets, the S-GW can use the Downlink Data Notification to request the MME to perform the normal Network Initiated Service Request procedure.

Facets of the above procedure:
-
This IP packet pair transfer only uses 4 RRC messages (plus the Hybrid ARQ frames and the 2 messages that precede the RRC Connection Request).
LTE procedure for single MT IP packet delivery
This uses similar concepts to the MO case described above.
a)
The MME and UE have (at Attach/TAU) performed similar negotiations to those for the MO case, NAS encryption is activated and a PDN connection has been activated.

b)
when an IP packet arrives in the S-GW, the S-GW buffers the IP packet, appends it to the Downlink Data Notification and sends it to the MME. The S-GW monitors whether subsequent packets have arrived for the delivery to the UE and whether the total size of these packets is greater than the value configured by the operator's policy or subscription. If this is the case the S-GW sends the Downlink Data Notification to request the establishment of the S1 bearer(s).

c)
The MME pages. The addition of a "Small data flag" to the radio interface (and S1 interface) paging messages allows the UE to change the RRC establishment cause from "mt-access" to "mo-signalling" (or to a new cause value of "mt-signalling"). In turn, this RRC establishment cause allows the eNB to optimise its resource allocation and to not configure the UE for measurement reporting).


The MME uses knowledge of the subscriber to decide whether to include the "Small Data Flag", and, whether to not fully proceed with the subsequent Service Request procedure.


The Service Request sent as the paging response by the UE carries the "KSI and sequence number" IE. The MME uses this, and the S-TMSI, to encrypt the IP packet sent in step d below.

d)
The MME then sends the IP packet and EPS Bearer ID in an encrypted IE in a NAS PDU in an S1 Downlink NAS Transport message and the eNB sends the NAS PDU onto the UE.

e)
Typically the UE sends an IP packet as an acknowledgement. This IP packet, along with the EPS Bearer ID, is sent in an encrypted IE in a NAS PDU in an UL Information Transfer message. The eNB forwards the NAS PDU to the MME. The MME decrypts the IE, adds the GTP header and forwards it to the S-GW.


The UE adds a new optional IE to the UL Information Transfer to request the eNB to release the RRC connection.

f)
The eNB releases the RRC Connection.

5.1.1.3.1.2
Impacts on existing nodes and functionality
Impacts to UE
· UE needs to report its capability information for IP data transmission with NAS message to the network.

· UE needs to support sending the IP data with NAS message. 

· If the small data is an application agnostic, followings are additional impacts.

· UE needs to obtain the definition/criteria differentiating the small data from IP data from operators.

· UE needs to detect the small data according to the definition/criteria from operators.
Impacts to RAN or CN
Editor’s note: To be completed.
5.1.1.3.1.3
Solution evaluation

Editor’s note:  this section is not finalised.

Typical IP flow scenarios (e.g. when TCP transport is used) require multiple round trips.

During this procedure, the RRC security context is not downloaded to the E-UTRAN: thus the UE cannot be handed over to any other cell.
Table 5.1.1.3.1.3-1: Comparison of Current and Optimised LTE mechanisms for the Mobile Originated transfer of one IP packet pair

	
	Number of radio interface events
	Number of core network signalling messages

	Current LTE design
	12 
+ 2 (for optional early UE measurement configuration)  
+ (multiple) measurement reports (dependent on radio conditions and mobility)
+ 2n (for any extra RRC reconfiguration during the inactivity before release)
	8

	Optimised design
	6
	4


5.1.1.3.2
Solution: Optimised handling of C-plane connection for Small Data and Device Trigger Transmission without U-plane bearer establishment in E-UTRAN

5.1.1.3.2.1
Problem Solved 

See clause 5.1.1 "Key Issue – Efficient Small Data Transmission" and clause 5.2.2 "Key Issue – Support for T5 device triggering".
5.1.1.3.2.2
General
The optimisations described hereafter, which are using SMS and small data unit as an example, can be used for any small data transfer or any other signalling transaction that requires only the control plane for NAS PDU transfers and that does not require the establishment of the U-plane RABs.

Depending on the triggered MTC application, the UE may either not require the establishment of U-plane bearers, or not the immediate establishment of U-plane bearer. 

For uplink case, if the UE just needs to send MO SMS or some small amount data, the UE can send MO SMS (as response to trigger or carries small data) to the MME, and the MME forward the MO SMS. Or the UE may carry small data via a new NAS message to the MME. Then the MME forward the small data or SMS to the designated network entity. 
In LTE, the current SMS over NAS procedures require the use of the Service Request procedure. This entails the download of the RRC security context to the eNB and the establishment of the U-plane radio bearers. If all that is intended is the transfer of one SMS or SMS-like small data packet, these procedures lead to a substantial increase in radio resource utilisation. For transmission of SMS or small data, the establishment of U-plane bearers is not necessarily needed.
The MME has encryption functionality for the NAS signalling and thus the transfer of the RRC security context to the eNB does not seem strictly necessary. Note that when performing a TAU procedure starting from Idle mode, the RRC security context and radio bearers are not established.
The following bullets describe more optimised message transfer sequences with SMS over NAS and small data as an example. The optimised transfer sequences, when used for SMS, are most suited for (and are described here for) the case when the CP layer has been removed, but, they can still function if the CP layer is retained. However, the generic approach (without the specifics of the SMS CP layer) works for any small data or SMS or signalling transfer using the control plane only.
MO SMS over NAS or MO small data LTE procedure:

a)  The mobile performs a combined Attach/TAU, typically, for “SMS-only” and returns to RRC-idle.

Only for the SMS CP layer optimization, during the Attach and TAU procedures, the UE and MME exchange information on their (and in the case of a real, separate, MSC, the MSC’s) ability to support optimised SMS procedures. The UE and MME also exchange information on their ability to support Optimised handling of C-plane connection. 

b)  The UE’s NAS requests the UE’s AS to establish an RRC connection “for a Tracking Area Update” (sending the S-TMSI in the RRC Connection Request). However, the new NAS PDU is a new form of initial layer 3 message that includes the SMS RP-DATA or small data unit in an encrypted IE. This NAS PDU is sent in the NAS container in the RRC Connection Setup Complete message. The unencrypted part of this new initial layer 3 message in the NAS PDU carries the “KSI and sequence number” IE and the MME uses this, and the S-TMSI, to identify the security context to decrypt the RP-DATA. The new NAS PDU implies that only the control plane, but no user plane RABs are to be established.
NOTE 1: 
During the Attach procedure, the RRC Connection Setup Complete message typically carries a NAS PDU of around 80 bytes (for an SRVCC mobile), so, the radio’s Layer 1 and 2 mechanisms are probably not harmed by an RP-DATA payload of up to 160 bytes. 

The size of this NAS PDU means that it is worth setting the RRC establishment cause to “mo-Signalling’ rather than “mo-Data”.

NOTE 2: 
The “mo-Signalling” cause value, potentially coupled with the receipt of the S-TMSI in the RRC Connection Request, can be used by the eNB to detect that a short lived signalling procedure is in progress. Hence it is unlikely that the MME will download the security context to the eNB. Without the security context, handover cannot be performed. Thus radio resources can be saved if the eNB does not configure the UE to perform measurement reporting.  

If the UE’s application knows that it needs to send multiple or concatenated SMSs or multiple small data units, then the UE sets a (new) flag in the new NAS PDU to inform the MME of this fact. The UE’s application could also indicate the number of SMSs or small data units that need to be sent. The main purpose is for the MME to know when the signalling RAB can be released. Possibly it can be also timer controlled, e.g. when some protocol for acknowledging data transfers gets defined.
c) The eNB forwards the encrypted RP-DATA or small data unit to the MME in the S1AP Initial UE message.
d)  The MME decrypts the RP-DATA or the small data units. And for an SMS, the MME (or SGs SMS IWF) adds the UE’s identity information (e.g. MSISDN received from the HSS in step a) and forwards the Short Message to the SMSC. For small data units other than SMS, the originator ID is likely provided as part of the small data units. The MME forwards the small data units to the network entity defined for the small data.

e) The SMSC stores the SM and returns an RP-ACK to the MME. small data units are processed by the network entity defined for small data units and any potentially required acknowledgements are returned.

f) The MME forwards the RP-ACK / acknowledgement in an encrypted NAS PDU to the eNB in an S1 Downlink NAS Transport message.

An additional, optional, IE is added to the S1 Downlink NAS Transport message that allows the MME to request the eNB to release the RRC connection. (The MME does not use this indication if the UE indicated that multiple SMSs needed to be transferred in step b.)

NOTE 3:
this situation is similar to the completion of a (periodic) TAU i.e. the MME has not sent the Initial UE Context message to the eNB and so the eNB cannot perform any commands on the UE that require RRC level security (in particular section 5.3.1.1 of TS 36.331 specifies that Handover cannot be performed in this state).

g) The eNB sends the RP-ACK to the UE and releases the RRC Connection. The small size of the RP-ACK means that it is possible for the eNB to include it as a NAS PDU within the RRC Connection Release message itself.

Facets of the above procedure:

·    This MO SMS transfer only uses 4 RRC messages (plus the Hybrid ARQ frames and the 2 messages that precede the RRC Connection Request.)

·    The CP Layer messages are not used.

MT SMS over NAS or MT small data LTE procedure
This uses similar concepts to MO SMS, but it requires 2 more RRC messages.

a)   For the SMS, the MME and UE have negotiated (at Attach/TAU) that the CP layer need not be used.

b)   Paging leads to the establishment of the RRC Connection. The addition of a “SMS flag” or “small data flag” to the radio interface (and S1 interface) paging messages allows the UE to change the RRC establishment cause from “mt-access” to “mo-signalling” (or to a new cause value of “mt-signalling”). In turn, this RRC establishment cause allows the eNB to optimise its resource allocation and to not configure the UE for measurement reporting). 

The initial NAS message (e.g. Service Request or a new NAS Request or TAU Request without the active flag) sent as the paging response by the UE carries the “KSI and sequence number” IE. The MME uses this, and the S-TMSI, to encrypt the RP-DATA / small data sent in step c below. The initial NAS message indicates that it is for signalling connection only.
c)  The MME then sends the RP-DATA/ small data in an encrypted IE in a new NAS PDU in an S1 Downlink NAS Transport message and the eNB sends the NAS PDU onto the UE.
The UE sends the RP-ACK/potential small data acknowledgement in an encrypted IE in a NAS PDU in an UL Information Transfer message and the eNB forwards the NAS PDU to the MME.
d) After reception of acknowledgements for all downlink transfers, the MME request the eNB to release the RRC connection.

e) The eNB releases the RRC Connection.
5.1.1.3.2.3.1
Further Optimization: C-plane connection termination aspects

The main difference to the procedures above results from the UE behaviour after receiving the small data or SMS (e.g. including a Device Trigger message. Namely, the eNB/MME may not immediately initiate the NAS/RRC connection release after the delivery of the small data or SMS . During the Device Trigger, SMS or small data processing in the UE, the UE determines if uplink data shall be immediately sent. Further, the uplink data may result in either 1) establishment/activation of EPS bearers for IP/based MO communication or 2) the transmission of MO SMS or small data. If the UE needs to transmit an MO SMS or small data, the UE reuses the existing NAS MM connection to the MME. If the UE needs to set up the U-plane bearers, the UE sends a corresponding EPS Bearer Activation message to the MME.

If the UE determines that the uplink data will be transmitted later (i.e. MO communication will be established later), the UE indicates to the MME that the NAS signalling connection is not anymore needed. The latter helps the network to shorten the radio resource occupation.
Alternatively the network (eNB/MME) decides when to initiate the NAS/RRC connection release after the delivery of the Device Trigger (e.g. MT SMS) or Small Data to the UE.

Editor’s Note: The mechanisms to determine the optimal duration of the C-plane only connection for transmission of Device Triggering and Downlink Small Data over NAS signalling are FFS. 

5.1.1.3.2.3.2
Further Optimization: RRC security aspects

Usually the MME decides whether to send Access Stratum (AS) security context to the eNB when UE transfers from IDLE to CONENCTED state.

Some reasons for the establishment of the AS-security for C-plane connection are:

1)
The support of mobility. When security is not configured for the RRC connection, the UE is not configured for mobility measurements; and 

2)
The ability of the UE to reliably activate the U-plane bearers if needed. It may be required to have RRC security established when exchanging EPS Session Management signalling between MME and UE. 

Editor’s Note: It is FFS to evaluate the benefits and drawbacks of the RRC security establishment for C-plane connection only.
,The MME may establish the Access Stratum (AS) security for the Signalling Radio Bearers. For this reason, the MME establishes only the UE AS-security context at the eNB for the RRC connection (i.e. the MME doesn’t include the E-RAB context in the S1-AP Initial Context Setup request message to the eNB). The main reasons for the establishment of the AS-security are 1) the support of mobility and 2) the ability of the UE to reliably activate the U-plane bearers if needed. 

5.1.1.3.2.4
Impacts on existing nodes and functionality

Impacts to UE
· UE needs to report its capability information for IP data transmission with NAS message to the network.

· UE needs to support sending the IP data with NAS message. 

· If the small data is an application agnostic, followings are additional impacts.

· UE needs to obtain the definition/criteria differentiating the small data from IP data from operators.

· UE needs to detect the small data according to the definition/criteria from operators.

Impacts to RAN or CN
Editor’s note: Impacts on existing nodes and functionality is FFS.
5.1.1.3.2.5
Solution evaluation
Benefits:
-
No establishment of U-plane bearers (i.e. no DRBs) and no resource reservation over the radio interface;

-
Reduced signalling procedures in the core network (no S1-U establishment) and radio interface.

Drawbacks:

-
Modifications to the existing interfaces and nodes are needed.

End of Change
3GPP
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