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Abstract of the contribution: This paper discusses group based policing solution for MTC groups. The proposal  is based on a GROUP-AMBR to enforce max aggregate bit rate policy for group members within a common PCEF. In those scenarios, where MTC devices establish a PDN connection for the purpose of data transmission then disconnect, this may cause a signalling increase that may lead to an overload situation, in that case the proposal is to reuse existing overload control mechanisms.
Introduction
The proposal is to introduce an APN-AMBR like concept on the group level (i.e. GROUP-AMBR) allowing for bit rate measurement and enforcement on a common PCEF.  
Group based policing with Group-AMBR
Elements in the solution:

· The HSS/HLR administers a group identifier as part of the subscription data.  As an alternative given that the group size is at minimal 1000 members the APN can be used to identify the MTC Group. 
· Solution can function without PCC deployment whereby a GROUP-AMBR is configured and applied in the PCEF
· In case of PCC deployment an authorized GROUP-AMBR is provided by the PCRF over Gx
· APN and the group identification (if provided) are used to aid in consistent PCEF selection. Alternately a static preconfigured PDN GW IP address can be provided as part of the subscription data.
· The PCEF supports QoS control and bandwidth management (i.e. traffic shaping) on a group (i.e. GROUP-AMBR) as well as at individual subscriber (i.e. existing APN-AMBR) basis for non-GBR QCI traffic.
At SA2#93, it was discussed offline that the GROUP-AMBR concept solves the use case when the operator would like to ensure that commercial agreements between service providers and the operator are fulfilled, so that if MTC devices exceed the commercial agreement, packets will be dropped by PDN-GW. On the other hand, there are other scenarios whether MTC devices may cause overload in the network, both at user plane level and at signalling level. 

In order to prevent that overload is caused on user plane level, the GROUP-AMBR in both UL and DL direction will help to avoid congestion, i.e. packets discarded at the PDN GW will trigger the TCP flow control in the MTC device or the application. 

As a preventive measure the APN-AMBR may be reduced for roamers using an existing event (i.e. PLMN Change). This will help prevent that the MTC devices take too many resources in the VPLMN while the HPLMN may subsequently drop packets when GROUP-AMBR is exceeded.

In order to prevent overload that is caused on the signalling level (e.g. for those cases where the MTC devices need to establish a PDN connection before sending packets to the network) policing the number of PDN connections may be beneficial. For these cases the existing “PDN GW control of overload” (23.401, clause 4.3.7.5) and “GGSN Control of overload (23.060, clause 5.3.6.3) along with “APN based Session Management congestion control” and “APN based Mobility Management congestion control” in MME/SGSN) functionality may be utilized.

Proposal

It is proposed to add the following text to TR 23.887 v0.3.0.
Begin Change
8.3.3
Solutions
8.3.3.x
Solution : Group Based Policing with Group-AMBR

8.3.3.x.1
General

A new GROUP-AMBR is introduced to enforce a bandwidth policy for the PDN connections within a PCEF for all MTC devices belong to the same group as identified by a group identity. 

The GROUP-AMBR is the aggregated maximum bit rate data for non-GBR QCI usage that is policed for the group.
The GROUP-AMBR may be locally configured in the PCEF (e.g. in the case of no PCRF) on a per group basis. In the case of PCC deployment the GROUP-AMBR provided over Gx overrides any group level setting in the PCEF.

A group identity may be introduced in the HLR/HSS as a subscription parameter associated with the APN subscription for the MTC device. For the purpose of group policy control the UE may be assigned to only one group within the APN. Alternatively the APN may also be used to represent the MTC policy group.

Editor’s Note: A separate group identity may not be required. Given that group based policing should at least cater for groups of in the order of 1000 members it is reasonable that the APN be used as the group identity. This allows maximum reuse of 3GPP APN concepts as well as existing PDN GW selection and APN based GGSN/PDN GW Overload Control mechanisms.
During the Attach the MME/SGSN obtains the group identity with the subscription data from the HLR/HSS. 

The PDN GW/GGSN Selection function in conjunction with the APN may optionally utilize the group identity (if provided) to select a specific PCEF where the group based policy control is to be enforced. Selecting different PDN GWs for the same group is best avoided as it fragments the access so that policing is needed in each node.  Coordinating the policing to be equivalent with a common policy solution (e.g. single leaky bucket) is not regarded as feasible when group members are spread across multiple PCEFs. 

When a PDN connection for a group member is requested, the PDN GW/GGSN selection function shall ensure that the selection is appropriate for group policy enforcement. 

Some example methods to support common PCEF selection include:

· A static PDN GW/GGSN can be selected by either having the APN and Group identity combination to map to a given PDN GW/GGSN, or the PDN GW identity provided by the HSS/HLR indicates the static PDN GW/GGSN.

· The HSS/HLR could maintain logic such that it provides a PDN GW/GGSN FQDN as PDN GW/GGSN identity at connection establishment of the 1st group member and provides the allocated PDN GW/GGSN as a static PDN GW/GGSN to the MME/SGSNs at subsequent connection  requests by other group members.

· Extending the DNS interrogation with the group identity (if provided) such that a specific PDN GW/GGSN is returned. 
It is recommended that network deployment and configuration lead to consistent PCEF selection for the group members.
NOTE :    In the case of a network deployment where multiple PCEFs may be selected the operator may configure an appropriate fraction of the GROUP-AMBR in the PCEFs. This could also be handled by the PCRF distributing a portion of the GROUP-AMBR across the PCEFs to which group members have sessions.
During the bearer establishment procedure the MME/SGSN sends the group identity to the P-GW. 

Providing the group identity to the PDN-GW allows the PCEF to associate the group member traffic to internal structures (e.g. traffic queues) defined on a group level and configured with a GROUP-AMBR.

In the case of no PCC framework deployment: 

· The PCEF conducts rate policing, as per configured GROUP-AMBR, on the aggregate Non-GBR QCI traffic for the group members identified by the group identity. 

· The group BW enforcement can be performed locally in the PCEF without intervention of the PCRF

In the case of PCC framework deployment the above based functionality is extended to allow for an authorized GROUP-AMBR to be provided the PCRF as follows which will override any configured value in the PCEF.

At IP-CAN session establishment, the PCEF includes the group identity in the request or alternately the PCRF may obtain the group identity from the SPR  to (a) be aware what group the UE is a member of and (b) decide on the GROUP-AMBR setting. The PCRF returns the applicable GROUP-AMBR. GBR QCI traffic is always out of scope for GROUP-AMBR.

The last GROUP-AMBR value that the PCEF has received is the value that applies for rate policing.

NOTE:
Since the, per IP-CAN session, APN-AMBR applies (also in presence of the GROUP-AMBR) it may do further policing for a specific UE.

Individual subscriber policy (i.e. PCC rules) , continue to apply thus still allowing , for example,  existing  individual APN-AMBR enforcement  for  specific MTC devices within a group while also allowing for an overall group level BW enforcement.
As a preventive measure the APN-AMBR may be reduced for roamers using an existing event (i.e. PLMN Change). This will help prevent that the MTC devices take too many resources in the VPLMN while the HPLMN may subsequently drop packets when GROUP-AMBR is exceeded.

In order to prevent overload that is caused on the signalling level (e.g. for those cases where the MTC devices need to establish a PDN connection before sending packets to the network) policing the number of PDN connections may be beneficial. For these cases the existing “PDN GW control of overload” (23.401, clause 4.3.7.5) and “GGSN Control of overload (23.060, clause 5.3.6.3) along with “APN based Session Management congestion control” and “APN based Mobility Management congestion control” in MME/SGSN) functionality may be utilized.
8.3.3.x.2
Impacts on existing nodes and functionality

HSS/HLR

- Administers a policy Group identifier as part of the subscription data per APN. Alternatively the APN is used as the group identifier to represent the MTC policy group.
MME/SGSN

- Support of the Group Identifier.

- PDN GW/GGSN selection may need to use APN and Group identifier (if introduced) into consideration for consistent PCEF selection

NOTE:
Selecting different PDN GWs/GGSNs for the Group fragments the access so that policing is needed in each node. Coordinating the policing to be equivalent with a common policing solution (e.g. single leaky bucket) is not regarded as feasible.
PDN-GW/GGSN

-Support of rate policing, as per GROUP-AMBR, on the aggregate Non-GBR QCI traffic for the group members identified by the group identity.
-In the case of PCC deployment, support of an authorized GROUP-AMBR parameter provided by PCRF over Gx

PCRF/SPR

- Support an authorized GROUP-AMBR and Group Identifier.
8.3.3.x.3
Solution evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
End of Change
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