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Abstract of the contribution: This contribution describes details for the monitoring action "restrict access" and proposes corresponding solutions. 
Discussion

The Monitoring feature specifies certain monitoring events, their detection and the corresponding monitoring actions that are performed after the detection of an event.  The description of the monitoring events, detection and actions is given in section 6.9 in TR 23.888. The monitoring actions can be categorized in 4 main groups:

· reporting;

· reduce services provided to the MTC device;

· restrict access of the MTC Device;

· detach the MTC Device.

Which actions should be applied when a specific monitoring event is detected is a based on configuration in the network which can be based on the subscription. While multiple variants of the monitoring action "reporting" are described in TR 23.888, there is no specific description for solutions for the monitoring actions that require internal handling in the 3GPP system.This contribution focuses on the monitoring action "restrict access of the MTC Device" or shortly called "restrict access". Section 6.9 in 23.888 mentions the following:
When the MTC monitoring action "restrict access of the MTC Device" is triggered, in order to restrict the access of an MTC Device in idle mode, the SGSN rejects based on access restriction the Routing Area Update procedure or the MME rejects based on access restriction the Tracking Area Update procedure initiated by the MTC device. In order to restrict the access of an MTC Device in active mode, the SGSN or MME informs the RAN about the access restriction during the attach procedure or TAU/RAU procedure (the allowed location). The RAN restricts the handover only to allowed locations.

If an UE is attached, the monitoring action "restrict access" can be mainly applied when the monitoring event "change in the point of attachment" is detected. If the UE is not attached and initiates the Attach procedure, the action "restrict access" can be additionally applied when the monitoring event "association of the UE and UICC" is detected. The monitoring action is applied in the operator's network in order to ensure that in case of theft or vandalism, the access of the UE to network is restricted. 

In case of fixed UEs (i.e. non-mobile UE like ATM/vending machines, sensors), the Tracking Area can be even limited to 1 cell. In case of semi-mobile UEs (e.g. devices within a factory area or city area) the Tracking Area could be formed by the cells covering the area where the UE is allowed to move. The monitoring action "restrict access" can be applied when the UE is in idle or in connected state. The following applies:

· In idle state, the MME/SGSN can assign to the UE a specific Tracking Area that covers only the allowed access area (i.e. only the cells from which the UE is allowed to access the network). When the UE leaves the assigned Tracking Area, the UE performs a TAU procedure. At the TAU procedure the MME/SGSN would apply the monitoring action "restrict access" and can reject the TAU request.
· In connected state, when the UE moves from a source eNB to a target eNB, X2 or S1 handover can be applied. When S1-based handover is applied, the source eNB sends Handover Required message over the S1-MME reference point. The MME can detect that the UE moves to a not allowed area/cell and reject the handover procedure and does not send Handover command to source eNB. When X2-based handover is applied, the source eNB starts forwarding downlink data to the target eNB. The target eNB requests Path Switch to the MME. At this point the MME can apply the action "restrict access" and reject the Path Switch procedure. As it is seen, the detection by the MME occurs too late after the source eNB starts forwarding downlink packets to the target eNB. One optimization to avoid such a situation is that the source eNB is configured with allowed eNBs (whitelist or blacklist) to which the UE is authorized to handover. Then the source can avoid the initiation of X2-based handover to non-allowed cell. If the UE moves out of the coverage of the source eNB, the UE would lose connectivity when leaving the area of the source eNB.
In summary, it is proposed to specify a solution for the monitoring action "restrict access".
Proposal
The following text is proposed to TS 23.887 to the clause 7.1.2.
Start of change
6.1.3
Solutions

6.1.3.X
Solution: Monitoring action "restrict access"
See clause 6.1 "Key Issue - Monitoring".
6.1.3.X.1
General
The monitoring action "restrict access" results in procedures that are internal to the 3GPP system. The monitoring action "restrict access" is triggered when configured in the network for a given UE and when particular monitoring events are detected. Depending on the mobility (attached or detached) state and connection (idle or connected) state of the UE, the following procedures for the monitoring action "restrict access" can be defined.
When the UE is in detached state and initiates an Attach procedure, the monitoring action "restrict access" can be applied when e.g. monitoring event "association of the UE and UICC" is detected by the HSS/HLR or the monitoring event "not valid point of attachment" is detected by the MME. In such case the network (HSS/HLR or MME) rejects the Attach procedure and the UE remains in detached state.
When the UE is in attached state, monitoring action "restrict access" can be applied when the UE is in idle or in connected state. The following applies:

· In idle state, the MME can assign to the UE a specific Tracking Area that covers only the allowed access area (i.e. only the cells from which the UE is allowed to access the network). When the UE leaves the assigned Tracking Area, the UE performs a TAU procedure. At the TAU procedure the MME would apply the monitoring action "restrict access" and can reject the TAU request. In such a case the UE would not have access to the network resources.
· In connected state, when the UE moves from a source eNB to a target eNB, X2- or S1-based handover is performed.
-
When S1-based handover is performed, the source eNB sends Handover Required message over the S1-MME reference point to the MME. The MME can detect that the UE moves to a not allowed area/cell and reject the handover procedure. No Handover command is send to the source eNB. In such case the UE would lose connectivity when leaving the area of the source eNB. 

-
When X2-based handover is performed, the source eNB starts forwarding downlink data to the target eNB. The target eNB requests Path Switch to the MME. At this point the MME detects a specific monitoring event and triggers the monitoring action "restrict access". The MME rejects the Path Switch procedure and the UE is not able to connect to the target eNB. In order to avoid unnecessary initiation of X2-based handover, the source eNB can be configured with allowed/forbidden eNBs (e.g. whitelist or blacklist) to which the UE is authorized to handover. Then the source eNB does not initiate X2-based handover if the UE reports measurement of non-allowed cells. If the UE moves out of the coverage of the source eNB and no handover has been requested from the source eNB, the UE loses connectivity when leaving the area of the source eNB.
6.1.3.X.2
Impacts on existing nodes and functionality
The following nodes should be enhanced:

-
MME/SGSN should be capable of:
-
configuration for monitoring action "restrict access";
-
functionality to generate a proper Tracking Area and whitelist/blacklist for the UE under monitoring. Further it should be able to reject TAU or handover procedure from UEs that are outside the allowed area.
-
eNB should be able to implement the whitelist/blacklist of cells to restrict proactively the handover of the UE to forbidden cells.
6.1.3.X.3
Solution evaluation

Benefits:
-
TBD.
Drawbacks:

-
TBD.
End of change
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